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“O’'zbekneftgaz" AJ
Reg.No §“Shurtan gaz kimyo majmuasi” MCHJ
MTRB xizmati

RO’YXATGA OLINDI
074] D5 - 4577
200y psr DY

TASDIQLAYMA !
"Sho‘rtan GKM" :

TEXNIK TOPSHIRIQ
“Sho‘rtan gaz-kimyo majmuasi” MChJ IT
infratuzilmasi uchun DLP dasturiy ta'minotini sotib

TEXHUYECKOE 3AJJAHUE
Ha 3aKynkKy nporpammHoro obdecriedenus DLP ans IT-
uHppactpykrypsr LLIT'XK

TECHNICAL ASSIGNMENT
For the purchase of DLP software for the IT
infrastructure of SGCC.k

olish uchun
1.UMUMIY MA’LUMOT 1. OGIIUE CBEJAEHUSA 1.GENERAL INFORMATION
1.1 NOMI 1.1 HaumenoBanue Name

SHGKMning IT infratuzilmasi uchun DLP dasturiy
ta'minotini sotib olish.

ITpuoGperenune nporpammuoro obecnieyenus as IT-
uHppacTpykTypbl LXK,

Purchase of DLP software for the IT infrastructure of
SGCC.

1.2 Tovarlarni sotib oishdan maqsad va asos

1.2 OcnoBanue 1 1eJib NPHOOpETEeHHs TOBapa

1.2 Basis and purpose of purchasing goods

Magsad: SHGKM IT infratuzilmasi uchun DLP
dasturiy ta'minotibi sotib olish. DLP tizimining asosiy
vazifasi - maxfiy ma'lumotlarning tashqariga chiqishini
oldini olishga qaratilgan.

Sababi:  Axborot xavfsizligi bo’limi  boshligi
Q.Rustamovning 054/13663 17.07.2024 dagi rasmiy
Xati

Llens: npuobperenue nporpamMmmuoro obecnedenus DLP s
IT-undpactpykryper LII'XK. OcHoBHas GyHKuMsS paboTh
DLP cucrembl HanpaBiaeHa Ha MpeAOTBpAalllEHHE YTEYKH
KOH(MUAEHLMAIbHBIX AaHHbIX.

OcHopanue: ciykeOHOe MUCbMO OT HayallbHMKa OT/es1a 1o
HudopmanmonHoit 6e3onactoctu K.Pycramosa 054/13663
17.07.2024 r.

Goal: acquisition of DLP software for the IT
infrastructure of SGCC. The main function of the
DLP system is aimed at preventing the leakage of
confidential data.

Reason: official letter from the head of the Information
Security Department K. Rustamov 054/13663
07/17/2024

1.3 Yangi ekanligi haqida ma’lumot

1.3 CBeaeHusi 0 HOBU3HE

1.3 Information about novelty

Tovar  yangi (ilgari foydalanilmagan) ishlab
chiqaruvchining qadoqlarida, ularning hagiqiyligini
tasdiqlovchi tegishli atributlar bilan jihozlangan, ishlab
chiqaruvchi tomonidan uskunaga biriktirilgan texnik
hujjatlarga va tegishli uskunaning sertifikatlash
talablariga muvofiq bo'lishi kerak. Tovarlar 2024 yildan
oldin ishlab chiqarilishi kerak.

Tosapbl  10/KkHBI  ObITb  HOBbIMH  (He OBIBIIMM B
MCIIOJIb30BAHUH) B HETMOBPEXKICHHOM YNaKoBKe
M3rOTOBUTEIIS, cHaOKEeHHOM COOTBETCTBYIOLLIUMH
aTpuOyTaMH, TMOATBEPIKAAIOIIUMU HMX [OJUIMHHOCTb, B
COOTBETCTBUH c TEXHUYECKOH JIOKYMEHTalUeH,
npuiaralolMiics Kk 0o0OpyJIOBaHHIO H3rOTOBMUTENIEM, MU
TpeOOBaHUSIMHU cepTudUKaLrH COOTBETCTBYIOIETO

obopynoBanus. ToBapbl JO/DKHBI OBITH MPOU3BENEHBI HE
paHee 2024 ropa.

The goods must be new (not previously used) in
undamaged manufacturer's packaging, equipped with
appropriate attributes confirming their authenticity, in
accordance with the technical documentation attached
to the equipment by the manufacturer, and the
certification requirements of the relevant equipment.
The goods must be produced no earlier than 2024.
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4. TEXNIK TALABLAR

4. TEXHUYECKHUE TPEBOBAHMUS

4. TECHNICAL REQUIREMENTS

4.1 Asosiy texnik talablar

4.1 OcHoBHBbIE TeXHHYECKHE TPeOOBAHHUS

4.1 Basic technical requirements

1. DLP dasturiy ta’minotii

1. Ilporpammuoe o6ecneuenne DLP (Data Loss

Prevention)

1. Software DLP (Data Loss
Prevention)

« dona. litsenziyalar 80 dona.
« Litsenziya turi doimiy

* WIT. JUUEH3MH 80 T
* Twun nMueH3uun 6eccpounas

* pes. licenses 80 pcs
* License type perpetual

Shartlar va qisqartmalar

- apparat-dasturiy ta'minot kompleksi - ma'lum
turdagi muammolarni hal gilish uchun birgalikda
foydalaniladigan dasturiy ta'minot va texnik vositalar
majmui;

- ariza - mijozning xizmatlar ko'rsatish
to'g'risidagi so'rovi;

- AX — axborot xavfsizligi;

- axborot-kommunikatsiya infratuzilmasi yoki
uning alohida ob'ektlari faoliyatining bir martalik
yoki ketma-ket buzilishi, ularning to'g'ri ishlashiga
tahdid va (yoki) nogonuniy olish, nusxalash,
tarqatish, o'zgartirish, yo'q qilish yoki blokirovka
qilish shartlari. elektron axborot resurslari;

- AT — axborot tizimi;

- axborotlashtirish obyekti — elektron axborot
resurslari, dasturiy ta’minot va axborot-
kommunikatsiya infratuzilmasi;

- RAM — tezkor xotirasi;

- OS — operatsion tizim;

- dasturiy ta'minot - dasturiy ta'minot;

- AD — LDAP-mos katalog xizmatlarini
amalga oshirish (Eng Active Directory );

- LDAP - Yengil vaznli katalogga kirish
protokoli (anrn. Lightweight Directory Access
Protocol);

- SOC - Xavfsizlik operatsion markazi .
(Security Operation Center)

TepMuHBI B cOKpalenus

- AnnapaTHO-NpOrpaMMHBIA KOMIIEKC —
COBOKYMHOCTb NPOrPaMMHOro obecrneyeHms U TeXHUYECKHUX
CPEACTB, COBMECTHO NMPHUMEHAEMBIX /IS peLUEeHMs 3a1au
OMNpeIeJIEHHOrO THIA;

- 3asBka — 3anpoc 3aka3uMKa Ha NpPe/0CTaBICHHE
YCIyT;

- Mb — undopmanmonHas 6e30nacHoCTS;

- Wuuupenr UB — otnenvHo Miu CEPUHHO
BO3HMKatolMe ¢60it B pabore uHpOpMaLMOHHO-
KOMMYHHKaLHOHHOH MHQPACTPYKTYPbl MU OT/IEbHBIX ee
00BEKTOB, CO3/1AI0IIME YIPO3y MX HAIeKALIEMY
(bYHKUMOHMPOBAHHIO U (MIIM) YCIIOBMS 11 HE3aKOHHOTO
MOJIy4eHHMs, KOTIUPOBAHUS], PACTIPOCTPAHEHM S,
MOZM(DUKALIMM, YHHUTOKEHHS WM GJOKHPOBaHHs
3JIEKTPOHHBIX HHPOPMALIHOHHBIX PECYPCOB;

- HNC — undopmaumonHas cucrema;

- Ob6bekT uH(OpMATH3ALMH — SJIEKTPOHHbBIE
MH(OPMaLMOHHBIE Pecypehl, MPOrpaMMHOE 0GeCHeYeH e 1
MH(OPMALIMOHHO-KOMMY HUKALIHOHHAsi HH(PacTpyKTypa;
- O3Y — onepaTvBHOE 3aMOMHUHAIOLIEE YCTPOHCTBO;
- OC — onepalMoOHHas CUCTEMA;

- 1O — nporpammHoe obecneueHue;

- AD — LDAP-coBmecTUMas peannsaums cirysk6bl
Katasoros (aHrj. Active Directory);

- LDAP — o6neryéHHblii mpoToko A0cTyna K
katanoram (anri. Lightweight Directory Access Protocol);

Terms and abbreviations
- Hardware and software complex — a set of
software and technical means that are jointly used
to solve certain types of problems;

- Request — the Customer's request for the
provision of services.

- Information security — information security.
- Information security incident — separately
or serially occurring failures in the operation of the
information and communication infrastructure or its
individual objects, creating a threat to their proper
functioning and (or) conditions for illegal receipt,
copying, distribution, modification, destruction or
blocking of electronic information resources;

- IP — information system.

- Object of informatization — electronic
information resources, software and information
and communication infrastructure:

- RAM - random access memory device.

- OS — operating system.

- Software;

- AD-LDAP-compliant implementation of
the Active Directory service.

- LDAP-Lightweight Direct
Protocol.

- SOC-operational info
center (English: Security Ope
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Xizmat magqgsadlari:

1) axborot xavfsizligi sohasidagi qonunchilik
talablariga muvofiqligi;

2) mijozning axborot aktivlarining umumiy
xavfsizligini oshirish;

3) tahdidlar va axborot xavfsizligi intsidentlari
natijasida yuzaga keladigan xavf-xatarlar, igtisodiy
yo'qotishlar soni va darajasini kamaytirish;

4) xizmatlar ko'rsatish orqali axborot xavfsizligi
jarayonlarining etuklik darajasini oshirish;

S) axborot xavfsizligini boshgarish jarayonini
avtomatlashtirish;

6) qgonunchilik talablariga muvofiqligi”.

1. Mabhalliy vosita (ish stantsiyasini boshqarish
agenti) yordamida ma'lumotlarni ushlashga
qo'yiladigan talablar.

1.1. Umumiy talablar:

Ish stantsiyasini boshqarish agenti tarmoqdagi ish
stantsiyalariga o'rnatiladigan mustaqil dasturiy
moduldir. Tizimda agentlarning ishini
markazlashtirilgan tarzda o'rnatish va boshqarish
tegishli sozlashlar orqali amalga oshirilishi kerak, bu
agentlar ishini boshgarishning quyidagi variantlarini
ta'minlashi kerak:

1) faol ob'ektlar bo'yicha filtrlash yordamida
fagat ma'lum ish stantsiyalariga o'rnatish imkoniyati
bilan agentlarni markazlashtirilgan o'rnatish Katalog
va Active -dagi barcha ish stantsiyalari uchun kirish
huqugqlarini sozlash imkoniyati katalog ;
2) Windows  guruh  siyosati
agentlarni o'rnatish ;

3) Linux bilan ishlaydigan ish stantsiyalarida
agentlarni markazlashtirilgan holda o'rnatish

4) keyingi qo'lda o'rnatish uchun agentlarning
tarqatish paketini yaratish (agent uchun oldindan
o'rnatilgan sozlamalarni tarqatish faylida saqlash

yordamida

- SOC — onepaTuBHbIA LEHTP HH(POPMALIMOHHOM
OesonacHocTu (anri. Security Operation Center).

Llenu ycnyru:

1) COOTBETCTBHE TPeOOBAHHUS 3aKOHOIATENILCTBA B
obacTh MHGOpPMALIMOHHOK 6€30MacHOCTH;

2) NOBbILIEHHE OOLIEro YpOBHs 3alMIICHHOCTH
MH(OPMALIMOHHBIX AaKTHBOB 3aKa34MKa;

3) CHWIKEHHE KOJIMYECTBA U YPOBHS PHUCKOB,
HKOHOMHUECKHX NOTepPb, 00YCIOBIEHHBIX YTPO3aMH ¢
uHuuaeHramu Ub;

4) MOBbILLIEHHE YPOBHS 3pesiocTu npoueccoB UMb 3a cuer
NpPeaoCTaBIEHUs YCITYTH;

5) aBTOMaTU3auus npouecca ynpasieHus HUb;

6) COOTBETCTBHE TPEOOBAHHUSAM 3aKOHOIATEIbCTBAY.

1. TpeboBaHus K nepexBaTty JaHHBIX ¢ HOMOLIbLIO

JIOKAJILHOT'O cpecTBA (aAreHTa KOHTPOJIsA paboueii
CTAHIIHH).

1.1. O6mue TpeGoBaHus:

ATEHT KOHTposis pabo4yMX CTaHLMH - HE3aBUCUMbIH
NpOrpaMMHbIi MO/lYJ1b, KOTOPbIH YCTaHABIMBAETCS Ha
pabouue cTaHMM B ceTH. LleHTpanu3oBaHHas yCTaHOBKA U
ynpaeieHue paboToi areHTOB B CUCTEME JIOJIKHO
OCYLUECTBJIATHCS ITyTEM COOTBETCTBYIOIIMX HACTPOEK,
KOTOpbI€ JOJDKHbI MO3BOJISITh MPOU3BOIUTH CJICAYIOLIHE
BO3MOXXHOCTH YIpaBJiieHUs: pabOTOW areHToB:

1) LEHTPaJIM30BaHHAsl YCTAHOBKA areHTOB, C
BO3MOJKHOCTbIO YCTAHOBKH TOJIBKO Ha KOHKpETHbIe paboune
CTAHLIMHU C UCNOJb30BaHUEM (QUIIBTPALIMH 110 UMEHH
KomnbioTepa U oobekTaM Active Directory U BOZMOMXKHOCTBIO
HACTPOWKH NpaB OCTYMa, Ha Bce paboyne CTaHUMH B Active
Directory;

2) YCTaHOBKA areHTOB MpPH MOMOIIH FPYIIOBbBIX
nonutuk Windows;
3) LICHTPAJIM30BaHHAasl yCTAHOBKA areHTOB Ha pabouune

CTaHLMH NoA ynpasieHueM Linux

Llenn Service objectives:

1) compliance with the requirements of the
legislation in the field of information security;

2) improving the overall level of security of
the Customer's information assets;

3) reducing the number and level of risks and
economic losses caused by information security
threats and incidents;

4) increasing the level of maturity of
information security processes through the
provision of services;

5) automation of the information security
management process;

6) compliance with legal requirements".

1. Requirements for data interception using

a local tool (workstation monitoring agent).

1.1. General requirements:

Workstation Monitoring Agent is an independent
software module that is installed on workstations on
the network. Centralized installation and
management of agents in the system should be
carried out by appropriate settings, which should
allow you to perform the following features for
managing the work of agents:

1) centralized installation of agents, with the
ability to install only on specific workstations using
filtering by computer name and Active Directory
objects and the ability to configure access rights for
all workstations in Active Directory;

2) installing agents using Windows group
policies;
3) Centralized installation. Linux

workstations

4) creating a distrib
subsequent manual instal
previously made settings
distribution file);
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bilan);

5) individual ish stantsiyalarini yangilashdan
istisno qilish imkoniyati bilan agentlarni avtomatik
yangilash;

6) agentlarning holatini kuzatish va har qanday
oxirgi stantsiya foydalanuvchisi tomonidan agentlar
yo'qligi, ishdan chiqishi yoki majburiy o'chirilishi
holatlarida tegishli stantsiyada agentlarni avtomatik
ravishda gayta o'rnatish.

7) agentlarni olib tashlashdan himoya qilish;

8) Agent jarayoni, agent fayllari va registrdagi
agent ma'lumotlarini  foydalanuvchi tomonidan
o'zgartirishdan himoya qilish;

9) jarayon va xizmatni, shuningdek,
foydalanuvchi kompyuteridagi agent fayllari va

papkalarni yashirish;

10) Windows xavfsizlik devori qoidalari uchun
maxsus nomlarni belgilash

11) foydalanuvchi  harakatlari  bloklanganda
sozlanishi mumkin bo'lgan bildirishnomalar;

12) ma'lumotlarni  saqlash va qayta ishlash
moduliga uzatiladigan elementlarning maksimal
hajmi, navbatdagi elementlarning maksimal soni,
navbatni diskda ham, operativ xotirada ham saqlash
imkoniyati bilan maksimal umumiy navbat hajmi
bo'yicha ma'lumotlarni yuborish uchun navbatni
o'rnatish;

13) bir nechta tafsilot rejimlarini sozlash
imkoniyati bilan agent hodisalarini qayd qilish:
standart, ilg'or va ro'yxatga olishni butunlay o'chirish
imkoniyati;

14) agentlardan olingan va yuborilgan barcha
ma'lumotlarning umumiy statistikasi;

15) kompyuter nomi, qurilmalari va
kompyuterning operatsion tizimi haqidagi umumiy
ma'lumotlarni  ko'rish imkoniyati bilan agentning
holati va faoliyati to'g'risidagi batafsil statistik

4) co3JaHue JUCTPUOYTHBA areHTORB /s NOC/Iey OLIEH
YCTaHOBKH BPYYHYIO (C coxpaHeHHueM B daiisie TMcTpubyTHBa
paHee BbIMOJHEHHbIX HACTPOCK /JIsi areHTa);

5) aBTOMaTH4YeCKOe OOHOBJIEHHE areHTOB, C
BO3MOJKHOCTbIO UCKJIIOUEHHS OTAC/IbHBIX Pa00OYMX CTAHIIMII
13 OOHOBJIEHUS;

6) OTCJIeKMBAHUE COCTOSIHUS ar€HTOB M, B Cilydae
OTCYTCTBHS, COOs WIIM NPUHYAUTEILHOTO OTKJIKOYEHHS
areHTOB I10J1b30BaTe/IeM KaKOW-JIMOO KOHEYHOM CTaHLIMH,
aBTOMaTHYeCKasl MOBTOPHAs YCTAHOBKA areHTOB Ha
COOTBETCTBYIOLLIEH CTAaHLIMH.

7) 3alMTa areHTOB OT YAAJICHHUS;

8) 3allMTa Nnpoliecca areHTa, (haiijaoB areHTa U AaHHbIX
areHTa B peecTpe OT U3MEHEHHUsI M0JIb30BaTeIeM;

9) CKPbITHE MPOLIECCA U CEPBHUCA, a TaKkxke (akIoB 1

NanoK areHTa Ha KOMIbIOTepe MoJb30BaTels;

10) 3aJ1aH1e MOJIb30BATEIbCKUX Ha3BaHUM CO3/1aBaeMbIX
npaeua 6panamayspa Windows

11) HacTpauMBaeMble yBEIOMIICHUS MPHU OJIIOKMPOBKE
JIEMCTBUM MONB30BATEN,

12) HAcTpoKKa oyepeau OTIPABKU JAHHBIX B MOJYJIb
XpaHeHusi 1 00pabOTKM JaHHBIX 110 MAKCUMAJILHOMY pa3mepy
NIepe1aBaeMbIX JIEMEHTOB, MAaKCUMAJIbHOMY YHCITY
3JIEMEHTOB B OYEPEIM, MAKCUMAJILHOMY 00LIeMy pa3mepy
oYepeIv C BO3MOKHOCTBIO XPAHEHHUS OUepe/Id KaK Ha JINCKe,
TaK U B ONEPaTUBHOM MaMsITH;

13) JIOTMPOBaHUE COOBITUI areHTa ¢ BO3MOXKHOCTBIO
HACTPOMKHM HECKOJIbKUX PEKUMOB [€TaTU3aLIHH:
CTaHJAapTHBIN, PACLIMPEHHBIH, H BO3MOXKHOCTBIO MOJHOTO
OTKJIIOYEHHUS JIOTUPOBAHHUS;

14) o0L1as CTaTUCTHKA BCEX MPUHATBIX W OTIPABIEHHDIX
JIAHHBIX OT areHTOB;

15) JETaJIM3UPOBaHHAs CTATUCTHUKA MO COCTOSTHUIO M
AKTMBHOCTH areHTa ¢ BO3MOXKHOCTSIMH IMPOCMOTpa o0L1e#H
uHdOopMaLMK 00 UMEHH KOMIBIOTEpPA, YCTPOMCTBAX U
ONepalMOHHON CUCTEME KOMITBIOTEPA, AeTaIbHOM

S) automatic updating of agents, with the
possibility of excluding individual workstations
from the update;

6) tracking the status of agents and, in case of
absence, failure or forced disconnection of agents
by the user of any end station, automatic re-
installation of agents at the corresponding station.
7) protection of agents from deletion;

8) protecting the agent process, agent files,
and agent data in the registry from user
modification;

9) hiding the process and service, as well as
agent files and folders on the user's computer;

10) setting custom names for creating Windows
firewall rules

11) custom notifications when user actions are
blocked;

12) configuring the queue for sending data to
the data storage and processing module by the
maximum size of transmitted elements, the
maximum number of elements in the queue, the
maximum total queue size with the ability to store
the queue both on disk and in RAM;

13) logging of agent events with the ability to
configure several detail modes: standard, advanced,
and the ability to completely disable logging;

14) general statistics of all received and sent
data from agents;

15) detailed statistics on the state and activity of
the agent with the ability to view general
information about the computer name, devices and
operating system of the computer, detailed
information about the data of in )

16) maintaining work i
is no connection between t
with external networks, the
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ma'lumotlar, ushlangan kompyuter foydalanuvchilari
ma'lumotlari haqida batafsil ma'lumot, kompyuter
bilan harakatlar jurnali va boshqalar. ;

16) oflayn rejimda ishlashni ta'minlash, tizim
komponentlari yoki tashqi tarmoglar o'rtasida aloga
bo'lmagan taqdirda, ushlangan ma'lumotlar mahalliy

xotira hajmini va unda ma'lumotlarni saglash
muddatini  cheklash imkoniyati bilan mahalliy
xotirada saqlanishi kerak:

17) mahalliy saqglashning maksimal hajmini

MBda ham, bo'sh disk maydonining foizi sifatida ham
cheklash imkoniyati

18) interfeysda agentlarni agent serverlariga ulash
oralig'ini sozlash imkoniyati: vaqt oralig'ini belgilash,
shuningdek  qabul  qilingan  ma'lumotlarning
belgilangan miqdoriga erishilganda ulanish

19)  jadvalni o'rnatish va agentlar tomonidan
maksimal ma'lumotlarni uzatish tezligini cheklash
orqali tarmoq resurslariga yukni optimallashtirish.
Agentlardan serverga ma'lumotlarni uzatish usuli
quyidagi talablarga javob berishi kerak:

1) Tarmoq yukini optimallashtirish uchun
agentlardan markaziy serverga ma'lumotlarni uzatish
oraliq agent serverlari orqali amalga oshirilishi

kerak.

2) tarmoq yukini muvozanatlash uchun bir
nechta agent serverlarini o'rnatish imkoniyati

3) agentlar va agent serverlar o'rtasida xavfsiz
tarmoq aloga protokolidan foydalanish imkoniyati
4) agentlar va agent serverlar o'rtasidagi trafikni

himoya qilish usulini tanlash qobiliyati (trafikni
shifrlash yoki ragamli imzo)

5) agentlar va agent serverlar o'rtasidagi tarmoq
aloqa protokoli trafikni sigishni qo'llab-quvvatlashi
kerak

MH(DOpPMalMel O TaHHBIX NepeXBaueHHbIX 110J1b30BaTeIei
KOMIbIOTEPa, JIora JEUCTBUI ¢ KOMIBIOTEPOM M JIp.;

16) noajepaH1e paboTbl B aBTOHOMHOM peskuMe, B
Cllydae OTCYTCTBHSI COEIMHEHUS MEXIy KOMIIOHEHTAMH
CHUCTEMbI MJIU C BHCIIHUMHM CETAMH, MEPEXBAYCHHbIE JAHHbIE
JAOJIKHbI XPAHATCA B JIOKAJILHOM XPaHHUJIHLIE C
BO3MOMKHOCTSMH OrpaHHUYEHHS pa3mMepa JIOKaJIbHOro
XPpaHWJIMILA U CPOKA XPAHEHUS! TAaHHBIX B HEM;

17) BO3MOZKHOCTb OrpaHUYEHUS NPEEbHOrO pasmepa
JIOKaJIbHOTO XpaHUKLIa Kak B MO, Tak U B poLieHTax ot
CBODO/IHOIO MeCTa Ha JIMCKe

18) BO3MOXKHOCTh HACTPOMKH B MHTepdeiice HHTepBaa
NOJIKJIIOYEHUS ar€HTOB K CepBepam areHTOB: 3aJJaHHe
BPEMEHHOIO HHTEPBaJIa, a TAKXKe MOAKIIOUYEHHUE 110
AOCTHHKEHHIO 3aITAHHOTO 0OBbEMa MOJIyYEHHbIX AAHHBIX

19) ONTHUMH3ALIUs HATPY3KH HA CETEBbIC PECYPChI MyTeM
HaCTPOMKM PaCcrUCaHUsl U OrPaHHYEHHU MAKCUMAJTbHOI
CKOpOCTH Nepe/layu JaHHbIX ar€HTaAMM.

Crnioco6 nepesayy 1aHHBIX ¢ areHTOB Ha CepBEp TOJKEH
COOTBETCTBOBATH CJIEAYIOLIUM TPEOOBAHUSAM:

1) ANst ONTHMM3ALMU HArpy3KH Ha CeTh nepeaaya
JAHHBIX OT areHTOB Ha LIEHTPAJBHbIN CepBep J0KHA
MPOMCXO/IT Yepe3 MPOMEKYTOUHbIC CEPBEPhHI Ar€HTOB.

2) BO3MOKHOCTb YCTAHOBKH HECKOJIBKHX CEPBEPOB
areHToB /i1 0aNlaHCHPOBKH HArpy3kM Ha CeThb
3) BO3MOKHOCTb MUCMOJIb30BAHHS 3aLLMULIEHHOIO

MPOTOKOJIA CETEBOr0 B3aUMOICHCTBUS MEXK/ly areHTaMH W
CepBepaMH areHToB

4) BO3MOXHOCTB BbIOOpa crocoba 3auThl Tpaduka
MEXK]ly areHTaMM U CepBepamMu areHToB (udposanue
Tpaduka 1160 LHppoBas NOAMKUCH)

5) MPOTOKOJI CETEBOrO B3aUMOJECHCTBHS MEKLY
areHTaMH M CepBEpPaMH areHTOB JI0JKeH MOIEPKUBATD
cxaTve Tpaduka

1.2. TpeGoBanHs K KOHTPOJIHPYEMbIM AreHTAMH KAHAIAM
nepeJavyu JaHHbIX:

be stored in local storage with the ability to limit
the size of local storage and the storage period of
data in it;

17) the ability to limit the maximum size of
local storage both in MB and as a percentage of free
disk space

18) the ability to configure the interval for
connecting agents to agent servers in the interface:
setting a time interval, as well as connecting when
the specified amount of received data is reached
19) optimize the load on network resources by
configuring the schedule and limiting the maximum
data transfer rate by agents.

The method of transferring data from agents to the
server must meet the following requirements:

1) to optimize the network load, data transfer
from agents to the central server must occur
through intermediate agent servers.

2) ability to install multiple agent servers for
network load balancing
3) ability to use a secure network

communication protocol between agents and agent
servers

4) ability to choose how to protect traffic
between agents and agent servers (traffic encryption
or digital signature)

5) the network communication protocol
between agents and agent servers must support
traffic compression

1.2. Requirements for agent-controlled data
transmission channels:

The agent module must intercept traﬁ' ¢, including
encrypted traffic, and data trans
encrypted protocols, as well a
on the monitored workstatio
configuring controlled data
should include:
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1.2. Agent tomonidan boshgariladigan ma'lumotlarni
uzatish kanallariga qo'yiladigan talablar:

Agent moduli trafikni, shu jumladan shifrlangan
trafikni va shifrlangan protokollar orqali uzatiladigan
ma'lumotlarni ushlab turishi, shuningdek,
boshqariladigan ish stantsiyasida foydalanuvchi
faoliyatini qayd etishi kerak. Boshqariladigan
ma'lumotlarni uzatish kanallarini o'rnatish
imkoniyatlari quyidagilarni 0'z ichiga olishi kerak:

1) faol ~ guruhlar uchun individual agent
sozlamalari profillari Katalog (shu jumladan
domenlar, konteynerlar va tashkiliy birliklar) va
Active  Directory domen guruhidan tashqarida
Jjoylashgan alohida kompyuterlar uchun katalog ;

2) agent sozlamalari profilini quyidagi shartlar
ostida faollashtirish: serverning bir muncha vaqt
ishlamay qolishi, faol VPN ulanishi, Lua skripti
yordamida belgilangan maxsus holat;

3) trafikni ushlab turish rejimlaridan birini
tanlash: barcha trafik, faqat shifrlangan trafik, faqat
shifrlanmagan trafik;

4) Shifrlangan  trafikni  ushlab  turishda,
foydalanuvchining SSL sertifikatidan ildiz sertifikati
sifatida foydalanish va agent tomonidan ildiz SSL
sertifikatini avtomatik yaratish;

5) alohida mahalliy foydalanuvchilar ham,
Active -dan individual foydalanuvchilar bundan
mustasno Monitoring jarayonidagi katalog ;

6) serverlarni tarmoq trafigini ushlab qolishdan
istisno qilish;

7) alohida jarayonlarni tarmoq trafigini ushlab
golishdan istisno gilish;

8) individual [P manzillar va diapazonlarni

tarmoq trafigini ushlab qolishdan istisno gilish.
1.3. Windows Agent funksional talablari

1.3.1 HTTP/HTTPS trafigini agent nazorati
uchun talablar:

ATEHTCKMI MOJLYJIb I0JI’KEH BBINOJIHATH nepexsar Tpaduka, B
TOM YMC/Ie LIHPPOBAHHOIO, 1 JAHHBIX, MEPEAAHHBIX 110
MCIOJIL3YIOUIMM LIM(POBAHHE NPOTOKONAM, a TAKIKE
(buKCHpOBaTL AKTHBHOCTH NM0OJIB30BATENS HA
KOHTPOJIMpYeMOi paboyei ctaHuuu. BoaMoskHoCTH
HACTPOHKH KOHTPOJIIMPYEMBIX KAHAIOB MePeiayl JaHHbIX
JIOJIKHBI BKJTHOYATh:

1) MHIUBH]yaJIbHbIC NPO(HUIIH HACTPOEK paGoThI
areHTOB KaK /Ul OTAEJIbHbIX YYETHBIX 3aMuceii
MOJIb30BaTE/ICH, KOMIbIOTEPOB U rpymn Active Directory
(BKJIKO4As IOMEHBI, KOHTEHHEPbI M OPraHU3aLHOHHbIC
€IMHHLIbI), TaK W JUIS OTCNTBHBIX KOMIBIOTEPOB,
HaXOJSLIMXCs BHE IOMEHHO# rpynnbl Active Directory;

2) AKTHUBALMA MPO(UIIS HACTPOEK areHTa 1o
CACAYIOLMM YCIOBUSAM: HEIOCTYITHOCTb CepBepa B TEUCHHH
HEKOTOPOro BPEMEHH, aKTMBHOE VPN-MOAKIIOYEHHE,
TOJIL30BATE/ILCKOE YCIIOBHE, 3a/1aBaeMOe NpH nomorH Lua-
CKPHNTA;

3) BbIOOP OJIHOTO M3 pexkMMa nepexpara Tpauka: Bech
TpauK, TOJIbKO IHBPOBAHHBIH TPaHK, TONTLKO
HelMPOBaHHBIN Tpaduk;

4) MCIOJIL30BAHHE MPH NEPEXBATE LIH(PPOBAHHOTO
TpapHKa Kak MoJib30BaTeIbCKOro SSL-ceprudukara B
Ka4eCTBE KOPHEBOTO, Tak M aBTOMATHYECKasH IeHepaLHs
areHToM KopHeBoro SSL-ceprudukara;

5) MCKJIFOYEHHUE KaK OTAEJIbHBIX JIOKATbHbIX
NOJIb30BATE/IEH, TaK U OT/IENIbHBIX M0JIb30BaTe/ el U3 Active
Directory u3 npouecca Mmonutopunra;

6) MCKJIIOYCHHE CEPBEPOB U3 MEPEXBATA CETEBOTO
Tpaduka;

7) MCKITIOUCHHE OT/C/IbHBIX NPOLIECCOB X MepexBaTa
ceTeBoro tpadguka;

8) MCKIIOUCHHE OTAebHBIX [P-anpecos u quanazonos
U3 nepexsata ceTeBoro Tpapuka.

1.3. TpeGoBanusi Kk PyHKIHOHAILHBIM BO3MOKHOCTSM
Windows-arenra

1) individual profiles of agent operation
settings for individual user accounts, computers,
and Active Directory groups (including domains,
containers, and organizational units), as well as for
individual computers located outside the Active
Directory domain group.

2) activation of the agent settings profile based
on the following conditions: server unavailability
for some time, active vpn connection, custom
condition set using a Lua script;

3) select one of the traffic interception modes:
all traffic, encrypted traffic only, and unencrypted
traffic only.

4) use of both a custom SSL certificate as the
root certificate when intercepting encrypted traffic,
and automatic generation of the root SSL certificate
by the agent;

5) excluding both individual local users and
individual Active Directory users from the
monitoring process;

6) excluding servers from intercepting
network traffic;

7) exclusion of individual processes of their
interception of network traffic;

8) excluding individual IP addresses and
ranges from network traffic interception.

1.3. Requirements for the functionality of the
Windows Agent

1.3.1 Requirements for the agent's control of
HTTP / HTTPS traffic:

The system should allow you to control incoming
and outgoing information transmiged”
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Tizim HTTP protokoli va HTTPS ning shifrlangan
analogi orqali uzatiladigan kiruvchi va chiquvchi
ma’lumotlarni boshqarishga ruxsat berishi va
quyidagi funksiyalarga ega bo‘lishi kerak:

1) foydalanuvchi tomonidan yaratilgan bir gator
oldindan belgilangan qoidalar va qoidalarga muvofiq
ba'zi chiquvchi va kiruvchi ma'lumotlarni ushlab
qolishdan istisno qilish uchun HTTP so'rov
parametrlari  asosida  filtrlarni  yaratish  va
moslashuvchan sozlash qobiliyati;

2) foydalanuvchi tomonidan yaratilgan bir qator
oldindan belgilangan qoidalar va qoidalardan

foydalangan  holda MIME  turlari  bo'yicha
ma'lumotlarni ushlab turishni filtrlashni sozlash
imkoniyati;

3) uzatilgan ma'lumotlarni  kuzatish uchun
HTTP  usullarini  tanlashda  GET/POST/PUT
so'rovlarini ushlab turish, bloklash va filtrlash

imkoniyati;
4) bloglar, forumlar, fayl almashish xizmatlari
va boshga veb-xizmatlarga yuborilgan xabarlar va
fayllarni ushlash va tahlil gilish;
5) foydalanuvchilarning

qidiruv  so'rovlarini

ushlash va tahlil qilish;

6) foydalanuvchi  tashrif buyurgan barcha
sahifalar manzillarini saqlash;

7) Facebook , Twitter ,  VKontakte,

Odnoklassniki veb-resurslarida kiruvchi va chiquvchi
veb-muloqot ma'lumotlarini (chat yozishmalar, nashr
statuslari, sharhlar) ushlash ;

8) Gmail , Hotmail , Mail.ru , Rambler , Yahoo
Yandex , Zimbra va boshqalar) orqali uzatiladigan
yoki qabul qilingan kiruvchi va chiquvchi elektron
pochta xabarlari va qo'shimchalarni ushlash ;

9) messenjer  veb-mijozlarida  uzatiladigan
xabarlar va fayllarni ushlash: Skype , Telegram ,
Whatsapp , Discord , Microsoft Teams , Slack ,

1.3.1 Tpeb6oBanusi k kouTpoo areatom HTTP/HTTPS
Tpajduka:

Cucrema 1071KHa NO3BOJIATH KOHTPOJIMPOBATH BXOALLYIO U
MCXO/ISILLYIO MHPOPMALIMIO, NTepeIaBaeMyIO 0 NPOTOKOITY
HTTP w wmdposannomy ananory HTTPS u pacnonarars
CneayomuM (GyHKIHOHAIOM:

1) BO3MOXCHOCTb CO3/1aHHs U TMOKOHM HAaCTPOUKH
¢Gunbrpos no napamerpam HTTP-3anpoca ans UCKIIO4eHHs
M3 MepexBaTa onpeae/ieHHON UCXOASILER U BXOasLIeH
MHDOPMALIMK 110 Psi/Ly MPeIyCTaHOBIECHHBIX NPABUI U
NPaBuIl, CO3/1aHHbIX MOJIb30BATEJE;

2) BO3MOXKHOCTb HaCTPOMKH (UIIBTPALIUK NepexBaTa
AanHbIX 10 MIME-THnam no psiay npemycraHoBieHHbIX
NpaBUJI U MPaBUJI, CO3JAHHBIX MOJIb30BATENIE;

3) BO3MOXKHOCTb €pexBarta, OJJOKUPOBAHHUS H
¢unbrpauuu GET/POST/PUT 3anpocos npu BeiGope HTTP-
METOI0B KOHTPOJIsl NEPEJaHHbIX J1aHHbIX;

4) nepexBaT W aHaJlu3 cooOLeHHH U (aiios,
OTNpaBISeMbIX B O10rH, hopyMbl, PaitiooOMeHHbIE CEpBUCHI
Y UHbIE BeO-CITYKObI;

5) MepexBar U aHaJIu3 MOUCKOBBIX 3aMPOCOB
N0Jb30BaTENs;

6) COXpAaHEHHE aPecOB BCEX CTPAHMIIL, MOCELEHHbIX
M0J1b30BAaTENIEM;

7) NepexBaT BXOAAIMX U UCXOASLIMX JJAHHBIX BEO-
KOMMYHHMKALMK (Nepenucku B yatax, nyOJIMKalus CTaTycoB,
KOMMeHTapum) Ha BeO-pecypcax: Facebook, Twitter,
BKonTakre, O1HOKIACCHUKH;

8) nepexsar BXOAAIIMX W HCXOJSLIUX 1eKTPOHHBIX
TMUCEM H BJIOXKEHHH, Nepe1aHHbIX JIMOO MOJTyYeHHbIX Yepes
nouroBblie BeO-ceppucel (Gmail, Hotmail, Mail.ru, Rambler,
Yahoo, Yandex, Zimbra u 1.1.);

9) nepexsat cooduieHui U GailsioB, nepeJaHHbIX B BeO-
KJIMeHTax MecceHukepoB: Skype, Telegram, Whatsapp,
Discord, Microsoft Teams, Slack, a Taxsxe nepexsar
COOOUIEHHH, NePeIaHHbIX B BeO-KJIMEHTAX MECCEHKEPOB:
ICQ, Google Hangouts;

from interception based on a number of preset rules
and rules created by the user;
2) the ability to configure filtering of data
interception by MIME types according to a number
of preset rules and rules created by the user;
3) the ability to intercept, block, and filter
GET/POST/PUT requests when selecting HTTP
methods for controlling transmitted data;
4) interception and analysis of messages and
files sent to blogs, forums, file-sharing services and
other web services;
S) interception and analysis of user search
queries;
6) saving the addresses of all pages visited by
the user;
7) interception of incoming and outgoing data
of web communications (chat conversations,
posting statuses, comments) on web resources:
Facebook, Twitter, VKontakte, Odnoklassniki:
8) interception of incoming and outgoing
emails and attachments sent or received via web-
based mail services (Gmail, Hotmail, etc.) Mail.ru
Rambler, Yahoo, Yandex, Zimbra, etc.)
9) interception of messages and files
transmitted in the web clients of instant messengers:
Skype, Telegram, Whatsapp, Discord, Microsoft
Teams, Slack, as well as interception of messages
transmitted in the web clients of instant messengers:
ICQ, Google Hangouts;
10) automatic detection of messages and files
containing certain information (baseg
specified security policies) with s
notification to the person respo %B/ for
information security in case of i ction qbwuctf \
information; 3 ™ JOLOSALAR ‘ 3
) ‘E"“‘Ku):;‘:w“ ‘
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shuningdek, tezkor ~messenjer veb-mijozlarida
uzatiladigan xabarlarni ushlash: 1CQ Google
Hangouts ;

10) ma'lum  ma'lumotlarni o'z ichiga olgan

xabarlar va fayllarni avtomatik aniqlash (belgilangan
xavfsizlik siyosati asosida), agar bunday ma'lumotlar
aniglangan bo'lsa, axborot xavfsizligi uchun mas'ul
shaxsga xabarnoma yuborish;

11) HTTP(S) protokoli orqali uzatiladigan
xabarlar va fayllarning matni va atributlari bo'yicha
qidirish imkoniyati;

12) veb-resurslarga, chiquvchi xabarlar va
fayllarga tashrif buyurishni mazmuni, atributlar
to'plami, shuningdek yuborilgan fayllarning xesh
miqdori bo'yicha bloklash imkoniyati;

13) HTTP(S) trafigini blokirovka gqilish hagida
maxsus xabarni sozlash imkoniyati.

1.3.2 Tezkor messenjerlarda yozishmalarni
kuzatishga qo'yiladigan talablar:

Tizim foydalanuvchi yozishmalarini, yuborilgan
fayllar va suhbatlarni ko'p havolali almashinuv
dasturlarida boshqarishga imkon berishi va quyidagi
funksiyalarga ega bo'lishi kerak:

1) Viber , Telegram (shu jumladan veb-
versiyasi), WhatsApp (shu jumladan veb-versiyasi),
Skype (shu jumladan veb-versiyasi), Microsoft-da
matnli xabarlarni ushlash Lync , Microsoft Jamoalar
(shu jumladan veb-versiyasi), Discord (shu jumladan
veb-versiyasi), Hangouts , Slack (shu jumladan veb-
versiyasi), WeChat , Signal , Express , Vk Jamoalar .
Agent Mail.ru, ICQ10, ICQ, RocketChat , shuningdek
SIP, OSCAR, XMPP (shu jumladan HTTP orgqali
XMPP), YMSG protokollaridan foydalangan holda
messenjerlarda.

2) Viber , Telegram , WhatsApp (shu jumladan
veb-versiyasi), Skype (shu jumladan veb-versiyasi),
Microsoft messenjerlarida uzatiladigan fayllarni

10) aBTOMaTHYeCKkoe OOHapyKeHHe COOOLIEHUH U
daiinos, conepaimmnx onpeaeneHHyro MHGopmaLuio (Ha
OCHOBAHMH 3a/IaHHBIX MOJMTHK O€30MaCHOCTH) C OTIPABKOI
YBEJIOMJICHHS! JIMLLY, OTBETCTBEHHOMY 33 MH()OPMALIHOHHYIO
Ge3onacHoCTh, B cityyae 0OHApYKeHHs TaKOH HHpOpMALINK;
11) BO3MOJKHOCTb MOMCKA M0 TEKCTY U aTpuOyTam
cooOuiennit v aiinos, nepeaannpix no nporokony HTTP(S);
12) BO3MOKHOCTb OJIOKMPOBaHMS NOCEILEHHI BeO-
pecypcoB, HCXOSLINX COOOLIEHHH U (DaiiIOB, MO KOHTEHTY,
no Habopy aTpubyTOB, a TakKe MO Xell-CyMMe
oTnpasisieMbIX Gaiios;

13) BO3MOKHOCTb HACTPOWKH MOJIb30BATEILCKOrO
coobuenus npo 6nokuposkn HTTP(S) tpaduxa.

1.3.2 TpeboBaHHs K KOHTPOJIIO NEPENHCKH B
MecCeH/Kepax:

CucTema 10/5KHa MO3BOJIATH KOHTPOJIMPOBATH MEPENUCKY
NoJb30BaTelICH, OTNpaBsemMble (aiabl H pasroBopbI B
MporpaMmax MHOrO3BEHHOro oOMeHa M pacrnosiaraTh
CneayouuM QyHKIMOHAIOM:

1) [lepexBaT TekcTOBBIX COOOLUEHMIT B MeCCEH Kepax
Viber, Telegram (Bkmouas BeG-Bepcuio), WhatsApp
(Bkntouas BeO-Bepenio), Skype (Bkiouas BeG-BepcHIo),
Microsoft Lync, Microsoft Teams (Bkitouas Be6-Bepcuio),
Discord (Bkmouas Be6-Bepeuto), Hangouts, Slack (Bkmrouas
BeO-Bepcuio), WeChat, Signal, Express, Vk Teams. Aredr
Mail.ru, ICQ10, ICQ, RocketChat, a Taioke B MECCeH]DKepax,
ucnob3yrowux nporokonsl SIP, OSCAR, XMPP (Bkirouas
XMPP no HTTP), YMSG.

2) [lepexsar (haiinoB, nepeaBaeMbIX B MECCEHIKEPAX
Viber, Telegram, WhatsApp (Britouas BeG-Bepcuio), Skype
(Bkmouas Be6-Bepeuio), Microsoft Lyne, RocketChat,
Microsoft Teams (Bkitouast Be6-epcuio), Discord (Bkmroyast
BeG-BepeHio), Slack (Bruiouas BeG-Bepeuio), Signal, Express,
Vk Teams.

3) ITepexBat rosocoBbIX pa3roBOpOB, OCYLIECTBASEMBIX
yepe3 Skype (B Tom umcie 3BoHKH Skype-to-Skype, Skype-to-
phone), a Taioke yepes Microsoft Lync, Viber, Zoom,

1) ability to search by text and attributes of
messages and files transmitted over the HTTP(S)
protocol;

12) the ability to block visits to web resources,
outgoing messages and files, by content, by a set of
attributes, as well as by the hash sum of sent files;
13) the ability to configure a custom message
about blocking HTTP (S) traffic.

1.3.2 Requirements for monitoring
correspondence in instant messengers:

The system should allow you to control user
correspondence, files sent, and conversations in
multi-link exchange programs and have the
following functionality:

1) Interception of text messages in the
messengers Viber, Telegram (including the web
version), WhatsApp (including the web version),
Skype (including the web version), Microsoft Lync,
Microsoft Teams (including the web version),
Discord (including the web version), Hangouts,
Slack (including the web version).version),
WecChat, Signal, Express, Vk Teams. Agent Mail.ru
ICQ10, ICQ, RocketChat, as well as in instant
messengers that use the SIP, OSCAR, XMPP
(including XMPP over HTTP), and YMSG
protocols.

2) Interception of files transmitted in the
messengers Viber, Telegram, WhatsApp (including
the web version), Skype (including the web
version), Microsoft Lync, RocketChat, Microsoft
Teams (including the web version),_Di
(including the web version), ShCk
web version), Signal, Expr 1,;:
3) Interception of voj
out via Skype (including $§ 5'
to-phone calls), as well as
Viber, Zoom, Telegram,
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ushlash Lync , RocketChat , Microsoft Jamoalar (shu
jumladan veb-versiyasi), Discord (shu jumladan veb-
versiyasi), Slack (shu jumladan veb-versiyasi), Signal
, Express , Vk Jamoalar .

3) Skype orqali (shu jumladan Skype-dan
Skype-ga , Skype-dan telefonga qo'ng'iroglar ),
shuningdek Microsoft orqali amalga oshiriladigan
ovozli suhbatlarni ushlab turish. Lync , Viber , Zoom
, Telegram , WhatsApp , Signal , Express , Vk
Jamoalar va suhbatlarni MP3 fayllarga saqglash bilan
SIP protokoli orqali;

4) ovozli suhbatlarni (muloqotlarni) tanib olish
va matn formatiga tarjima qilish qobiliyati Microsoft
Lync, Skype , Viber , Zoom , Telegram , WhatsApp ,
Signal , Express , Vk Jamoalar va SIP;

5) Microsoft suhbatlarini o'ynash imkoniyati
Lync , Skype , Viber , Zoom , Telegram , WhatsApp ,
Signal , Express , Vk Jamoalar va SIP;

6) individual foydalanuvchi hisoblari tomonidan
ushlashni cheklash imkoniyati;
7) ma'lum ma'lumotlarni o'z ichiga olgan

xabarlar va fayllarni avtomatik aniqlash (belgilangan
xavfsizlik siyosati asosida), agar bunday ma'lumotlar
aniglangan bo'lsa, axborot xavfsizligi uchun mas'ul
shaxsga xabarnoma yuborish;

8) lahzali messenjerlar orqali  yuborilgan
xabarlar va fayllarning matni va atributlari bo'yicha,
shu jumladan shablonlardan foydalangan holda
qidirish imkoniyati .

9) messenjer  veb-mijozlarida  uzatiladigan
xabarlar va fayllarni ushlash: Skype , Telegram |,

Whatsapp , Discord , Microsoft Teams , Slack ,
shuningdek, tezkor messenjer veb-mijozlarida
uzatiladigan xabarlarni ushlash: ICQ , Google

Hangouts ;
10) Facebook , LinkedIn dagi yozishmalar va
xabarlarni nazorat qilish .

Telegram, WhatsApp, Signal, Express, Vk Teams u no
npotokoiy SIP ¢ coxpaHeHueM pa3roBopoB B ¢aiibl
¢dhopmara MP3;

4) BO3MOKHOCTb pacrio3HaBaHHs U IepeBoja B
TEKCTOBbIM (HOPMAT roJIOCOBBIX Pa3roBOPOB (KOMMYHMKALIMIA)
Microsoft Lync, Skype, Viber, Zoom, Telegram, WhatsApp,
Signal, Express, Vk Teams u SIP;

5) BO3MOXHOCTb BOCIPOM3BEICHHs COXPAHEHHbIX
pasroBopoB Microsoft Lync, Skype, Viber, Zoom, Telegram,
WhatsApp, Signal, Express, Vk Teams u SIP;

6) BO3MOYKHOCTb OIpaHHMY€HUs NepexBara no
OT/ICbHBIM YUETHBIM 3aMUCSAM MOJIb30BATENEH;
7) aBTOMaTHUYECKOoe OOHapy)KeHHe COOOUICHUH 1

¢aiinos, coaepaluX ornpeaesieHHy0 HHhopMaLUIo (Ha
OCHOBAHMH 3a/IaHHBIX MOJIMTUK 0€30MACHOCTH) C OTIPABKOM
YBEIOMJICHHS JIULLY, OTBETCTBEHHOMY 332 HHPOPMALIMOHHYIO
6€e30MacHOCTh, B cliyyae oOHapy>KeHUs TaKOH MH(DOpMaLKK;
8) BO3MOXKHOCTb OCYLLECTBJICHHsI TOMCKA M0 TEKCTY H
aTpubyTam cooOuleHui 1 (aiiios, nepenaHHbIX Yepes
MECCEHIPKepbl, B TOM YUCJIe C MPUMEHEHHEM L1abJIOHOB.

9) nepexBaT cooOLIeHH U daiyioB, nepeaaHHbIX B BeO-
KiMeHTax mecceHmkepoB: Skype, Telegram, Whatsapp,
Discord, Microsoft Teams, Slack, a Taioke nepexpar
COODIIEHHH, epeaHHbIX B BeO-KJIMEHTaX MECCEHIPKEPOB:
ICQ, Google Hangouts;

10) KOHTpOJIb Nepentcok U noctos B Facebook,
LinkedIn.

11) KOHTPOJIb TIEpenucok B Instagram.

12) KOHTPOJIb NEPENUCOK, IJICKTPOHHOM NOUThl U (haiiyioB

B CMS Bitrix24.

13) 6JIOKMpOBKa OTIpPaBKH (aiIOB B MECCEHIKEPDI, KaK
no Habopy aTpuOyTOB TaK U MO COASPHKUMOMY

14) MepexBaT roj0CoBbIX cooOLIeHHH U daiinoB B web- 1
dekstop-Bepcusx meccenmkepa WhatsApp.

1.3.3 TpeGoBaHHs K KOHTPOJIIO NEYATH:

Express, Vk Teams and SIP protocol with saving
conversations to MP3 files;

4) the ability to recognize and translate
Microsoft Lync, Skype, Viber, Zoom, Telegram,
WhatsApp, Signal, Express, Vk Teams, and SIP
voice conversations (communications) into text
format.

5) ability to play saved conversations of
Microsoft Lync, Skype, Viber, Zoom, Telegram,
WhatsApp, Signal, Express, Vk Teams and SIP;

6) the ability to limit interception by
individual user accounts;

7) automatic detection of messages and files
containing certain information (based on the
specified security policies) with sending a
notification to the person responsible for
information security in case of detection of such
information;

8) ability to search by text and attributes of
messages and files sent via instant messengers,
including using templates.

9) interception of messages and files
transmitted in the web clients of instant messengers:
Skype, Telegram, Whatsapp, Discord, Microsoft
Teams, Slack, as well as interception of messages
transmitted in the web clients of instant messengers:
ICQ, Google Hangouts;

10) control of correspondence and posts on
Facebook, LinkedIn.

11) control your Instagram conversations.

12) control of correspondence, email, and files
in the Bitrix24 CMS.

13) blocking sending files
messengers, both by set of affr
14)
web and dekstop version
1.3.3 Print control requ
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11) Instagramda yozishmalarni nazorat gilish .
12) CMS  Bitrix24 da yozishmalar, elektron
pochta va fayllarni nazorat qilish.

13) atributlar  to'plami va mazmuni bo'yicha

tezkor xabarchilarga fayllarni yuborishni bloklash

14) WhatsApp messenjerining veb va ish stoli
versiyalarida ovozli xabarlar va fayllarni ushlash .
1.3.3 Chop etishni boshqarishga qo'yiladigan
talablar:

Tizim tarmoq, mahalliy va virtual printerlarga
yuborilgan hujjatlarni chop etishni nazorat gilishi va
quyidagi funksiyalarga ega bo‘lishi kerak:

1) foydalanuvchining ish stantsiyalarida
o'rnatilgan agentlar tomonidan chop etish uchun
yuborilgan hujjatlarni ushlash;

2) tarmoqqa, virtual va mahalliy printerlarga
(shu jumladan COM va LPT portlariga ulangan)

yuborilgan hujjatlarni tutib olish imkoniyati;

3) XPS  formatida chop etishni to'xtatish
qobiliyati;

4) individual printerlar uchun to'xtatib turishdan
istisnolarni sozlash imkoniyati;

5) sahifalar soni va hujjat hajmi bo'yicha chop
etishni ushlab turishni cheklash imkoniyati;

6) printerlarda chop etishni ushlab turish moduli
uchun jarayonlarni istisno gilish imkoniyati.

7) chop etish uchun yuborilgan hujjatlar matnini
ajratib olish va tahlil qilish;

8) ma'lum  ma'lumotlarni o'z ichiga olgan

fayllarni avtomatik ravishda aniglash (belgilangan
xavfsizlik siyosati asosida), agar bunday ma'lumotlar
aniglangan bo'lsa, axborot xavfsizligi uchun mas'ul
shaxsga xabarnoma yuborish;

9) hujjat nomi bo'yicha chop etishni bloklash
imkoniyati. hujjatning matn tarkibi va printer nomi:
10) chop etish uchun yuborilgan fayllarning matni
va _ atributlari, shu  jumladan shablonlardan

CucTema 10/1KkHa KOHTPOIMPOBAThL NeYaTh JOKYMEHTOB,
OTNPABJIAEMbIX Ha CETEBbIE, JIOKAJIbHBIC U BUPTYaJIbHbIC
MPHUHTEPbI, U pacroiaraTh CeAYIOIHM QYHKIIHOHATIOM:
1) NepexBaT OTNPABIAEMbIX Ha NN€YaTh JOKYMEHTOB
areHTaMHM, YCTAHOBJIEHHBIMHM Ha pabOYMX CTAHLIUAX
MOJIb30BATENEH;

2) BO3MOXKHOCTD I1€PEXBATA JIOKYMEHTOB,
OTINPABJISAEMbIX Ha CETEBbIE, BUPTYaAJIbHBIE U JIOKATIbHbIC
MPHHTEPBI (B TOM Yucie noakoYeHHbie K COM-, LPT-

nopram);

3) BO3MOXKHOCTB nepexsara neyatu B XPS-dopmar;
4) BO3MOJKHOCTb HACTPOMKH MCKJIOYEHMH W3 nepexsara
MO OTJENIbHbIM MPUHTEPAM;

5) BO3MOXKHOCTb OIPaHHYEHHs MepexBaTa re4yaTH o
KOJIMYECTBY CTPAHMIL M 110 PasMepy JOKYMEHTA;

6) BO3MOYKHOCTb HCKJIFOYEHHMS MPOLIECCOB /IS MO/LYJIsl
nepexpara rneyaTv Ha NpUHTEpax.

7) M3BJICYCHHE M aHAJIM3 TEKCTa OTIPABJIEHHBIX Ha
neyaTh J0KYMEHTOB;

8) aBTOMaTHYeCKOe OOHapyKeHHe (haiiios,

CoZIeprKalLMX ONMpPEaesIEHHY0 HHPOpMaLMIO (Ha OCHOBAHHH
3a/IJaHHbIX NOJHMTHK 0€30MaCHOCTH) C OTNPaBKoOii
YBEJIOMJICHHS JTHLLY, OTBETCTBEHHOMY 33 HH(POPMALMOHHYIO
OesonacHocTh, B CiTyyae 0GHapyskeHHs Takoi HHpOPMALIHMH;
9) BO3MOKHOCTb OJIOKMPOBKH NE€YATH MO HA3BAHUIO
NOKYMEHTA. TEKCTOBOMY COEPKUMOMY JIOKYMEHTA M T10
Ha3BaHMIO NPUHTEPA;

10) BO3MOKHOCTb ITOMCKA IO TEKCTY U aTpubyTam
OTMPaBJICHHbIX Ha NeyaTh (aijioB, B TOM YMCe C
NPUMEHEHHEM 1Ia0JIOHOB;

11) coxpanenue B PDF- u XPS-dopmare.

12) BO3MOYKHOCTb OJIOKHPOBKH JJOKYMEHTOB,
OTINpaBJIIEMbIX Ha MeYaTh Kak 1o Habopy arpubyToB, Tak H
N0 COACP)KUMOMY JTOKYMEHTA, OTIPABJISEMOro Ha revarb.
1.3.4 TpeGoBanusi K KOHTPOJIIO BHEIIHHX YCTPOHCTB H
HAKONHTeJIei:

The system must control the printing of documents
sent to network, local, and virtual printers and have
the following functionality:

1) interception of documents sent for printing
by agents installed on user workstations;
2) the ability to intercept documents sent to

network, virtual and local printers (including those
connected to COM and LPT ports);

3) the ability to intercept printing in XPS
format;

4) the ability to configure exceptions from
interception for individual printers;

5) the ability to limit print interception by the
number of pages and document size;

6) the ability to exclude processes for the print
interception module on printers.

7) extract and analyze the text of documents
sent for printing;

8) automatic detection of files containing

certain information (based on the specified security
policies) with sending a notification to the person
responsible for information security in case of
detection of such information;

9) ability to block printing by document name.
the text content of the document and the name of
the printer.

10) the ability to search by text and attributes of
files sent for printing, including using templates;

11) Save in PDF and XPS format.

12) the ability to block documents sent for
printing both by a set of attributes and by the
content of the document being
1.3.4 Requirements for m
devices and storage devi
The system should allow
drives and devices by us
functionality:
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foydalangan holda gidirish imkoniyati;

11) PDF va XPS formatida saqlash.

12) bosib chiqarish uchun yuborilgan hujjatlarni
atributlar  to'plami  bo'yicha ham, chop etishga
yuborilgan  hujjatning mazmuni  bo'yicha ham
bloklash imkoniyati.

1.3.4 Tashqi qurilmalar va saqlash qurilmalarini
kuzatishga qo'yiladigan talablar:

Tizim foydalanuvchilar tomonidan drayverlar va
qurilmalardan foydalanishni nazorat gilish imkonini
berishi va quyidagi funksiyalarga ega bo'lishi kerak:
1) tashqi qurilma ulanishi auditi

2) tashqi disklarga yuborilgan fayllarni soyali
nusxalash (olinadigan qattiq disklar, flesh -disklar,
xotira kartalari, olinadigan disklar, CD/DVD va floppi
drayvlar va boshgalar);

3) flesh -disklar, xotira kartalari, olinadigan
drayvlar, CD/DVD va floppi disklar va boshqalar)
nusxalash hodisalarini tekshirish , fayl nomi,
foydalanuvchi, sana, vaqt va qurilma ma'lumotlarini
yozish;

4) fayl hajmi va kengaytmasi asosida soya
nusxalash va auditdan istisnolarni sozlash imkoniyati;
S) katta fayllar uchun soya nusxasini gisman
saqlashni sozlash imkoniyati (masalan, faqat birinchi
100 MBni saqlang);

6) ma'lumotlarni  serverga jo'natishdan oldin
tashqi  disklarda  saglangan fayllarning soya
nusxalarini  mahalliy ravishda boshqariladigan

kompyuterlarda saqlash;

7) boshqariladigan ~ kompyuterlarda  soyali
nusxalar uchun saqlash hajmini sozlash imkoniyati;
8) uzatiladigan ma'lumotlarning mazmuni va
boshqa atributlar asosida olinadigan tashuvchiga
fayllarni yozishni bloklash imkoniyati.

9) ba'zi tashqi xotira qurilmalari (qurilma turlari,
identifikatorlar, ishlab chigaruvchilar, nomlar, seriya

Cucrema 1015kHa TI03BOISTH KOHTPOJIHPOBATH
HCIIOIb30BAHHE HAKOMUTENIEH H YCTPOICTB MOJIb30BaTEISIMH,
M pacrioiarath CjaeyroLnM GpyHKLHOHAIOM:

1) AYJMT NMOJIKITIOYCHHS BHELIHHX YCTPONUCTB

2) TCHEBOE KOMUpOBaHHe (hailyioB, OTIpaBIseMbIX Ha
BHCIIHME HAKOMUTEIH (ChEMHBIE JKECTKHE JAMCKH, (hieti-
HAaKOMMTEJIN, KapThl MAMATH, CbeMHbIE HAKOTIUTEIH,
CD/DVD w daonnu-aucku v 1.1.);

3) ayMT COOBITHI KONUPOBaHus BaitloB Ha BHeLLIHHE
HAKOMUTE/IH (CbEMHBIE XKECTKHE JAMCKH, (iel-HaKonuTem,
KapTbl MamMATH, ChbeMHble HakonuTeau, CD/DVD u dnonnu-
AMCKH H T.11.), pUKCHpyeTCs uMs daiina, noab3oBaTesb, aaTa,
BPEMs M JJaHHbI€ YCTPONCTBA;

4) BO3MOKHOCTb HACTPOMKH UCKIIOYEHHUH U3 TEHEBOIrO
KOMHPOBAHHMs U ay/IUTA 10 Pa3MePY M PaCIMPEHUIO (aiiIoB;
5) BO3MOKHOCTh HACTPOMKH YaCTUYHOTO COXPAHEHUS

TEHEBOM KOMMM JU1st 6onbLinX daiinos (Hanpumep, COXpaHATh
TOJIbKO nepBble 100 MB);

6) COXpaHEHHE TEHEBBIX KOMUHK (aitsioB, 3anMCcaHHbIX Ha
BHCLIHHE HAKOMMUTEJIH, JIOKAJIbHO Ha KOHTPOJIMPYEMBbIX
KOMIIbIOTEPAX Nnepe OTHPaBKOH NaHHBIX HA cepBep;

7) BO3MOKHOCTb HACTPOMKHM pazMepa XpaHW/IMIIA JUTs
TEHEBBIX KOMUH HAa KOHTPOJIMPYEMBIX KOMIBIOTEPAX;
8) BO3MOKHOCTb OJIOKMPOBaHHsl 3anMcH ¢aiinos Ha

CHEMHbBIC HOCHTEIH 110 COACPIKUMOMY NepeIaBacMoil
MH(OPMaLMK U APYrUM aTpuGyTaMm.

9) BO3MOKHOCTb HACTPONKH MCKIIFOYEHUH U3 TEHEBOIro
KOMHUPOBAHUS W ay/IMTa JU1sl ONPEIENEHHbIX BHELIHUX
HaKonuTeseH HHpopmaLmu (1Mo THNAM yCTpOICTB,
MICHTU(HUKATOPAM, IPOU3BOAMTENISIM, HA3BAHHAM, CEpHUIHBIM
HOMEpam);

10) KOHTPOJIb 10CTYIA K BHEUIHUM HAKOIMUTEJISIM
MH(OPMALIMK, ¢ BO3MOXKHOCTBIO 3aNpeTa Ha UCTOJb30BaHUE
YCTPOHCTB C ONpe/Ie/IeHHbIMU NapaMeTpamu
(MaeHTH(hUKATOP W UMS IPOU3BOIHUTENS, uaeHTHdUKaTop u
Ha3BaHWE MPOJIYKTa, CEPUHHBIA HOMEp, THN YCTPOICTBA 1

ap.);

1) audit the connection of external devices
2) shadow copying of files sent to external
storage devices (removable hard drives, flash
drives, memory cards, removable drives, CD / DVD
and floppy disks, etc.);

3) audit of events of copying files to external
drives (removable hard drives, flash drives,
memory cards, removable drives, CD / DVD and
floppy disks, etc.), the file name, user, date, time
and device data are recorded:;

4) the ability to configure exceptions from
shadow copying and auditing by file size and
extension;

5) the ability to configure partial shadow copy
saving for large files (for example, save only the
first 100 MB);

6) saving shadow copies of files written to
external drives locally on controlled computers
before sending data to the server;

7 the ability to configure the storage size for
shadow copies on controlled computers;

8) the ability to block writing files to
removable media based on the content of the
transmitted information and other attributes.

9) the ability to configure exceptions from
shadow copying and auditing for certain external
storage devices (by device types, identifiers,
manufacturers, names, serial numbers);

10) control of access to external storage
devices, with the possibility of prohibiting the use
of devices with certain parameter Rt

device type, etc.), 2
11) manage write righ r[ () xtem%[,,smfh
i ' M\%/rwng‘@v
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Shurtag GuM

ragamlari bo'yicha) uchun soyadan nusxa ko'chirish
va tekshirishdan istisnolarni sozlash imkoniyati:

10) ma'lum parametrlarga (ishlab chiqaruvchi
identifikatori va nomi, mahsulot identifikatori va
nomi, seriya raqami, qurilma turi va boshqalar) ega
qurilmalardan foydalanishni taqiglash imkoniyati
bilan tashqi ma'lumotlarni saqlash qurilmalariga
kirishni boshqarish;

11) muayyan qurilmalarga (ishlab chiqaruvchi
identifikatori va nomi, mahsulot identifikatori va
nomi, seriya raqami, qurilma turi) yozishni tagiqlash,
shuningdek, ma'lum kengaytmali fayllarni yozishni
taqiglash qobiliyatiga ega tashqi disklarga yozish
huquqlarini boshqarish ;

12) mahalliy  va  terminal  foydalanuvchi
seanslarida tashqi xotira qurilmalariga ma'lumotlarni
nusxalashni nazorat qilish imkoniyati;

13) alohida jarayonlarni nazorat tartibidan
chiqarib tashlash, soyali nusxa ko'chirish auditi.
14) kirishni boshqarish va qo'llab-

quvvatlanadiganlar ro'yxatidan har qanday turdagi
tashqi qurilmalardan foydalanishni tekshirish (USB
Bus Qurilmalar ( markazlar va mezbon kontrollerlar ),
CD\DVD, Audio , Tarmoq Adapterlar , seriyali va
parallel portlar , SCSI va RAID kontrollerlari , Floppy
drayvlar , kameralar va skanerlar , Windows Portativ
Qurilmalar (WPD), universal kameralar ), ish
stantsiyasiga ulangan, parametrlar to'plami (qurilma
nomi, qurilma identifikatori, ishlab chiqaruvchi
identifikatori, mahsulot identifikatori. ishlab
chigaruvchi, seriya raqami, qurilma turi) filtrlangan;
15) boshqariladigan ish stantsiyalariga ulangan
qurilmalarni istisno filtriga qo'shish;

16) belgilangan parametrlarga ega (belgilangan
xavfsizlik siyosati asosida) tashqi qurilmalardan
foydalanish holatlarini avtomatik aniqlash, agar
bunday ma'lumotlar aniglangan bo'lsa, axborot

1) YNpaBJieHHE MpaBamMu 3allUCH Ha BHELLIHUE
HaKOMUTEJIH C BO3MOXKHOCTBIO 3arpeTa 3aricu Ha
OnpeceHHbIe YCTPOHCTBA (MACHTU(DUKATOP U UM
MPOU3BOJIMTENS, MACHTH(PHUKATOP M Ha3BaHWE NPOIYKTa,
CEpHIHBIH HOMEp, THI YCTPOICTBA), a Tak/Ke 3arnpeTa 3anuc
daiinos ¢ onpeneneHHbIM paciuupenem;

12) BO3MOXKHOCTb KOHTPOJISS KONUPOBaHHMs HHDOPMaLIMK
Ha BHEUIHHE HAKOMNMTENH KaK B JIOKAJIbHBIX, TaK U
TEPMHHANbHBIX MOJIb30BATEILCKUX CECCHSX;

13) MCKJTIOUYEHHE OTICNIBHBIX NPOLECCOB U3 MPOLIE/TYPbl
KOHTPOJISA, ay/IMTa TEHEBOTIO KOMMPOBAHMS.

14) KOHTPOJIb AOCTYNA U ayAUT UCMOJIb30BAHUS BHELTHUX
YCTPOKCTB J11000ro THNa U3 crmcka noaaepxuaempix (USB
Bus Devices (hubs and host controllers), CD\DVD, Audio,
Network Adapters, Serial and parallel ports, SCSI and RAID
controllers, Floppy drives, Cameras and scanners, Windows
Portable Devices (WPD), Universal cameras),
MOAKIIIOYAEMBIX K pabouel cTaHLmu, ¢ puabTpaumeii no
Habopy napamerpoB (Ha3BaHHe YCTpOiiCTBa, UIEeHTU(]UKATOP
YCTPOHCTBA, HAEHTU(DUKATOP MIPOU3BOIUTENS,
MACHTH(DUKATOP NPOYKTA, IPOU3BO/IUTENb, CEPHItHbIii
HOMeEp, TUI yCTPOHCTBA);

15) nobaBeHne B GUIBTP UCKIIIOUEHHET YCTPOHCTE,
MOJKIIFOYEHHBIX HA KOHTPOJIMPYEMbIX PabOUYMX CTAHIIUSX,
16) aBTOMATHUYECKOE OOHApY)KEHHE Cllyyaen
MCMOJIL30BAHUS BHELIHUX YCTPOMCTB ¢ YKAa3aHHbIMH
napameTpamu (Ha OCHOBAHHH 3aJaHHbIX MOJTMTHK
Oe30onacHOCTH) ¢ OTIPABKOM yBeJOMIICHHUS JIuLy,
OTBETCTBEHHOMY 3a MH(POPMALIMOHHYIO GE30MACHOCTD, B
cilydae oOHapyKeHHs TaKOH HH(OpMaLHK;

17) aBTOMaTHYeCKOe OOHapy KeHHe CTydyaes nepeaun Ha
BHELIHHME HAKOMHUTENH (aiiioB B LIEJIOM M, B YACTHOCTH,
COAEPIKALIMX ONpe/IeIEHHYI0 HHPOpMALIMIO (Ha OCHOBAHHH
3a/IaHHBIX MOJIMTUK G€30MaCHOCTH), C OTMPaBKO
YBEIOMJICHHA JIULLY, OTBETCTBEHHOMY 32 HH(OPMALMOHHYIO
Ge30macHOCTh, B Clly4ae 0GHapyKeHHs TaKO MHDOpMaLIHH;

as well as prohibit writing files with a specific
extension;

12) the ability to control copying of information
to external drives in both local and terminal user
sessions;

13) exclusion of individual processes from the
shadow copy control and audit procedure.

14) access control and audit of the use of
external devices of any type from the list of
supported devices (USB Bus Devices (hubs and
host controllers), CD\DVD, Audio, Network
Adapters, Serial and parallel ports, SCSI and RAID
controllers, Floppy drives, Cameras and scanners,
Windows Portable Devices (WPD), Universal
cameras) connected to the workstation, filtered by a
set of parameters (device name, device ID,
manufacturer ID, product ID, manufacturer, serial
number, device type).

15) adding devices connected on controlled
workstations to the exception filter.

16) automatic detection of cases of using
external devices with the specified parameters
(based on the specified security policies) with
sending a notification to the person responsible for
information security in case of detection of such
information;

17) automatic detection of cases when files in
general and, in particular, containing certain
information are transferred to external storage
devices (based on the specified security policies),
with sending a notification to the person responsible
for information security in case of
information;

18) ability to search by tex
files sent to external drives, in
templates.

——
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xavfsizligi uchun mas'ul shaxsga xabarnoma
yuborish:
17) umumiy va, xususan, ma'lum ma'lumotlarni

o'z ichiga olgan (belgilangan xavfsizlik siyosati
asosida) fayllarni tashqi xotira qurilmalariga o'tkazish
holatlarini avtomatik ravishda aniglash, agar bunday
ma'lumotlar aniglangan bo'lsa, axborot xavfsizligi
uchun mas'ul shaxsga xabarnoma yuborish;

18) matn  va tashqi xotira  qurilmalariga
yuborilgan fayllarning atributlari, shu jumladan
shablonlardan foydalangan holda qidirish imkoniyati.
19) drayverga yozilgan fayllarni ham atributlar
to'plami, ham mazmuni bo'yicha bloklash imkoniyati
1.3.5 Bulutli saqlashni boshqarishga qo'yiladigan
talablar:

Tizim ish stoli bulutli saqlash ilovalarini ( iCloud ,
Dropbox , Google) kuzatish uchun quyidagi
imkoniyatlarni tagdim etishi kerak. Drive , OneDrive
, Cloud Mail.ru, Yandex.Disk ):

1) fayllarni bulutli saqlashga yuborish hodisalari
auditi: fayl nomi, foydalanuvchi nomi, bulutli saglash
Xizmatining sanasi, vaqti va nomi qayd etiladi;

2) foydalanuvchi yoki jarayon tomonidan bulutli
saqlashga yuborilgan fayllarni soyali nusxalash;

3) fagat chiquvchi, fagat kiruvchi yoki barcha
fayllarni tekshirish va soyali nusxalashni sozlash;

4) katta fayllar uchun soya nusxasini gisman
saqlashni sozlash imkoniyati (masalan, fagat birinchi
100 MBni saqlang);

S) serverga yuborishdan oldin bulutli xotirada
saqlangan fayllarning soya nusxalarini mahalliy
ravishda boshqariladigan kompyuterlarda saqlash;

18) BO3MOXKHOCTb [OMCKA IO TEKCTY M aTpubyTam
OTIPABJICHHBIX HA BHELIHUE HAKOMUTENH (aitioB, B TOM
YHCIe ¢ NPUMEHEHHEM [abJIOHOB.

19) BO3MOKHOCTb OJIOKHPOBKH (DaiIOB, 3anMChIBAEMbIX
Ha HaKOMNUTENb Kak 1o Habopy aTpuOyTOB, TaK M 110
COAEPIKUMOMY

1.3.5 TpeboBanusi K KOHTPO.IIO 0GIAYHBIX XPAHHIHIIL:
Cucrema noskHa obecrneunBaTh Ciefyolme BO3MOKHOCTH
10 KOHTPOJIKO JIECKTOIHBIX MPUJIOKEHHH 00J1a4HbIX
xpanunui (iCloud, Dropbox, Google Drive, OneDrive,
O6nako Mail.ru, SInaekc./lnuck):

1) ayJIMT COOBITHI OTNpaBky (aiiios B o6aauHbie
XpaHwinia: pukcupyercs ums daiina, MMs Noib30BaTess,
Jara, Bpemsi  uMs 00J1a4HOTrO CepBHCa XPaHEHMUS;

2) TEHEBOE KOMUPOBaHHE (DAIIOB, OTIPABJIAEMbIX B
obJia4Hble XpaHWJIMLIA MOJIb30BATENEM JIMOO MPOLIECCOM:;

3) HaCTPOMKa ay/IMTa U TEHEBOTO KOMHUPOBAHHUSA TOJBKO
MCXOJISILIIMX, TOJIBKO BXOAAIIMX, JTHOO0 Beex (aiinos;

4) BO3MOKHOCTb HACTPOMKH YaCTHUHOI'O COXPAHEHUs
TEHEBOH KONuH Juist 60J1b1uKX (aiiioB (HanpuMep, COXPaHATh
ToNbKO nepsbie 100 MB);

5) COXpaHEHHEe TEHEBBIX KOMHH (haiiyioB, 3an1caHHbIX B
obs1a4HOe XpaHUIHMLIE, JIOKATBHO HA KOHTPOJIMPYEMBbIX
KOMIBIOTEpAX nepea OTNpaBKoH Ha cepsep;

6) BO3MOJKHOCTh HACTPOMKH pa3Mepa XpaHHJIHILA [Uis
TEHEBbIX KOIMHH Ha JIOKAJIbHBIX KOMIBIOTEpAX
110J1b30BaTEJICH;

7) KOHTPOJIb 10CTYMA K OTAEIbHBIM 00J1auHbIM
XPaHUIIULIAM C BO3MOJKHOCTBIO 3arpeTa 10CTyna s
ONpe/IEICHHBIX M0JIb30BATEIICH;

8) KOHTPOJIb JOCTYNA K OTACJIbHBIM 00J1a4HbIM
XPaHMIIMLIAM C BO3MOKHOCTbIO HACTPOHKH PEKHUMA «TOJIBKO

19) the ability to block files written to the drive
both by a set of attributes and by content

1.3.5 Cloud storage monitoring requirements:
The system should provide the following
capabilities for monitoring desktop cloud storage
applications (iCloud, Dropbox, Google Drive,
OneDrive, Cloud Mail.ru, Yandex. Disk):

1) audit of events when files are sent to cloud
storage: the file name, user name, date, time, and
name of the cloud storage service are recorded.

2) shadow copying of files sent to cloud
storage by a user or process;
3) configure auditing and shadow copying of

only outgoing, only incoming, or all files;

4) the ability to configure partial shadow copy
saving for large files (for example, save only the
first 100 MB);

5) saving shadow copies of files recorded in
the cloud storage locally on controlled computers
before sending them to the server;

6) the ability to configure the storage size for
shadow copies on users ' local computers;
7) control of access to individual cloud

storages with the ability to prohibit access for
certain users;

8) access control to individual cloud storages
with the ability to configure the "read-only" mode
for certain users;

9) manage the rights to transfer data to cloud
storage with the ability to prohibit sending files of
certain formats;

10) the ability to configure exceptions from

6) foydalanuvchilarning mahalliy | yreHue» s onpeneneHHbIX MONBb30BATENEIH; auditing, shadow copying, and access control by
kompyuterlarida soya nusxalari uchun saqlash | 9) ynpaBjieHHe MpaBaMH Nepeaayu JaHHbIX B obnaunbie | file extensions; m;:? N
hajmini sozlash imkoniyati; XPaHHUJIHMLIA C BO3MOXHOCTBIO 3alpeTa OTIpaBKkH daiinos 11) automatic detection off IS rans ’(’éd

7 muayyan foydalanuvchilarga kirishni rad | onpenenennsix gopmaros; cloud storages containing ceyf agff formathg \
etish_imkoniyati bilan alohida bulutli omborlarga (based on the specified secufi po SWlth \ \.

\m
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kirishni boshqarish;

8) ma'lum foydalanuvchilar uchun fagat o'qish
rejimini  sozlash imkoniyati bilan alohida bulutli
omborlarga kirishni boshgarish;

9) ma'lum formatdagi fayllarni
tagiqlash qobiliyati bilan ma'lumotlarni
saqlashga o'tkazish huquqlarini boshqarish;
10) audit, soyali nusxalash va fayl kengaytmalari
orqgali kirishni boshqarishdan istisnolarni sozlash
imkoniyati;

11) ma'lum ma'lumotlarni (belgilangan xavfsizlik
siyosati asosida) o'z ichiga olgan bulutli xotiraga
o'tkazilgan fayllarni avtomatik aniqglash, agar bunday
ma'lumotlar aniqlangan bo'lsa, axborot xavfsizligi
uchun mas'ul shaxsga xabarnoma yuborish;

12) yuborilgan fayllarning matni va atributlari,
shu jumladan shablonlardan foydalangan holda
qidirish imkoniyati.

Tizim bulutli saglashning veb-versiyalarini ( iCloud ,
Dropbox , Google) boshqarish uchun quyidagi
imkoniyatlarni taqdim etishi kerak. Drive , OneDrive
, Cloud Mail.ru, Yandex.Disk , ownCloud ):

1) fayllarni bulutli saglashga yuborish hodisalari
auditi: fayl nomi, foydalanuvchi nomi, bulutli saglash
Xizmatining sanasi, vaqti va nomi qayd etiladi;

yuborishni
bulutli

2) foydalanuvchi yoki jarayon tomonidan bulutli
saqlashga yuborilgan fayllarni soyali nusxalash;
3) serverga yuborishdan oldin bulutli xotirada

saqlangan fayllarning soya nusxalarini mahalliy
ravishda boshqariladigan kompyuterlarda saqlash;

4) ma'lum ma'lumotlarni (belgilangan xavfsizlik
siyosati asosida) o'z ichiga olgan bulutli xotiraga
o'tkazilgan fayllarni avtomatik aniqlash, agar bunday
ma'lumotlar aniqlangan bo'lsa, axborot xavfsizligi
uchun mas'ul shaxsga xabarnoma yuborish;

5) yuborilgan fayllarning matni va atributlari,
shu jumladan shablonlardan foydalangan holda

10) BO3MOKHOCTb HACTPOMKH UCKIIIOYEHH M3 ayaMTa,
TEHEBOI'O KOINMPOBAaHHMs M KOHTPOJISt JOCTYTIA MO
pacuMpeHusm haisios;

11) ABTOMaTHYeCKOe OOHapyKEeHHUE MepelaHHbIX B
obnayHble XpaHunuiIa Gainos, coaepKalMX OnpeaeieHHY O
MH(POPMALMIO (Ha OCHOBAHMH 3a/1aHHBIX MOJUTHK
Oe3onacHOCTH) ¢ OTNPABKOM yBeOMIECHHS JIHILY,
OTBETCTBEHHOMY 3a HHPOPMALIMOHHYIO 6€30MaCHOCTD, B
ciydae oOHapyKeHHUs Takoi MHpOPMaLIMK;

12) BO3MOKHOCTb MOMCKA MO TEKCTY M aTpHOyTam
OTINPaBJICHHBIX (hAHIIOB, B TOM YKCIIE C IPUMEHEHHEM
111a6J1I0HOB.

Cucrema 10717kHa obecrieynBaTh CleIyIOIHe BO3MOKHOCTH
1O KOHTPO.O BeO-Bepeuit 06aaunbix xpanunui (iCloud,
Dropbox, Google Drive, OneDrive, O6nako Mail.ru,
Anpexc./Iuck, ownCloud):

1) ayIMT COOBITHI OTNpaBKM (haiioB B 0Oa4HbIe
XpaHuaHLIa: pUkcUpyercs uMs daiina, UMs MoJab30BaTeN s,
Aara, Bpemsi 1 uMsi 00JIa4HOTO CepBHCA XPAHEHMS;

2) TEHeBOE KONMpoBaHue (aiiyioB, OTIpaBIsSEMbIX B
obnauHble XpaHHIIHILA NONB30BATE/EM JTHGO MPOLIECCOM;
3) COXpaHEHHe TEHEBbIX KON (aiiios, 3anMcaHHbIX B

00J1auHOe XPaHWJIHUILE, JIOKAIBHO HA KOHTPOJIHUPYEMBbIX
KOMMbIOTEpAx nepea OTNpaBKoii Ha cepsep;

4) aBTOMaTH4YeCKOe OOHapyKEeHHE MepeIaHHbIX B
obnauHble XpaHuuiIa Gaiiios, coaepKalMX ONpeIeNeHHY IO
“H(OPMaLHIO (HA OCHOBAHMM 3aaHHBIX MOJHUTHK
Ge30nacHOCTH) ¢ OTNPABKON YBEAOMICHHUS JIHLLY,
OTBETCTBEHHOMY 3a HHPOPMALIMOHHYIO 6€30MaCHOCT, B
citydae oOHapyKeHHUst TaKOH HHPOpPMaLIMK;

5) BO3MOKHOCTb [TOMCKA MO TEKCTY H aTpHOyTam
OTIPABJEHHbIX (hAHIIOB, B TOM YHKCIIE C IPUMEHEHHEM
11a6JIOHOB.

1.3.6 TpeGoBanusi K KOHTPOJIIO CETEBBIX PECYPCOB:
Cucrema 10/15KHA MO3BOJISATH KOHTPOIMPOBATH
MCIIOJIb30BAHHUE MOJIb30BATE/IIMU CETEBBIX PECYPCOB, U
pacriosiarath ClIeyOIUM (yHKLIMOHATIOM:

sending a notification to the person responsible for
information security in case of detection of such
information;

12) ability to search by text and attributes of
sent files, including using templates.

The system should provide the following
capabilities for controlling web versions of cloud
storage (iCloud, Dropbox, Google Drive, OneDrive,
Cloud Mail.ru, Yandex. Disk, ownCloud):

1) audit of events when files are sent to cloud
storage: the file name, user name, date, time, and
name of the cloud storage service are recorded.

2) shadow copying of files sent to cloud
storage by a user or process;
3) saving shadow copies of files recorded in

the cloud storage locally on controlled computers
before sending them to the server;

4) automatic detection of files transferred to
cloud storages containing certain information
(based on the specified security policies) with
sending a notification to the person responsible for
information security in case of detection of such
information;

S) ability to search by text and attributes of
sent files, including using templates.

1.3.6 Requirements for monitoring network
resources:

The system should allow you to control the use of
network resources by users, and have the following
functionality:

1) audit of file copying events to local network
resources: the file name, user, date, time, and
network path to the resource are recorded.

2) shadow copying of files s

resources;

3) the ability to configu
auditing and shadow copyin
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qidirish imkoniyati.

1.3.6 Tarmoq resurslarini monitoring qilish
uchun talablar:

Tizim foydalanuvchilar tomonidan tarmoq
resurslaridan foydalanishni nazorat qilish imkonini
berishi va quyidagi funksiyalarga ega bo‘lishi kerak:
1) faylni mahalliy tarmoq resurslariga nusxalash
hodisalari auditi: fayl nomi, foydalanuvchi, sana, vaqt
va manbaga tarmoq yo'li qayd etiladi;

2) tarmoq resurslariga yuborilgan fayllarni
soyali nusxalash;

3) fayl kengaytmalari asosida tekshirish va
soyali nusxalashdan istisnolarni sozlash imkoniyati;

4) muayyan tarmoq resurslarini tekshirish va
soyali tutib olishdan istisnolarni sozlash imkoniyati;

S5) katta fayllar uchun soya nusxasini gisman

saqlashni sozlash imkoniyati (masalan, faqat birinchi
100 MBni saqlang);

6) tarmoq resurslarida saqlangan fayllarning
soya nusxalarini serverga yuborishdan oldin mahalliy
ravishda boshqariladigan kompyuterlarda saqlash;

7) foydalanuvchilarning mabhalliy
kompyuterlarida soya nusxalari uchun saqlash
hajmini sozlash imkoniyati;

8) terminal serverlarining tarmoq resurslariga
o'tkaziladigan fayllarni nusxalash qobiliyati;

9) muayyan tarmoq resurslariga Kkirishni rad
etish imkoniyati bilan tarmoq resurslariga kirishni
boshqarish;

10) muayyan fayl formatlarini yozishni tagiqlash
qobiliyati ~ bilan  tarmoq  resurslariga  yozish
huquqlarini boshqarish;

11) alohida  jarayonlarni nazorat tartibidan

chiqarib tashlash, soya nusxasini tekshirish;

12) ma'lum ma'lumotlarni o'z ichiga olgan tarmoq

resurslariga o'tkazilgan fayllarni avtomatik aniqlash
belgilangan xavfsizlik siyosati asosida), agar bunday

1) ay/IMT COOBITHI KOMMPOBaHUs HaIOB HA IOKAbHbIE
CeTeBbIE pecypehbl: pUKCHpyeTes umst (aiina, nonws3osarels,
Alata, Bpemsi U CETEBOM My Thb K pecypey;

2) TCHEBOE KONUpOBaHUe (aitnoB, OTNpaBiIseMbIX Ha
CETEBbIE PECYPChI;

3) BO3MOKHOCTb HACTPOWKH MCKITIOYEHHH M3 ayIMTa U
TCHCBOI'O KOMMWPOBAHHS 110 paclIMpeHUsM (Baiiios;

4) BO3MOKHOCTb HACTPOHKM MCKJIFOYEHHH M3 ayauTa U
TCHEBOTO NEPeXBaTa ONPE/Ie/EHHbIX CETEBbIX PECYPCOB;

5) BO3MOYKHOCTb HACTPOHKH YaCTHYHOIO COXPAHEHMUS

TEHEBOH KoMnuu 1 60nbMX (aiinos (HanpuMep, COXpaHATH
TOJIbKO nepBbie 100 MB);

6) COXpaHEHHe TEHEeBbIX KOMNUIA (HaiioB, 3arucaHHbIX Ha
CETEBbIE PECYPChI, JIOKAJILHO Ha KOHTPOJIMPYEMbBIX
KOMIbIOTEpaX repe/1 OTNPaBKO# Ha cepBep;

7) BO3MOXKHOCTh HACTPOMKHM pazmepa XpaHWIHIIA s
TEHEBBIX KOMHI Ha JIOKAIbHBIX KOMIbIOTEPAX
NoJib30BaTeIeH;

8) BO3MOKHOCTh TEHEBOTO KOMMPOBaHUs (haiisio,
NEpe1aBacMbIX Ha CETEBbIE PECYPChl TEPMUHAIbHbIX
CepBEpoOR;

9) KOHTPOJIb IOCTYNA K CETEBbIM PECYpPCaMm ¢
BO3MOKHOCTBIO 3arpeTa A0CTyNna Ha OnpeaeeHHbIC CETeBbIe
pecypcbl;

10) YHpaBieHHe NPaBaMu 3aMMCH Ha CETEBbIE PECYPChI C
BO3MOZKHOCTbIO 3aNpeTa 3aMMucH onpeaeneHHbIX hopMaToB
(haiinos;

11) MCKJIIOYCHHE OT/ICNIbHBIX POLIECCOB U3 MPOLIELYPbl
KOHTPOJIsL, ay/INTa TEHEBOIO KOMMPOBAHMUS;

12) aBTOMaTH4eCKOe 0OHapy KeHHe MepelaHHbIX Ha
CeTeBbIE peCcypehbl YAIoB, CONEPHKAILMX ONpeeIeHHYO
MH(POPMaLHIO (Ha OCHOBAHMM 3aJaHHBIX MOJHTHK
Ge30nacHOCTH) ¢ OTNPaBKOIi yBeIOMIIEHHS JLy,
OTBETCTBEHHOMY 32 HH(POPMALIHOHHYIO 6€30MaCHOCTD, B
cllyyae 0OHapy keHHUs Takoi MHOPMALHH;

4) the ability to configure exceptions from
auditing and shadow interception of certain network
resources;

5) the ability to configure partial shadow copy
saving for large files (for example, save only the
first 100 MB);

6) saving shadow copies of files written to
network resources locally on controlled computers
before sending them to the server;

7) the ability to configure the storage size for
shadow copies on users ' local computers;

8) the ability to shadow copy files transferred
to network resources of terminal servers;

9) control of access to network resources with
the possibility of prohibiting access to certain
network resources;

10) manage write rights to network resources
with the ability to prohibit recording of certain file
formats;

11) exclusion of individual processes from the
shadow copy control and audit procedure;

12) automatic detection of files transmitted to
network resources containing certain information
(based on the specified security policies) with
sending a notification to the person responsible for
information security in case of detection of such
information;

13) ability to search by text and attributes of
files sent to network resources, including using
templates.

1.3.7 Requirements for blocking data
transmission:
The system should provide prompt
cases of violation of the organizatj
policies by blocking sensitive da
protocols, as well as printing, in e
system should have the followin
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ma'lumotlar aniglangan bo'lsa, axborot xavfsizligi
uchun mas'ul shaxsga xabarnoma yuborish;

13) matn va tarmoq resurslariga yuborilgan
fayllarning atributlari. shu jumladan shablonlardan
foydalangan holda qidirish imkoniyati.

1.3.7 Ma'lumot uzatishni blokirovka gilishga
qo'yiladigan talablar:

Tizim HTTP protokollari orqali yuborilgan maxfiy
ma’lumotlarni, shuningdek, bosilgan ma’lumotlarni
real vaqt rejimida bloklash orqali tashkilotning
xavfsizlik siyosatini buzish holatlariga tezkor javob
berishi kerak. Tizim quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) HTTP  protokoli  orqali  uzatiladigan
ma'lumotlarni kontent tahlili (kontent tahlili) asosida
quyidagi tahlil imkoniyatlaridan foydalangan holda
bloklash: iboralarni qidirish, loyqa gidiruv, so'zlar
orasidagi masofani hisobga olgan holda qidirish,
transliteratsiya, morfologiya, hujjatdagi iboraning
paydo bo'lish soni , va hokazo. Shu bilan birga, veb-
pochta xizmatlari va ijtimoiy tarmogqlarda xabarlar va
fayllarni yuborish, Internetda ma'lumot qidirish va
boshga ko'plab operatsiyalarni mazmuni bo'yicha
blokirovka gilish imkoniyatini beradi;

2) muntazam iboralar yordamida kontent tahlili
(kontent tahlili) asosida HTTP orqali uzatiladigan
ma'lumotlarni bloklash

3) atributlarni tahlil qilish (kontekstli tahlil)
asosida HTTP  protokoli orqali uzatiladigan
ma'lumotlarni  blokirovka qilish: IP-manzil, port,
shifrlangan ulanishdan foydalanish fakti, HTTP usuli,
veb -maydon parametrlari, fayl atributlari, sayt toifasi
va boshqalar.

4) HTTP protokoli orqali uzatiladigan fayllarni
faylning xesh miqdori asosida bloklash, shu bilan
birga bir nechta xesh miqdorini qo'lda, oldindan
sozlangan xesh summalari bankidan, shuningdek,

13) BO3MOKHOCTb IOMCKA 0 TEKCTY U aTpubyTam
OTINPABJIEHHbIX HA CETEBbIE pecypchl (haityloB, B TOM Yucie ¢
NPUMEHEHHEM 1abaoHOB.

1.3.7 TpeboBauus k 6,10kHpoOBKe nepeaavyH JaHHbIX:
Cucrema 101kHa 0beceunBaTh onepaTnBHoe pearupoBaHue
Ha CJIy4an HapyleHUs MOJIMTHK 6€30MacHOCTH OpraHH3aLiH,
nyTem OJIOKMPOBKH UyBCTBUTENLHBIX JTaHHbIX,
oTnpasisemblx 1o nporokoiam HTTP, a taxke na neyars, B
peiHMe peanbHoro Bpemen. Cuctema J10JKHa pacronararh
CIeIYHOLIMMH BO3MOXKHOCTAMM:

1) OJIOKMPOBKA IaHHBIX, NEPEIaBACMbBIX 10 NIPOTOKONY
HTTP, na ocHoBaHiH aHanu3a coaepkumMoro (KOHTEHTHBIH
aHaJIM3) C UCTIOJIb30BAHMEM TaKMX BO3MOXKHOCTEH aHaM3a
Kak: (pasoBblii NOUCK, HEUETKHUIA OUCK, MOUCK C YYETOM
PACCTOSIHUS MEKY C/IOBAMM, TPAHCIIUTEPALMS, MOP(OIOrHs,
KOJIMYECTBO BXOKIACHHMI (pasbl B JOKYMEHT 1 ap. [Tpu sTom
obecrieunBaeTcss BO3BMOKHOCTB 6JIOKHPOBATH 110
COACPAKHMMOMY TaKHe OlNepalty KaK OTIpaBKa cOOOIIeHHU 1
daiinos B nouToBbIX B CepBUCAX H COLMATBHBIX ceTsx,
MOUCK HH(OPMALIMK B MHTEPHETE, U MHOTHE JPYTHE:;

2) OJIOKMPOBKA JaHHBIX, NEPEIABAEMBIX 10 NPOTOKOJY
HTTP, Ha ocHOBaHMH aHaU3a COACPIKUMOTO (KOHTEHTHBIH
aHAJTH3) C UCTIOJIb30BAHHEM PErYJISIPHBIX BbIPAKEHHM I

3) OJIOKMPOBKa JIaHHBIX, NepeIaBaeMbIX MO NPOTOKOTY
HTTP, na ocHoBanmiu ananusa atpubyTos (KOHTEKCTHBIH
aHAJIM3) C UCTONb30BAHHEM TAKMX aTPUOYTOB Kak: IP-anpec,
MopT, GakT UCroaB30BaHUs IHM(POBAHHOTO COE/IMHEHHUS,
HTTP-merton, napamerpsl web-mosns, aTpuOyThI daiina,
KaTeropus caira u ap.

4) OnokmpoBka ¢aiinios, nepeaaBaeMpIx 1Mo NPOTOKOTY
HTTP, na ocHoBanuu xeu-cymmsl daiina, IIPH 5TOM MOJKET
ObITh YKA3aHO HECKOJILKO Xell-CyMM BPYUHYIO, U3
MPEAHACTPOCHHOrO HaHKa Xel-CyMM, a TakKe MoJTyyeHa 13
BBIOpAHHOTO NONb30BaTeNneM (aiina. [Tonnepskusarorcs
MDS5, SHA-256, SHA-1 XEUI-CYMMBI;

5) GokupoBKa aiiios, nepenaBaemMpix 1Mo NPOTOKOJTY
HTTP, Ha ocHOBaHHMH Xel-CyMMBI (aiina, npu 5TOM MOXKET

1) blocking data transmitted over the HTTP
protocol based on content analysis (content
analysis) using such analysis capabilities as: phrase
search, fuzzy search, search taking into account the
distance between words, transliteration,
morphology, number of occurrences of a phrase in a
document, etc. It also provides the ability to block
content-based operations such as sending messages
and files in web mail services and social networks,
searching for information on the Internet, and many
others.

2) blocking data transmitted over the HTTP
protocol based on content analysis (content
analysis) using regular expressions

3) blocking data transmitted over the HT TP
protocol based on attribute analysis (contextual
analysis) using such attributes as: IP address, port,
fact of using an encrypted connection, HTTP
method, web field parameters, file attributes, site
category, etc.

4) blocking of files transmitted over the HTTP
protocol based on the hash amount of the file, and
several hash amounts can be specified manually,
from the pre-configured hashamount bank, or
obtained from the file selected by the user. MD5,
SHA-256, and SHA-1 hash sums are supported.

5) blocking of files transmitted over the HTTP
protocol based on the hash amount of the file, and
several hash amounts can be specified manually,
from the pre-configured hash amount bank. or
obtained from the file selected by the

6)
all files located in a certain f«
files of a certain extension
folder;

&
)
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foydalanuvchi tanlagan fayldan olish mumkin. MD35,
SHA-256, SHA-1 xeshlari qo'llab-quvvatlanadi;

5) HTTP protokoli orqali uzatiladigan fayllarni
faylning xesh miqdori asosida bloklash, shu bilan
birga bir nechta xesh miqdorini qo'lda, oldindan
sozlangan xesh summalari bankidan, shuningdek,
foydalanuvchi tanlagan fayldan olish mumkin. MD5,
SHA-256, SHA-1 xeshlari qo'llab-quvvatlanadi;

6) xesh-bankka ma'lum bir papkada joylashgan
barcha fayllarni, shuningdek, faqat ma'lum bir
papkadan ma'lum kengaytmali fayllarni qo'shish
imkoniyati;

7) qidiruv lug'atlari asosida HTTP protokoli
orqali uzatiladigan ma'lumotlarni blokirovkalash,
bitta blokirovka qoidasida bir nechta qidiruv
lug'atlarini belgilash imkoniyati bilan;

8) raqamli barmogq izlari asosida HTTP protokoli
orqali wuzatiladigan ma'lumotlarni blokirovkalash,
bitta blokirovka qoidasida bir nechta ragamli barmoq
izlarini belgilash imkoniyati bilan;

9) sezgirlik yorlig'i tahlili asosida HTTP orqali
yuborilgan fayllarni bloklash;

10) XMPP  protokoli  orqali  uzatiladigan
ma'lumotlarni  quyidagi tahlil imkoniyatlaridan
foydalangan holda harflar va qo'shimchalar tarkibini
tahlil qilish (kontent tahlili) asosida bloklash:
iboralarni qidirish, loyga qidiruv, so'zlar orasidagi
masofani ~ hisobga  olgan  holda  qidirish,
transliteratsiya, morfologiya va boshqalar;

11) muntazam iboralar yordamida kontent tahlili
(kontent tahlili) asosida XMPP protokoli orgali
uzatiladigan ma'lumotlarni bloklash

12) foydalanuvchi, kompyuter, domen, fayl
atributlari  va  boshqalar  kabi  atributlardan
foydalangan holda xat va qo'shimchalarning

atributlarini tahlil qilish (kontekstli tahlil) asosida
XMPP protokoli orqali uzatiladigan ma'lumotlarni

ObITh YKa3aHO HECKOJIbKO XELI-CYMM BPYYHYIO, U3
NpeHaCTPOEHHOro OaHKa Xell-CyMM, a TaKKe MoJIyyeHa u3
BbIOpaHHOrO nosk3oBatenem aiina. [Toauepxuparorcs
MDS5, SHA-256, SHA-1 xelu-cymMmsl;

6) BO3MOYKHOCTb J100aB/IeHUs] B 0aHK XeUI-CYMM BCeX
(baiios, pacrosiokKeHHbIX B ONPeIeTIEHHOMN Narnke, a TakkKe
TOJIBKO (paiifIoB Onpe1e/ICHHOro pacMpeHUs U3 YKa3aHHOM
Nankw;

7) 0JI0KMpPOBKA JaHHBIX, NepeJaBaeMbIX 10 MPOTOKOIY
HTTP, Ha ocHOBaHWM NOMCKOBBIX CIIOBAPEN, C
BO3MO)KHOCTBIO YKa3aHHS HECKOJILKMX MOUCKOBbIX CIIOBapeH
B OZIHOM MpaBuiie OJJOKMPOBKH;

8) OJIOKMPOBKa J1aHHbIX, NEPEJABACMbIX 10 MPOTOKOJTY
HTTP, Ha ocHOBaHWM LM(POBBIX OTIIEYATKOB, ¢
BO3MOXKHOCTBIO YKa3aHUsl HECKOJIbKUX HU(PPOBHIX
OTIEYAaTKOB B OJJHOM NpaBuie OJIOKHPOBKH;

9) 0710KkMpoBKa (aityioB, OTMPABISEMbIX MO MPOTOKOITY
HTTP na ocHOBaHMM aHa/IM3a METOK KOH(MHIEHLIMATLHOCTH;
10) OJI0KMPOBKa JJaHHbIX, NNEPeIaBaeMbIX 110 MPOTOKOJTY
XMPP, Ha ocHOBaHMM aHaIKW3a COAEPHKMMOrO (KOHTEHTHBIH
aHaJIM3) NMMCbMA U BJIOKEHHUI C UCIOJIb30BAHUEM TAKUX
BO3MOKHOCTEH aHanu3a Kak: gpa3oBblid MOWUCK, HEYETKHH
MOMCK, TOMCK C YYETOM PACCTOSIHUS MEXKIY CJOBAMH,
TpaHCAUTEpaLUs, MOPOIOTrUs U JIp.;

11) OJIOKMPOBKa 1aHHbIX, NEPeJaBACMbIX 10 TIPOTOKOJTY
XMPP, Ha OCHOBaHMM aHaJIM3a COAEPKUMOro (KOHTEHTHBbIH
aHaJIM3) C UCTOJIL30BAHUEM PEryJIIPHBIX BbIPAKEHHM

12) 0I0KMpPOBKA JIAaHHBIX, MEPeIaBaeMbIX M0 MPOTOKOJTY
XMPP, Ha ocHOBaHMH aHa/IW3a aTpUOYTOB (KOHTEKCTHBbII
aHajIM3) MUCbMA U BJIOKEHHUH C UCIOIb30BAHUEM TAKMX
aTpuOyTOB Kak: M0JIb30BaTEJb, KOMITBIOTED, TOMEH,
aTpuOyThI daiina u ap.

13) O110KkMpoBKa (aiiyios, nepeaBaeMbIX MO MPOTOKOJTY
XMPP, Ha ocHOBaHUM XellI-CyMMBbI (haiiia, Mpu 35TOM MOKET
OBITh YKa3aHO HECKOJIbKO XeI-CYMM BPYYHYIO, U3
NPEeIHaCTPOEHHOro GaHKa XelI-CyMM, a TaKKe MOoJIyYeHa U3

7) blocking data transmitted over the HTTP
protocol based on search dictionaries, with the
possibility of specifying several search dictionaries
in one blocking rule;

8) blocking of data transmitted over the HTTP
protocol based on digital fingerprints, with the
possibility of specifying several digital fingerprints
in one blocking rule;

9) blocking files sent over the HTTP protocol
based on the analysis of privacy tags;

10) blocking data transmitted over the XMPP
protocol based on content analysis (content
analysis) of emails and attachments using such
analysis capabilities as phrase search, fuzzy search,
word spacing search, transliteration, morphology,
etc.;

11) blocking data transmitted over the XMPP
protocol based on content analysis (content
analysis) using regular expressions

12) blocking data transmitted over the XMPP
protocol based on attribute analysis (contextual
analysis) of emails and attachments using such
attributes as: user, computer, domain, file attributes,
etc.

13) blocking files transmitted over the XMPP
protocol based on the hash amount of the file, and
several hash amounts can be specified manually,
from a pre-configured hash amount bank, or
obtained from a file selected by the user. MDS,
SHA-256, and SHA-1 hash sums are supported.

14) blocking data transmitted over the XMPP
protocol based on search dictionaries, w1th the
p0551b111ty of specifying several se
in one blocking rule; R I i ~2ep,
15) blocking data transml ed bver the M&’"
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blokirovka qilish.

13) XMPP protokoli orqali uzatiladigan fayllarni
faylning xesh yig'indisi asosida bloklash, shu bilan
birga bir nechta xesh summalarini qo'lda, oldindan
tuzilgan xesh summalari bankidan, shuningdek,
foydalanuvchi tanlagan fayldan olish mumkin. MDS,
SHA-256, SHA-1 xeshlari qo'llab-quvvatlanadi;

14) gidiruv lug'atlari asosida XMPP protokoli
orgali uzatiladigan ma'lumotlarni blokirovkalash,
bitta blokirovka qoidasida bir nechta qidiruv
lug'atlarini belgilash imkoniyati bilan;

15) raqamli barmoq izlari asosida XMPP
protokoli  orgali  uzatiladigan = ma'lumotlarni

blokirovkalashning bitta qoidasida bir nechta ragamli
barmoq izlarini belgilash imkoniyati bilan bloklash;

16) sezgirlik belgilarini tahlil qilish asosida
XMPP protokoli orgali uzatiladigan fayllarni
bloklash;

17) Hujjatning mazmunini tahlil gilish (kontent

tahlili) asosida chop etishga yuborilgan hujjatlarni
quyidagi tahlil imkoniyatlaridan foydalangan holda
bloklash: iboralarni qidirish, loyga qidiruv, so'zlar
orasidagi masofani hisobga olgan holda qidirish,
transliteratsiya, morfologiya va boshqalar;

18) muntazam iboralar yordamida kontent tahlili
(kontent tahlili) asosida chop etish uchun yuborilgan
hujjatlarni bloklash

19) Quyidagi kabi atributlardan foydalangan
holda chop etish atributlarini tahlil qilish (kontekstli
tahlil) asosida chop etishga yuborilgan hujjatlarni
bloklash: kompyuter, domen, foydalanuvchi, vaqt,
haftaning kuni;

20) qidiruv lug'atlari asosida chop etish uchun
yuborilgan hujjatlarni  blokirovka qilish, bitta
blokirovka qoidasida bir nechta qidiruv lug'atlarini
ko'rsatish imkoniyati bilan;
21) Quyidagi  kabi

tahlil imkoniyatlaridan

BHIOpaHHOTO MoJib3oBateaeM daiina. Ioanepxuparores
MD35, SHA-256, SHA-1 xel-cymmbl;

14) OJIOKMPOBKA JIAHHBIX, NEPeJaBaeMbIX M0 NPOTOKOIY
XMPP, Ha 0OCHOBaHMM MOMCKOBbBIX CJIOBAPEH, C
BO3MOKHOCTBIO YKa3aHUsl HECKOJIbKMX MOUCKOBBIX ClIOBApen
B O/IHOM TpaBHJIe OJIOKUPOBKH;

15) GJIOKMPOBKA IAHHBIX, NEPEAABAEMBIX 10 TIPOTOKOIY
XMPP, Ha ocHOBaHHH LMPPOBBIX OTNEYATKOB, C
BO3MOYKHOCTBIO YKa3aHHsi HECKOJIbKUX LIM(POBBIX
OTIEYaTKOB B OJIHOM NpaBuiie OJOKUPOBKH;

16) OnokupoBKa Gaiyios, nepeaaBaeMbIX Mo MpoTOKOIy
XMPP, Ha OCHOBaHMM aHaJIM3a METOK KOH(PHUACHLIHATILHOCTH;
17) 6JIOKMPOBKA IOKYMEHTOB, OTIPABIAEMbIX Ha MeyaTh,
Ha OCHOBAHMH aHAJIM3a COAEPIKMMOTO (KOHTEHTHbIH aHa/Iu3)
JIOKYMEHTa C UCIOJIb30BAHMEM TaKMX BO3MOXHOCTEN aHaIu3a
Kak: pasoBbiii MOMCK, HEYETKUI MOUCK, MOUCK C YYETOM
PacCTOSHUA MEXK/LY CIIOBaMM, TPaHCIUTepauus, Mophonorus
M 1p.;

18) GJIOKHPOBKA JIOKYMEHTOB, OTIIPABJIAEMbIX Ha MeYaTh,
Ha OCHOBAHMH aHAJIW3a COJCPIKUMOTO (KOHTEHTHbIH aHaIu3)
C MCIOJIb30BAHUEM PEryJIsIpHbIX BbIPAKEHUH

19) GJIOKMPOBKA JIOKYMEHTOB, OTIIPABJISEMbIX Ha M€4aTh,
Ha OCHOBAHMH aHau3a aTpUOYTOB (KOHTEKCTHBIN aHaIN3)
MeYyaTH ¢ MCIOJIb30BaHUEM TaKUX aTPpUOYTOB Kak:
KOMIIBIOTEP, IOMEH, MOJIb30BaTE b, BPEMS, JIEHb HE/IeIH;

20) GJIOKMPOBKA JIOKYMEHTOB, OTIIPABJISEMbIX HA M€4aTh,
Ha OCHOBAHHWM MOUCKOBBIX CJOBAPEH, C BO3MOKHOCTHIO
yKa3aHUs HECKOJIbKMX MOMCKOBbIX CJIOBAped B OJTHOM
npasuiie OJJOKMPOBKH;

21) OJIOKMPOBKA IaHHBIX, KONUpyeMbIX B Oydep oOmeHa,
Ha OCHOBAHMH aHAJIM3a COCPIKUMOTO (KOHTEHTHBIN aHaJIn3)
MUCbMa M BJIOYKEHHUH C UCIIOJIb30BAHUEM TaKMX
BO3MOIKHOCTEHN aHa/in3a Kak: (hpa3oBblii MOUCK, HEYETKHI
MOUCK, MOMCK C yUYETOM PACCTOSHUS MEXIy CJIOBaMH,
TpaHcauTepauus, Mop(osorus u ap.;

possibility of specifying several digital fingerprints
in one blocking rule;

16) blocking files transmitted over the XMPP
protocol based on the analysis of privacy tags;

17) blocking documents sent for printing based
on content analysis (content analysis) of the
document using such analysis capabilities as:
phrase search, fuzzy search, search taking into
account the distance between words, transliteration,
morphology, etc.;

18) blocking documents sent for printing based
on content analysis (content analysis) using regular
expressions

19) blocking documents sent for printing based
on analysis of print attributes (contextual analysis)
using such attributes as: computer, domain, user,
time, day of the week;

20) blocking documents sent for printing based
on search dictionaries, with the possibility of
specifying several search dictionaries in one
blocking rule;

21) blocking data copied to the clipboard based
on content analysis (content analysis) of emails and
attachments using such analysis capabilities as
phrase search, fuzzy search, word spacing search,
transliteration, morphology, etc.;

22) blocking data copied to the clipboard based
on content analysis (content analysis) using regular
expressions

23) blocking data copied to the clipboard based
on the analysis of atmbutes (contextual analy51s) of

user, computer, process, domai
type (text, image, file), etc.
24) blockmg data copled

/’ ‘Ba
ggr‘sﬁw
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foydalangan holda xat va qo'shimchalarning
mazmunini tahlil qilish (kontent tahlili) asosida
buferga  ko'chirilgan ~ ma'lumotlarni  bloklash:
iboralarni qidirish, loyqa qidiruv, so'zlar orasidagi
masofani hisobga  olgan holda  qidirish,
transliteratsiya, morfologiya va boshqalar;

22) muntazam iboralar yordamida kontent tahlili
(kontent tahlili) asosida clipboardga ko'chirilgan
ma'lumotlarni bloklash

23) foydalanuvchi, kompyuter, jarayon, domen,
fayl atributlari, ma'lumotlar turi (matn, rasm, fayl) va
boshqalar kabi atributlardan foydalangan holda
harflar va qo'shimchalarning atributlarini tahlil gilish
(kontekstli tahlil) asosida buferga ko'chirilgan
ma'lumotlarni blokirovka qilish.

24) qidiruv lug'atlari asosida buferga ko'chirilgan
ma'lumotlarni blokirovka qilish, bitta blokirovka
qilish qoidasida bir nechta qidiruv lug'atlarini
belgilash imkoniyati bilan;

25) Quyidagi  kabi tahlil  imkoniyatlaridan
foydalangan holda xat va qo'shimchalarning
mazmunini tahlil qilish (kontent tahlili) asosida
buferdan yopishtirilgan ma'lumotlarni  bloklash:
iboralarni qidirish, loyqa qidiruv, so'zlar orasidagi
masofani hisobga  olgan holda  qidirish,
transliteratsiya, morfologiya va boshqalar;

26) Muntazam iboralar yordamida kontent tahlili
(kontent tahlili) asosida clipboarddan yopishtirilgan
ma'lumotlarni bloklash

27) foydalanuvchi, kompyuter, jarayon, domen,
fayl atributlari, ma'lumotlar turi (matn, rasm, fayl) va
boshqgalar kabi atributlardan foydalangan holda
harflar va qo'shimchalarning atributlarini tahlil qilish
(kontekstual tahlil) asosida buferdan yopishtirilgan
ma'lumotlarni bloklash.

28) qidiruv lug'atlari
joylashtirilgan ~ ma'lumotlarni

asosida buferdan
bloklash,  bitta

22) GJIOKMpOBKA JIAaHHBIX, KOMUpyeMbIX B Oydep oOmeHa,
Ha OCHOBAHMM aHAJIW3a COJICP)KUMOro (KOHTEHTHBIH aHallnu3)
C MCTOJIb30BAaHUEM PEryJIIpHbIX BblpaKEHHUH

23) OJIOKMPOBKA JIAHHBIX, KOTUpYyeMbIX B Oydep oOmeHa,
Ha OCHOBAaHMM aHalin3a aTpUOYTOB (KOHTEKCTHbBIN aHan3)
MUCbMa M BIIOKEHHH C MCMOJIb30BAHUEM TaKUX aTpHOYyTOB
KaK: MoJib30BaTellb, KOMIBIOTEP, NPOLIECC, TOMEH, aTPUOYThI
daiina, TMN JaHHBIX (TEKCT, U300pakeHue, dai) u ap.

24) OJOKMpOBKA JAHHBIX, KOMUpYyeMbIX B Oydep oOmeHa,
Ha OCHOBAHMH MOUCKOBbIX CJIOBApeM, ¢ BO3MOXKHOCTbIO
YKa3aHHs HECKOJIbKHUX MOMCKOBbBIX CJIOBAPEN B OJIHOM
npasuie OJOKUPOBKH;

25) 6JIOKMPOBKA JIaHHBIX, BCTaBJsieMbIX U3 Oydepa
oOMeHa, Ha OCHOBaHWM aHaIu3a COAEPIKUMOTO (KOHTEHTHbIN
aHaM3) MUChMa U BJIOXKEHUH C MCMOJIb30BAHUEM TaKMX
BO3MOXKHOCTEH aHaiu3a Kak: Gppa3oBblii MOUCK, HEYETKHH
MOMCK, MOUCK C YYETOM PAcCTOSIHUS MEKIY CIIOBAMH,
TpaHcauTepauus, MophoJIorus U Ap.;

26) GJIOKMpOBKA JIAHHBIX, BCTaBsieMbIX U3 Oydepa
oOMeHa, Ha OCHOBaHMM aHalk3a COAECPIKUMOro (KOHTEHTHBIN
aHaJIu3) C UCMOJIb30BAHUEM PEryJIiPHBIX BbIPAKEHUH

27) GJIOKMpOBKA JIAHHBIX, BCTABIsIeMbIX U3 Oydepa
oOMeHa, Ha OCHOBAaHUM aHaIM3a aTpUOYTOB (KOHTEKCTHBIN
aHaJIM3) MUChMa U BJIIOXKEHUH C UCIOJIb30BAHUEM TaKHX
aTpuOyTOB KaK: MOJb30BaTelb, KOMIBLIOTEP, POLIECC, JOMEH,
aTpuOyThI daiina, THN JaHHBIX (TeKCT, H300paxeHue, daiin)
u Jp.

28) 6JIOKMpOBKA JIAHHBIX, BCTaBIseMbIX M3 Oydepa
oOMeHa, Ha OCHOBAHHMH MMOMCKOBBIX CJIOBApEH, €
BO3MOXKHOCTBIO YKa3aHHsl HECKOJIbKMX MOMCKOBBIX CJIOBapet
B O/IHOM TpaBuJie OJIOKMPOBKH;

29) OJIOKMPOBKA 3aITycKa MPOLECCOB Ha OCHOBAHWH
aHaiu3a aTpuOyTOB (KOHTEKCTHbIM aHaIu3) npouecca ¢
MCITOJIb30BaHHEM TaKMX aTPHOYTOB KaK: KOMIMBIOTED, JOMEH,
KaTeropust MpUJIOKEHHs, XeLI-CyMMa M Ap.

30) GJIOKMpPOBKA OTMpPaBKH (haiiIoB B MECCEHIKEPBI Ha
OCHOBaHHMH aHAJIM3a COIEPKUMOTrO (KOHTEHTHbIH aHaIM3) ¢

specifying several search dictionaries in one
blocking rule;

25) blocking data inserted from the clipboard
based on content analysis (content analysis) of
emails and attachments using such analysis
capabilities as phrase search, fuzzy search, word
spacing search, transliteration, morphology, etc.;
26) blocking data pasted from the clipboard
based on content analysis (content analysis) using
regular expressions

27) blocking data inserted from the clipboard
based on the analysis of attributes (contextual
analysis) of emails and attachments using such
attributes as: user, computer, process, domain, file
attributes, data type (text, image, file), etc.

28) blocking data inserted from the clipboard
based on search dictionaries, with the possibility of
specifying several search dictionaries in one
blocking rule;

29) blocking the launch of processes based on
the analysis of attributes (contextual analysis) of the
process using such attributes as: computer, domain,
application category, hash sum, etc.

30) blocking sending files to messengers based
on content analysis (content analysis) using such
analysis capabilities as: phrase search, fuzzy search,
word spacing search, transliteration, morphology,
etc.;

31) blocking sending files to messengers based
on content analysis (content analysis) using regular
expressions

32) blocking sending files to essenjggrs +s based
on attribute analysis (contextugla ly51s) ) "f,,
33)  blocking writing file ’tq/#torage deyices
based on content analysis (c) fehtvwai)‘(ﬁls) of )

emails and attachments usin \sa%h gma.lymé‘s“
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blokirovka qilish qoidasida bir nechta gqidiruv
lug'atlarini belgilash imkoniyati;

29) kompyuter, domen, ilovalar toifasi, xesh
summasi va boshqalar kabi atributlardan foydalangan
holda jarayonning atributlarini tahlil qilish (kontekstli

tahlil) asosida  jarayonlarni ishga tushirishni
blokirovka qilish.
30) Quyidagi  kabi tahlil imkoniyatlaridan

foydalangan holda kontent tahlili (kontent tahlili)
asosida tezkor xabarchilarga fayllarni yuborishni
bloklash: iboralarni qidirish, loyga qidiruv, so'zlar
orasidagi masofani hisobga olgan holda gidirish,
transliteratsiya, morfologiya va boshqalar:

31) muntazam iboralar yordamida kontentni tahlil
qilish (kontent tahlili) asosida tezkor xabarchilarga
fayllarni yuborishni bloklash

32) atributlarni tahlil qilish (kontekstli tahlil)
asosida tezkor messenjerlarga fayllarni yuborishni
bloklash

33) Quyidagi  kabi  tahlil  imkoniyatlaridan
foydalangan holda harflar va qo'shimchalarning
mazmunini tahlil qilish (kontent tahlili) asosida
saqlash qurilmalariga fayllarni yozishni bloklash:
iboralarni qidirish, loyga qidirish, so'zlar orasidagi
masofani ~ hisobga  olgan  holda  qidirish,
transliteratsiya, morfologiya va boshqalar;

34) muntazam iboralar yordamida kontentni tahlil
qilish (kontent tahlili) asosida fayllarni saqlash
qurilmalariga yozishni bloklash

35) foydalanuvchi, kompyuter, jarayon, domen va
boshqa fayl atributlari kabi atributlar yordamida
atributlarni tahlil qilish (kontekstli tahlil) asosida
drayvlarga fayllarni yozishni bloklash

36) fayllarni ma'lum drayverlarga yozishni
bloklash (seriya ragami, ishlab chiqaruvchi, qurilma
nomi, ishlab chiqaruvchi identifikatori va mahsulot
identifikatori bo'yicha)

MCIIOJb30BAHUEM TAKMX BO3ZMOJKHOCTEH aHaIM3a KaK:
(hpa3oBbIi MOUCK, HEYETKHUI MMOMCK, MOKUCK C YYETOM
PACCTOSHUSI MEXK/LY CIIOBAMU, TPAHCIUTEPALIUsL, MOPDOIOrHs
M ap.;

31) 6JIOKMpPOBKA OTMPaBKK (halIOB B MECCEH/IKEPbI Ha
OCHOBAHMH aHAIM3a COJICPIKUMOr0 (KOHTEHTHBIN aHaIu3) C
MCI0JIb30BAaHUEM PEryJIpHbIX BbIpaKEHHUH

32) OJ1I0KMpOBKa OTNpaBKU (aiioB B MECCEH/KEPbI Ha
OCHOBAHMHU aHaIM3a aTpuOYTOB (KOHTEKCTHBINW aHAJIU3)

33 O10kMpOBKa 3anuck ¢GaiyioB Ha HAKOTTUTEH Ha
OCHOBaHHMHM aHAJIM3a COJICPIKUMOr0 (KOHTEHTHBIM aHAIU3)
MUCbMA U BJIOKEHHH C HCMOJIB30BAHHEM TaKUX
BO3MOJKHOCTEH aHaiu3a Kak: hpa3oBblii MOUCK, HEUETKHH
MOMCK, MOUCK C YYETOM PaCcCTOSIHUS MEXJLy CIIOBaMH,
TpaHcauTepauusi, MOpGOJIOrus U ap.;

34) 6J10KMpOBKa 3anucH (aiyioB Ha HAKOMIUTEH Ha
OCHOBAHMH aHAJIM3a COJIEPIKUMOrO (KOHTEHTHBIH aHaIU3) ¢
MCMOJIb30BAaHUEM PErYJISIPHBIX BbIPKEHHH

35) 6J10KkMpoOBKa 3anucy ¢aityioB Ha HAKOTTUTEH Ha
OCHOBAaHMH aHajIM3a aTpUOYTOB (KOHTEKCTHbIW aHAIU3) C
MCIOJIb30BaHUEM TaKMX aTpUOYTOB KaK: MOJb30BaTE b,
KOMITBIOTEP, MPOLIECC, JOMEH, U J1p. aTpudyThl daiina

36) 6J10kHpoOBKa 3anucy GaiiioB Ha orpe/ieeHHbIe
HaKoMuUTe U (10 CepUitHOMY HOMEpY, MPOU3BOAUTEINIO,
Ha3BaHUIO YCTPOMCTBA, MICHTU(DUKATOPY NPOU3BOAUTENS U
MIeHTU(UKATOPY MPOAYKTA)

37) OJ10kMpOBKa 3anucu (aiioB Ha HAKOMMUTEU Ha
OCHOBaHMHM XeUI-CyMMbI (aiiia, npyu 3TOM MOXKET ObITh
YKa3aHO HECKOJIbKO Xell-CYMM BpPYUHYIO, U3
MpeHACTPOCHHOro HaHKa XeUl-CyMM, a TakoKe MoJlyueHa U3
BbIOpaHHOro nosb3oBarenem gaiina. [loanepxusarorcs
MD5, SHA-256, SHA-1 xeui-cymmbi;

38) 0JI0KMpOBKa 3anucH (aiyIoB Ha HAKOMUTENIU Ha
OCHOBaHHWH MOUCKOBBIX CJIOBapei, C BOBMOKHOCTBIO
YKa3aHHUsl HECKOJIBKMX ITOMCKOBBIX CJIOBapeii B OTHOM
npaBuiie GJIOKUPOBKH;

capabilities as phrase search, fuzzy search, word
spacing search, transliteration, morphology, etc.;
34) blocking writing files to storage devices
based on content analysis (content analysis) using
regular expressions

35) blocking writing files to storage devices
based on attribute analysis (contextual analysis)
using attributes such as: user, computer, process,
domain, and other file attributes

36) block writing files to specific storage
devices (by serial number, manufacturer, device
name, manufacturer 1D, and product ID)

37) blocking writing files to storage devices
based on the hash amount of the file, and several
hash amounts can be specified manually, from a
pre-configured hash amount bank, or obtained from
a user-selected file. MD5, SHA-256, and SHA-1
hash sums are supported.

38) blocking writing files to storage devices
based on search dictionaries, with the possibility of
specifying several search dictionaries in one
blocking rule;

39) blocking the recording of files to storage
devices based on digital fingerprints, with the
possibility of specifying several digital fingerprints
in one blocking rule;

40) blocking the recording of files to storage
devices based on the analysis of privacy labels;

41) the ability to notify the end user when
blocking, with a custom notification text;

42) the ability to notify the security
about the triggered blocking rule;
43) ability to search by attribu
information.

1.3.8 Requirements for the scr
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37) faylning xesh yig'indisi asosida drayvlarga
fayllarni yozishni blokirovka qilish, shu bilan birga bir
nechta xesh summalarini qo'lda, oldindan tuzilgan
xesh summalari bankidan, shuningdek, foydalanuvchi
tanlagan fayldan olish mumkin. MDS5, SHA-256,
SHA-1 xeshlari qo'llab-quvvatlanadi;

38) qidiruv lug'atlari asosida fayllarni saqlash
qurilmalariga yozishni blokirovka qilish, bitta
blokirovkalash  qoidasida bir nechta qidiruv
lug'atlarini ko'rsatish imkoniyati bilan;

39) raqgqamli barmoq izlari asosida fayllarni
saqlash qurilmalariga yozishni blokirovkalash, bitta
blokirovkalash qoidasida bir nechta ragamli barmoq
izlarini belgilash imkoniyati bilan;

40) maxfiylik belgilarini tahlil qilish asosida
fayllarni saglash qurilmalariga yozishni bloklash;

41) maxsus bildirishnoma matni bilan
bloklanganda oxirgi foydalanuvchini xabardor qilish
imkoniyati;

42) qo'zg'atilgan  blokirovka qoidasi haqida
xavfsizlik xodimini xabardor qilish imkoniyati;

43) bloklangan =~ ma'lumotlarning  atributlari

bo'yicha qidirish imkoniyati.

1.3.8 Skrinshot funksiyasiga qo'yiladigan

talablar:

Tizim sizga skrinshotlar olish orqali
foydalanuvchining ish stoli faoliyatini kuzatish
imkonini berishi va quyidagi imkoniyatlarga ega
bo‘lishi kerak:

1) ma'lum bir oraligda bir soniyagacha aniqlik
bilan skrinshot olish qobiliyati;

2) faol oynani o'zgartirganda ekran tasvirlarini
olish imkoniyati;

3) brauzer yorliqlarini
tasvirlarini olish imkoniyati;
4) jarayon boshlanganda ekran tasvirlarini olish
imkoniyati;

o'zgartirganda ekran

39) 6y10KkMpoBKa 3anucH (aitaoB Ha HAKONMWTENIN Ha
OCHOBaHMH LIM(PPOBBIX OTNEUATKOB, C BO3MOXKHOCTBIO
YKa3aHHUsi HECKOJbKHUX LM(POBBIX OTNEYATKOB B OHOM
npasujie OJIOKUPOBKH;

40) O0KMpoBKa 3anucH (aiaoB Ha HAKOMUTEIN Ha
OCHOBaHWH aHaJIW3a METOK KOH(HUIEHIIHATbHOCTH;

41) BO3MOJKHOCTb YBEAOMJICHHS] KOHEYHOI O
noJib30BaTells NpU OJIOKUPOBKE, C HACTPAUBAEMbBIM TEKCTOM
YBEAOMJICHUS;

42) BO3MOYKHOCTb yBeIOMJIeHHs Oduliepa 6€30MacHOCTH
0 cpaboTraBuieM npasuiie 6JJOKUPOBKH;

43) BO3MOYKHOCTb MOMCKA MO aTpudyTam
3a0JI0KHPOBaHHOM HHPOPMALIUH.

1.3.8 TpeGoBanus K yHKIHH CHUMKOB KpaHa:
Cucrema J1I0JKHA MO3BOJISATH KOHTPOJIMPOBATh AaKTUBHOCTD
pabouero cTona nojap30BaTesst MPHU MOMOLLM CHATUSI CHUMKOB
9KpaHa, ¥ pacrnosaraTh CJIeAyIOLMMH BO3ZMOKHOCTAMM:

1) BO3MOYKHOCTb CHSATHSI CKPUHIIIOTOB C 33/JaHHBbIM
MHTEPBAJIOM C TOUYHOCTBIO J10 CEKYH/IbI;

2) BO3MOXKHOCTb CHSITHUsl CKPMHLLIOTOB IPU CMEHE
AKTHBHOI'O OKHa;

3) BO3MOJKHOCTb CHSITHUSI CKPMHLLIOTOB [IPU CMEHE
BKJI1aJ1KK Opay3epa;

4) BO3MOKHOCTb CHSITUSI CKDUHLLIOTOB TP 3aImyCKe
npotecca;

5) BO3MOY>KHOCTb CHSITUSI CKPUHLLOTOB 1PU
cpabarbiBaHUM MpaBHJia OJJIOKUPOBKHU;

6) BO3MOJKHOCTb CHSITHSI CKPUHIIIOTOB [PH HAYKaTHH
kjaBuiuM Print Screen;

7) BO3MOKHOCTb OTKJIKOYEHHsI CHATHUS CKPUHLIOTOB MPH
npocToe pabouel CTaHLMH.

8) BO3MOXXHOCTb HACTPOMKH KayeCTBa CKPUHIIOTOB, B
TOM YMCJIe COXpaHEeHHsl B yepHo-6enom dopmare;

9) BO3MOYKHOCTb HAaCTPOWKH pazMepa CKPUHLIOTOB (B
MPOLICHTAaX OT OPUTHHAJIA);

10) BO3MOXKHOCTb HACTPOWKH (hopMaTa CKPUHILIOTOB
(JPEG, PNG);

The system should allow you to monitor the user's
desktop activity by taking screenshots, and have the
following features:

1) the ability to take screenshots at a given
interval with an accuracy of up to a second;

2) the ability to take screenshots when
changing the active window;

3) the ability to take screenshots when
changing the browser tab;

4) the ability to take screenshots when starting
the process;

S) the ability to take screenshots when the
blocking rule is triggered.

6) the ability to take screenshots by pressing
the Print Screen key;

7) ability to disable taking screenshots when
the workstation is idle.

8) the ability to adjust the quality of
screenshots, including saving in black and white
format;

9) the ability to adjust the size of screenshots
(as a percentage of the original);

10) ability to customize the format of
screenshots (JPEG, PNG);

11) save a special mark if it is impossible to
take a screenshot (the user's session is disabled,
blocked, etc.);

12) saving information about the active process
at the time of taking the screenshot;

13) saving information about the active browser
tab at the time of taking the screenshot;

14) the ability to disable taking sc screefisho
when visiting specified sites in the browser; -
15) the ability to take screensﬁotszonly for th,f.;
specified active processes;
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S) blokirovka qoidasi ishga tushirilganda
skrinshot olish imkoniyati;

6) Chop etish tugmachasini bosganingizda ekran
tasvirlarini olish qobiliyati Ekran ;

7) ish stantsiyasi ishlamay qolganda skrinshot
olishni o'chirish imkoniyati.

8) skrinshotlar sifatini sozlash, shu jumladan
qora va oq formatda saqlash imkoniyati;

9) skrinshotlar hajmini sozlash qobiliyati (asl

nusxadan foiz sifatida);

10) skrinshot formatini sozlash qobiliyati (JPEG,
PNG);

11) skrinshotni olishning iloji bo'lmasa, maxsus
belgini saqglash (foydalanuvchi seansi o'chirilgan,
bloklangan va hk);

12) skrinshotni  olish  vaqtida
haqidagi ma'lumotlarni saqlash;

13) skrinshot olingan vaqtda faol brauzer yorlig'i
haqidagi ma'lumotlarni saqlash;

faol jarayon

14) brauzerda ko'rsatilgan saytlarga tashrif
buyurganingizda skrinshotlarni olishni o'chirish
imkoniyati;

15) fagat belgilangan faol jarayonlar uchun

skrinshot olish imkoniyati;

16) strukturaviy elementlarning interaktivligini
qo'llab-quvvatlash va veb-brauzer orqali ushlangan
ma'lumotlarni ko'rish imkoniyati bilan skrinshotlarni
tashqi HTML fayliga eksport qilish imkoniyati;

17) individual foydalanuvchining skrinshotlarini
bir kun davomida (yoki tanlangan vaqt oralig'ida)
grafik fayllar to'plami sifatida yoki bitta PDF yoki
video faylga birlashtirilgan holda saqlash imkoniyati.
18) kompyuter  foydalanuvchisi ~ tomonidan
skrinshotlar ~ olishni  bloklash  (  PrintScreen
tugmachasini bosish orqali ham , uchinchi tomon
vositalaridan foydalanganda ham)

11) COXpaHeHHe CNeLHaIbHOM OTMETKH B Cilyyae
HEBO3MOYXKHOCTH CHSITHSI CKPUHILIOTA (CeccHs T0JIb30BaTes
OTKJIKOYEHa, 3a0JIOKMpPOBaHa U T.I1.);

12) coxpaHeHue HHhopMalMK 00 aKTHBHOM Mpolecce B
MOMEHT CHSITHSl CKPMHLIOTA;

13) coxpaHeHue HHpopmaLnu 00 aKTHBHOW BKJIa1Ke
Opay3epa B MOMEHT CHSATHSI CKPUHILOTA;

14) BO3MOJKHOCTb OTKJIFOYEHHS CHATHS CKPUHLLOTOB IpH
NOCELIEHUH 3a/1aHHbIX CalTOB B Opaysepe;

15) BO3MOJKHOCTb CHSITHUSI CKPUHLIOTOB TOJILKO /115l
3a/1aHHBIX AaKTUBHBIX MPOLIECCOB;

16) BO3MOJKHOCTb 9KCIIOPTA CKPUHLIOTOB BO BHEIIHHH
HTML — ¢aiin ¢ noniepxkoil MHHTEPaKTUBHOCTH
CTPYKTYPHbIX 3JIEMEHTOB U AOCTYIIOM K IPOCMOTPY
nepexBayeHHbIX JaHHbIX yepe3 BeO-Opaysep;

17) BO3MOKHOCTb COXPAHEHHsI CKPUHLIOTOB OTAEJIbHOIO
Mosib30BaTelisl 3a IeHb (WM 3a BbIOpPaHHBIH BPEMEHHOM
MHTEpBaj) B Buje Habopa rpaduueckux dainos, 1160
o0beauHeHHbIX B 01uH PDF- unu Buneodaiin.

18) 6JIOKMPOBKA CHATHUSI CKPUHLIOTOB nosibzoparenem I1K
(kak nmo Ha)kaTvio kiaBuiM PrintScreen, Tak v rnpu
MCI0JIb30BAaHUHM CTOPOHHMX CPEJICTB)

1.3.9 TpeGoBanust K yHKIHH BHACOMOHHTOPHHIA:
CucreMa 10JKHA MO3BOJIATh KOHTPOJIUPOBATh AKTUBHOCTD
NoJIb30BaTelIs NPU MOMOLIM CHATHS BUAEO paboyero crona, a
TaKKe BUJEO ¢ BeO-Kamepbl, U pacnosiaraTh cjeayolnUMH
BO3MOKHOCTSIMHU:

1) MOJAKJIIOYEHUE K MOHUTOPY KOMIIbIOTEPA
MoJIb30BaTEJIs U MPOCMOTP BUAEO paboyero cTojia B pexxume
peaslbHOro BpeMEHH;

2) MOHUTOPHHI pabOYMX CTOJOB HECKOJbKHUX
NnoJib30BaTes1ei OTHOBPEMEHHO;

3) BO3MO’KHOCTb BBIBO/Ia OKHA MPOCMOTpaA Ha
OTAENbHBIA OKpaH;

4) aBTOMAaTHYeCKasi 3alIMCh BUIEOU300parkeHHs
pabouero cToja ¥ BU/IEO C MOAKIIOUEHHON BeO-KaMephl 10
PAacMNUCaHHUIO;

structural elements and access to viewing
intercepted data via a web browser;

17) the ability to save screenshots of an
individual user for a day (or for a selected time
interval) as a set of graphic files, or combined into a
single PDF or video file.

18) blocking of taking screenshots by the PC
user (both by pressing the PrintScreen key and by
using third-party tools)

1.3.9 Requirements for the video monitoring
function:

The system should allow you to monitor user
activity by taking desktop videos, as well as
webcam videos, and have the following features:

1) connecting to the user's computer monitor
and viewing desktop video in real time;

2) monitoring the desktops of several users
simultaneously;

3) the ability to display the viewport on a
separate screen;

4) automatic recording of desktop video and

video from the connected webcam on a scheduled
basis;

S) record desktop video manually;

6) ability to adjust the recording quality;

7) the ability to record both video in color and
in black and white format;

8) ability to save records of several users

simultaneously;
9) the ability to play the recording file using
the system and in any of the media players.
1.3.10 Requirements for the audio monitoring
function:

The system should be able to
by recording audio from the
coming to the workstation spj
have the following capabilitig
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1.3.9 Video monitoring funktsiyasiga qo'yiladigan
talablar:

Tizim ish stoli videosini, shuningdek veb-kameradan
videoni yozib olish orgali foydalanuvchi faoliyatini
kuzatish imkonini berishi va quyidagi imkoniyatlarga
ega bo‘lishi kerak:

1) fovdalanuvchining kompyuter monitoriga
ulanish va ish stoli videosini real vaqtda ko'rish;

2) bir vaqgtning o'zida bir nechta
foydalanuvchilarning ish stollarini kuzatish;

3) ko'rish oynasini alohida ekranda ko'rsatish
imkoniyati;

4) jadvalga muvofiq ulangan veb-kameradan ish
stoli video va videoni avtomatik yozib olish;

S) ish stoli videosini qo'lda yozib oling;

6) yozish sifatini sozlash qobiliyati;

7) rangli yoki og-qora formatda video yozish
imkoniyati;

8) bir vaqtning o'zida bir nechta
foydalanuvchilarning yozuvlarini saglash imkoniyati;
9) tizim yordamida va istalgan media pleerda

yozib olish faylini o'ynash imkoniyati.

1.3.10 Ovozni kuzatish funksiyasiga qo'yiladigan
talablar :

Tizim mikrofondan ovoz yozish va ish stansiyasi
karnaylariga audio chiqish orqali foydalanuvchi
faoliyatini kuzatishi va quyidagi imkoniyatlarga ega
bo‘lishi kerak:

1) real vaqtda audio ogimni tinglash imkoniyati
bilan boshqariladigan ish stantsiyalarining
mikrofonlariga ulanish;

2) bir vaqtning o'zida bir
foydalanuvchilarning mikrofonlarini tinglash;
3) mikrofondan keladigan audio oqimni va
kompyuterning tizim tovushlarini jadvalga muvofiq
avtomatik yozib olish;

4) qo'lda yozib olish;

nechta

5) 3amMch BUEO paboyero crosa Bpy4YHyIo;

6) BO3MOYKHOCTb HAaCTPOMKH KaueCcTBa 3alUCH;

7) BO3MOKHOCTb KaK 3alMCH BUJEO B LIBETHOM, TaK U B
yepHo-Oesiom dopmare;

8) BO3MOKHOCTb COXPAHEHUS! 3aITUCEN HECKOJIbKHX
noJib30BaTes el OJHOBPEMEHHO;

9) BO3MOKHOCTbH BOCIpOM3BeieHHs daiina 3anucu

Cpe/ICTBAMM CHCTEMbI M B JIIOOOM M3 MEMaNpOMIpbiBaTEIICH.
1.3.10 Tpe6oBanust K QYHKUHH AyIHOMOHUTOPHHIA:
CucreMa J0/DKHA MO3BOJIATH KOHTPOJIMPOBATH aKTUBHOCTH
M0J1b30BaTEA PU MOMOIIHK 3aMTMCH aYJHO C MUKPO(hOHa
ay/Mo, NOCTyNalouero Ha IMHAMUKH paboyeil CTaHLIMK, H
pacnonaraTh CleAyOWUWMH BO3MOKHOCTAMU:

1) NOJKIIIOYEHHE K MUKPO(OHAM KOHTPOJIHPYEMbIX
paboumnx CTAHLMHI C BO3MOKHOCTBLIO NMPOCITY LUIMBAHU S
ay/IMONOTOKA B PEKHUME PEATIbHOIO BPEMEHH;

2) NpOC/yIIMBAHHE MUKPO(OHOB HECKOJIbKHX
noJib30BaTes el OJHOBPEMEHHO;
3) aBTOMaTHueCKas 3alUCh MOCTYNAarOUIEro ¢

MHUKpO(OHA ayIHONOTOKA U CUCTEMHBIX 3BYKOB KOMIIbIOTEpa
M0 pacruCcaHuIo;

4) 3anucCh BPYUYHYIO;

5) BO3MOKHOCTb COXPAHEHMs 3aITMCEH HECKOJIbKHX
noJb30BaTesie 0IHOBPEMEHHO;

6) BO3MOXKHOCTb BOCTIpOM3BeeHUs (aiiia 3anucu
Cpe/ICTBAMH CHCTEMbI U B JIIOOOM M3 MEMANpPOUIpbIBaTENICH.
7) 0TOOpakeHHE 3BYKOBOH JOPOIKKH B 3alTHCAHHOM

BU/1€0-, Ay AHOpSAC

1.3.11 TpeGoBanusi K MOHHTOPHHIY 0JIb30BATE/ILCKOM
AKTHBHOCTH:

Cucrema J0JIKHA MO3BOISATH KOHTPOJUPOBATh AKTHBHOCTh
noJib30Baresis Ha paboyeM MecTe W pacroJjararb
CJEAYIOIMMH BO3MOXKHOCTSIMM:

1) Be/ICHUE CTATUCTUKHU MO aKTUBHOMY BpEeMEHH paboThI
¥ poCTOs (OTCYTCTBUS JEUCTBHUH MOJIB30BATEs) C
BO3MO>KHOCTBIO HACTPOHKH MEPHUO/A OTCYTCTBUS AKTHBHOCTH
JI0 HayaJia rnpocTos;

1) connection to microphones of controlled
workstations with the ability to listen to the audio
stream in real time;

2) listening to microphones of several users at
the same time;
3) automatic recording of the audio stream

coming from the microphone and system sounds of
the computer according to a schedule;

4) manual recording;

S) ability to save records of several users
simultaneously;

6) the ability to play the recording file using
the system and in any of the media players.

7) display the audio track in the recorded
video or audio sequence

1.3.11 Requirements for monitoring user
activity:

The system should allow monitoring user activity at
the workplace and have the following capabilities:
1) maintaining statistics on active working
hours and downtime (absence of user actions) with
the ability to configure the period of inactivity
before the start of downtime;

2) maintaining statistics on the user's working
time in applications with the representation of the
collected information, while taking into account not
all the application's working time, but the user's
working time in the active window.

3) excluding individual processes from
monitoring;
4) the ability to automatlcally analyze the

collected statistics to 1dent1fy ce
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5) bir vaqtning o'zida bir nechta
foydalanuvchilarning yozuvlarini saqlash imkoniyati;
6) tizim yordamida va istalgan media pleerda
yozib olish faylini o'ynash imkoniyati.

7) audio trekni yozib olingan video va audio
ketma-ketlikda ko'rsatish

1.3.11 Foydalanuvchi faoliyatini monitoring qilish
uchun talablar:

Tizim foydalanuvchining ish joyidagi faoliyatini
kuzatish imkonini berishi va quyidagi imkoniyatlarga
ega bo‘lishi kerak:

1) faol ish vaqti va ishlamay qolish vaqti
(foydalanuvchi harakatlarining yo'qligi) bo'yicha
statistik ~ ma'lumotlarni  to'xtatilishdan  oldin
harakatsizlik davrini sozlash imkoniyati bilan
yuritish;

2) to'plangan ma'lumotlarni tagdim etgan holda
ilovalarda foydalanuvchining ish vaqti statistikasini
yuritish, bunda ilovaning barcha ish vaqtini emas,
balki foydalanuvchining faol oynadagi ish vaqtini
hisobga olish;

3) alohida jarayonlarni monitoringdan chiqarib
tashlash;

4) ma'lum  hodisalarni  aniglash  (masalan,
ruxsatsiz ilovalarni ishga tushirish) uchun to'plangan
statistik ma'lumotlarni avtomatik ravishda tahlil qilish
gobiliyati , foydalanuvchining muayyan ilovalar bilan
ishlash muddatini va kompyuterning ishlash muddati
/ ishlamay qolish muddatini nazorat gilish - mas'ul
shaxsga tegishli bildirishnoma yuborish bilan. shaxs;
5) individual ilovalarni  ishga tushirishni
bloklash imkoniyati;

6) individual foydalanuvchi yoki bir nechta
foydalanuvchilar uchun tanlangan vaqt oralig'ida
faoliyat (foydalanuvchining shaxsiy kompyuterdagi
faoliyati, dastur faoliyati, voqealar xronologiyasi)
bo'yicha alohida hisobotlarni saqlash imkoniyati.

2) BEJEHMUE CTATUCTHKH MO BPEMEHU paboThI
NOJIb30BaTelIs B NPHIOKCHUSX C MPEJICTABICHUEM
cobpaHHOM HH(OpPMALIMK, IPH ITOM YUHTHIBAETCS MPH 3TOM
YUMTBIBAETCS HE BCE BpeMsi paboThl MPUIIOXKEHUs, @ BpeMs
paboThl 110Jb30BATENIS B AKTUBHOM OKHE;

3) WUCKJTFOUEHHME OT/1e/IbHBIX MPOLECCOB M3
MOHHMTOPHHTA;
4) BO3MOKHOCTh aBTOMAaTHYECKOr0o aHajln3a coOpaHHOM

CTATMCTHKH JUIS BbISIBJICHUSI ONPE/IeJIEHHbIX COOBITHH
(Hanpumep, 3ayCcK HeCAHKLIMOHUPOBAHHBIX MPUIIOKEHHH),
KOHTPOJ/Isi JUTUTEJIBHOCTH paboThl MOJIb30BATElIEH C
KOHKPETHbIMH MPUIIOKEHUAMH U JUIMTETBHOCTH NEPHOI0B
paboThl/NPOCTOSi KOMIbIOTEPA — C OTMPABKOM
COOTBETCTBYIOLIETO YBEOMIIEHUS! OTBETCTBEHHOMY JIMLLY;

5) BO3MOKHOCTH OJJIOKMPOBKH 3aITyCKa OTAEJIbHbIX
NPUJIOKEHHH;
6) BO3MOKHOCTh COXPAaHEHHsI OTJCJIbHBIX OTYETOB T10

aKTUBHOCTH (aKTUBHOCTBH nojib3oBatens 3a I1K, aktTuBHOCTB
MPUIOKEHUH, XPOHOJIOTHsi COOBITHI) 3a BBIOpaHHBIH
BPEMEHHON MHTEpPBAJI I1s OTAEIBHOIO MOJIL30BATEIIS U
HECKOJIbKMX MOJIb30BaTENEH.

7) aBTOMaTHYeCcKas KaTeropu3alus BpEMEHH,
NPOBE/ICHHOTO B PA3/IMUHbIX MPUJIOKEHHUAX, HA
NPOYKTUBHOE, HEMPOAYKTHUBHOE M HEWTpaJIbHOE

1.3.12 TpeGoBaHusi K MOHHTOPHHTY Opay3ep AKTHBHOCTH:
MoHUTOpUHT Opay3ep aKTUBHOCTH JIOJDKEH MO3BOJISATL BECTH
KOMILJIEKCHYIO CTATUCTUKY MO aKTUBHOCTH KOHTPOJIMPYEMbIX
noab3oBartesieil B ciaeayroiux opaysepax: Internet Explorer,
Google Chrome, Mozilla Firefox, Opera, Tor, Yandex
6pay3ep, Rambler, Amigo, Chromium, Microsoft Edge u
pacroJiarath CjeayoUHMH BO3MOKHOCTIMH:

1) KOHTPOJIb BPEMEHHU MOCeleHUs BeO-CalToB ¢
MOMOILLIO Opay3epa, MpU 3TOM YUHUTHIBAETCS TOJIBKO Bpems
paboThbl Ha aKTUBHOM BKJIaJIKe, QUKCHUPYIOTCS MEPEXOIbI
MeXy CTpaHULAMU BeO-CaiiTOB M BEAETCS KOMIUICKCHAs!
CTaTHCTHKA BPEMEHHM, POBE/ICHHOTrO Ha Pa3IMyHbIX BeO-
pecypcax;

corresponding notification to the responsible
person;

5) the ability to block the launch of individual
applications;

6) the ability to save individual activity reports
(user activity on the PC, application activity, event
history) for the selected time interval for an
individual user or several users.

7) automatic categorization of time spent in
various apps into productive, unproductive, and
neutral

1.3.12 Requirements for monitoring Internet
activity:

Browser activity monitoring should allow you to
keep comprehensive statistics on the activity of
monitored users in the following browsers: Internet
Explorer, Google Chrome, Mozilla Firefox, Opera,
Tor, Yandex Browser, Rambler, Amigo,
Chromium, Microsoft Edge and have the following
features:

1) monitoring the time of visiting websites
using a browser, taking into account only the
working time on the active tab, recording
transitions between pages of websites and
maintaining comprehensive statistics of time spent
on various web resources;

2) the ability to configure the exclusion of
individual sites from the browser activity
monitoring process;

3) the ability to save various types of reports
on browser activity (rating of sites vi -
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7) turli ilovalarda sarflangan vaqtni avtomatik
ravishda samarali, samarasiz va neytralga ajratish
1.3.12 Brauzer faoliyatini monitoring qilish uchun
talablar:

Brauzer faoliyati monitoringi quyidagi brauzerlarda
kuzatilayotgan foydalanuvchilarning faoliyati

to‘g risida toliq statistik ma’lumotlarni olish
imkonini berishi kerak: Internet Explorer , Google
Chrome , Mozilla Firefox , Opera , Tor , Yandex
brauzeri, Rambler , Amigo , Chromium , Microsoft
Edge va quyidagi imkoniyatlarga ega:

1) brauzer yordamida veb-saytlarga tashrif
buyurish vaqtini kuzatish, faqat faol yorligda
o'tkaziladigan vaqtni hisobga olgan holda, veb-sayt
sahifalari orasidagi o'tishlarni qayd etish va turli veb-
resurslarga sarflangan vaqtning to'liq statistikasini
yuritish;

2) brauzer  faoliyatini  monitoring  qilish
jarayonidan alohida saytlarni istisno gilishni sozlash
imkoniyati;

3) individual foydalanuvchi yoki bir nechta
foydalanuvchilar ~ uchun  PDF-fayl ko'rinishida

tanlangan vaqt oralig'ida brauzer faoliyati to'g'risidagi
har xil turdagi hisobotlarni (kuniga tashrif buyurilgan
saytlar reytingi, voqealar xronologiyasi) saqlash
imkoniyati.

4) foydalanuvchining  brauzerdagi  faollik
vaqtiga qarab ma'lum miqgdoriy ko'rsatkichlarga
erishilganda avtomatik bildirishnomalarni sozlash
imkoniyati (masalan, "Foydalanuvchining brauzer
orqali ma'lum bir saytda o'tkazgan vaqti kuniga 1
soatdan oshdi" va boshqalar);

5) turli saytlarda sarflangan vaqtni samarali,
samarasiz va neytralga avtomatik toifalash

2) BO3MOKHOCTb HACTPOMKU MCKJIFOYEHUS OT/I€JIbHbIX
CalTOB M3 Npollecca MOHUTOPUHIa Opay3ep aKTHBHOCTH;
3) BO3MOKHOCTb COXPAHEHHs Pa3IMUYHbIX THIIOB

0TYETOB O Opay3ep-aKTUBHOCTH (PEUTHHT MOCEIIEHHbBIX
CalTOB 3a /ieHb, XPOHOJIOIUst COOBITHIT) 32 BEIOpaHHbIH
BPEMEHHON UHTEpBa JUTs OT/ICJBHOIO MOJIb30BATENS UITH /1151
HEeCKOJIbKMX noJib3oBaresel B Buae PDF-daiina.

4) BO3MOKHOCTb HACTPOMKHU aBTOMAaTHYECKUX
YBEJOMJIEHUI O JOCTHIXKEHUU ONpeaeSIEHHBIX
KOJIMYECTBEHHBIX MOKa3aTesiel Mo BpeMeHH aKTHBHOCTH
nosb3oaresis B Opaysepe (Hanpumep, «Bpems npeObiBanus
NOJb30BaTE s HAa ONPEe/IEHHOM caiiTe uepes Opaysep
NpeBbICKIIO | Yac 3a IeHb» U T.11.);

S5) aBTOMAaTHYECKasl KaTeropu3auusi BpEMEHH,
NPOBEJEHHOrO Ha PAa3IMYHBIX CaiiTax, Ha NPOJLYKTHBHOE,
HEeNpOAYKTUBHOE U HEUTpaJIbHOE

1.3.13 TpeboBanus K KOHTPO.IIO Oydepa odbmena:
Cucrema 10J15KHa NO3BOJIATH KOHTPOJIMPOBATH
MCNOJIb30BaHKE MoJb30BaTesiiMU Oydepa oOmMeHa, U
pacnonarath cjieyIOUMMHU BO3MOKHOCTSIMM:

1) TEHEeBOE KOMMpOBaHUe rnomeraemoii B 0ydep oomeHa
TEKCTOBOW MH(OpMaLIMK ¢ PpUKCALMel NPUIIOKEHHS, U3
KOTOpOro JlaHHas uHdopmauus Obuia nomenieHa B Oydep
oOMeHa, U BpeMeHH COOBITHS;

2) ayuT (aiinos, nomeraembix B Oydep obmeHa;

3) TEHEBOE KOMUPOBAaHHE rpad)uyecKkoro coepKUuMoro
nomeuaemoro B Oydep obmeHa;

4) TEHEeBOE KONMUpOBaHUE (GaisioB, MOMeLIaeMbIX B
Oydep oOmeHa;

5) BO3MOKHOCTb OFPaHUUYCHHUSI MAKCUMAJILHOTO 00beMa
JIlaHHbIX, NepexBaTbiBaeMbIX 13 Oydepa oOMeHa;

6) BO3MOXXHOCTb MCKJIFOYEHHS OT/IEJIbHBIX MPOLIECCOB U3

MOHHUTOpHHra Oydepa odmeHa IGO0 MOHUTOPUHT TOJIBKO
OnpeAeJeHHbIX MPOLECCOB;

7) BO3MOJKHOCTb MCKJIKOUYEHHSI OTAEbHBIX (hailyioB U3
MOHUTOpHHra Oydepa odMeHa THOO MOHUTOPHHT TOJILKO
onpeaesIeHHbIX (HaiioB;

(for example, "The user's time spent on a certain
site through the browser exceeded 1 hour per day" ,
etc.);

5) automatic categorization of time spent on
various sites into productive, unproductive and
neutral

1.3.13 Clipboard control requirements:

The system should allow you to control the use of
the clipboard by users, and have the following
features:

1) shadow copying of text information placed
in the clipboard with fixing the application from
which this information was placed in the clipboard,
and the time of the event;

2) audit of files placed on the clipboard;

3) shadow copying of graphic content placed
on the clipboard;

4) shadow copying of files placed on the
clipboard;

S) the ability to limit the maximum amount of
data intercepted from the clipboard;

6) the ability to exclude individual processes
from clipboard monitoring or monitor only certain
processes;

7) the ability to exclude individual files from
clipboard monitoring or monitor only certain files;
8) automatic detection of certain information
(based on the specified security policies) placed in
the clipboard, with sending a notification to the
person responsible for information security in case
of detection of such information;
9) the ability to block bot
pasting files by content, in acgf
configured security rules. f -
10) the ability to searchffar é’ﬂ'ﬂe{ﬁéﬁf'\;'}? Uy

o
ér
in the clipboard, including u$iBl {enepbafcasatak '3 *
%) UCHUN ////
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1.3.13 Buferni boshqarishga qo'yiladigan
talablar:

Tizim sizga foydalanuvchilarning clipboarddan
qanday foydalanishini nazorat gilish imkonini berishi
va quyidagi imkoniyatlarga ega bo'lishi kerak:

1) buferga joylashtirilgan matnli
ma'lumotlarning  soyali nusxasi, bu ma'lumot
almashish buferiga joylashtirilgan dastur va vogea
sodir bo'lgan vaqtni yozib olish;

2) buferga joylashtirilgan fayllar auditi;

3) buferga joylashtirilgan grafik tarkibni soyali
nusxalash;

4) buferga
nusxalash;

5) clipboarddan ushlab olingan ma'lumotlarning
maksimal miqdorini cheklash imkoniyati;

6) alohida jarayonlarni clipboard
monitoringidan chigarib tashlash yoki fagat ma'lum
Jarayonlarni kuzatish imkoniyati;

7) alohida fayllarni clipboard monitoringidan
chiqarib tashlash yoki faqat ma'lum fayllarni kuzatish
imkoniyati;

8) buferga joylashtirilgan ma'lum ma'lumotlarni
(belgilangan xavfsizlik siyosati asosida) avtomatik
aniqlash, agar bunday ma'lumotlar aniglangan bo'lsa,
axborot xavfsizligi uchun mas'ul shaxsga xabarnoma
yuboriladi;

9) konfiguratsiya qilingan xavfsizlik qoidalariga
muvofiq fayllarni kontent bo'yicha nusxalash va
Jjoylashtirishni bloklash imkoniyati.

10) foydalanuvchilar tomonidan buferga
Joylashtirilgan matnni  qidirish, shu jumladan
shablonlardan foydalanish imkoniyati.

11) almashish buferiga ko'chirilgan ma'lumotlar
va buferdan alohida joylashtirilgan ma'lumotlarni
aniqlashni sozlash imkoniyati;

12) fagat fayllarni, faqat matnni yoki fagat

Jjoylashtirilgan  fayllarni  soyali

8) aBTOMaTHUYECKOE OOHapy)KEHHE OTpe/IeIeHHON
UH(pOpMaLMK (Ha OCHOBAHHMH 3a1aHHBIX MOJIUTHUK
GesonacHocTH), nomeraeMoii B 6ydep obmeHa, ¢ OTNpaBKoii
YBEJIOMIICHHS JIULLY, OTBETCTBEHHOMY 32 HH()OPMALIMOHHYIO
Ge3onacHocThb, B cityuae 0OHapykeHHUs Takoi MHOPMALIMK;
9) BO3MOKHOCTh OJIOKHPOBAHHS KaK KOTIMPOBAHMS, TaK
M BCTaBKH (DaiijIOB MO COAECPIKMMOMY, B COOTBETCTBUH C
HACTPOEHHbIMU NpaBUJIaMH OE30MaCHOCTH.

10) BO3MOJKHOCTb MOMCKA N0 TEKCTY, MOMEIIAEMOMY
nojp3oBarensamMu B Oydep oOMeHa, B TOM Yucie ¢
NPUMEHEHUEM 11a0JIOHOB.

11) BO3MOKHOCTb HACTPOWKH OOHAPYKEHHUS OTAENILHO
MH(OpMaLIMK, CKOMMPOBaHHOM B Gydep obMmeHa, 1
uH(pOpMaLnK, BeTaBiisieMoit 13 Oydepa oOMeHa;

12) BO3MOJKHOCTb HACTPOMKH 0OHapy»xkeHus B Oydepe
obMeHa TobKO (aiioB, TOJILKO TEKCTa JIMOO TONBKO
HU300paKeHH .

1.3.14 TpebGoBauus K KOHTPO.I1I0 BBOJA € KJIABHATYPBI:
Cucrema 10/17KHa MO3BOJIATH KOHTPOJIMPOBATH BBOJL
M0JIb30BaTelIs C KJIABHATYPbl, W PACIofarath CJeayOLIUMH
BO3MOYKHOCTSIMH:

1) perucTpaums HaXkaTUi MoJib30BaTeNieM KJIaBULI Ha
KJIaBuatype ¢ pukcauueii NpuioKeHus, B KOTOPOM
MOJIL30BaTE b BBOAMII IaHHYIO0 MHPOPMALIMIO, U BPEMEHH,
BO3MOXKHOCTb OTOOPaXKEHHUS/CKPBITHS HAXKATHH CITyKEOHBIX
knasuui (Shift, Enter, Backspace u T.11.);

2) BO3MOXKHOCTb MCKJIKOYEHHS NIepexBaTa KJIaBUaTyphbl B
3a1aHHBIX MPUJIOKEHUAX TMOO OCYLIECTBICHHE MepexBarTa
TOJIBKO B OINPEACICHHBIX MPUIOKEHHSX;

3) BO3MOKHOCTb MCKJTIOYEHHs MepexBaTa KJIaBuaTyphl
0 aJipecy aKTHBHOM CTpaHULbI B Opay3epe anbo
OCYLIECTBJIEHHE MEePEXBATa TOJbKO Ha OINpee/IEHHOM
aKTUBHOM cTpaHHLe B Opaysepe;

4) aBTOMAaTHYeCKoe OOHapyKEeHUe OnpeaeSeHHOM
HHbOpMaLMK (Ha OCHOBAHHM 3aaHHBIX MOJUTHK
Ge30nacHOCTH), BBOAMMOM MOJIb30BaTENIEM C MOMOLLBIO
KJIaBUATYpbl, C OTINPABKON yBEJOMIICHHS JIHLLY,

1) the ability to configure detection separately
of information copied to the clipboard and
information pasted from the clipboard;

12) the ability to configure the detection of only
files, only text, or only images in the clipboard.
1.3.14 Keyboard input control requirements:
The system should allow you to control user input
from the keyboard, and have the following features:
1) registration of user keystrokes on the
keyboard with fixing the application in which the
user entered this information, and time, the ability
to display/hide service keystrokes (Shift, Enter,
Backspace, etc.);

2) the ability to exclude keyboard interception
in specified applications or perform interception
only in certain applications;

3) the possibility of excluding keyboard
interception at the address of the active page in the
browser, or performing interception only on a
specific active page in the browser;

4) automatic detection of certain information
(based on the specified security policies) entered by
the user using the keyboard, with sending a
notification to the person responsible for
information security in case of detection of such
information;

5) the ability to search for text entered by
users from the keyboard, including using templates.
1.3.15 File system control requirements:

The system must allow you to control files stored in
the workstation's file system and have the following
capabilities:

1) automatic scanning of fi
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clipboarddagi rasmlarni sozlash
imkoniyati.

1.3.14 Klaviaturadan Kiritishni boshqarishga
qo'yiladigan talablar:

Tizim klaviaturadan foydalanuvchi kiritishini
boshgarish imkonini berishi va quyidagi
imkoniyatlarga ega bo‘lishi kerak:

1) foydalanuvchi ushbu ma'lumotni va vaqtni
kiritgan ilovani yozib olish bilan klaviaturada
foydalanuvchi tomonidan klaviatura bosishlarini
ro'yxatdan o'tkazish, xizmat tugmachalarini bosishni
ko'rsatish / yashirish imkoniyati ( Shift , Enter .,
Backspace va boshqalar);

2) belgilangan ilovalarda klaviatura ushlashni
istisno qilish yoki faqat ma'lum ilovalarda ushlashni
amalga oshirish imkoniyati;

3) brauzerdagi faol sahifa manzilida klaviaturani
ushlab turishni istisno qilish yoki faqat brauzerning
ma'lum bir faol sahifasida ushlashni amalga oshirish

aniqlashni

imkoniyati;
4) foydalanuvchi tomonidan klaviatura
yordamida  kiritilgan ~ ma'lum  ma'lumotlarni

(belgilangan xavfsizlik siyosati asosida) avtomatik
aniqlash, agar bunday ma'lumotlar aniglangan bo'lsa,

axborot xavfsizligi uchun mas'ul shaxsga xabarnoma
yuboriladi;
5) foydalanuvchilar tomonidan klaviaturadan

kiritilgan matn bo'yicha, shu jumladan shablonlardan
foydalangan holda gidirish imkoniyati.

1.3.15 Fayl tizimini boshqarishga qo'yiladigan
talablar:

Tizim ish stantsiyasining fayl tizimida saqlangan
fayllarni boshqarishga ruxsat berishi va quyidagi
imkoniyatlarga ega bo'lishi kerak:

1) maxfly maqomga ega bo'lgan yoki axborot
xavfsizligi doirasida qizigish uyg'otadigan hujjatlar
mavjudligi uchun boshgariladigan ish

OTBETCTBEHHOMY 3a MH()OPMALIMOHHYIO 6€30MaCHOCTh, B
cilyyae OOHapyKeHHs Takol HH(pOpMaLKK;

5) BO3MOZKHOCTb MOMCKA MO TEKCTY, BBOJIUMOMY
M0JIb30BATEIISIMU C KJIAaBHATYPbl, B TOM YHCJIE C
NpUMEHEHHEM La0IOHOB.

1.3.15 TpeGoBanus k KOHTPOIIKO aMIOBON CHCTEMBI:
Cucrema 10/1KHA MO3BOJSTH KOHTPOJIMPOBATH (haitiibl,
Xpansimecs B haisioBoi cucteme pabouyeit CTaHLIMK U
pacnoJjiaraTh CJe/1ytOLMMH BOZMOXKHOCTSMH:

1) aBTOMATHYECKOE CKaHUpOBaHUE HaiIOBbIX CHCTEM
KOHTPOJIMPYEMbIX padouMX CTAHLMK Ha MPEJAMET HAJTHYHUS
JOKYMEHTOB, KOTOPbI€ HOCAT CTaTYC KOHPHACHUHATBHBIX
MO MpPEeACTABAIOT HHTEPEC B paMKax obecreyeHus
MH(DOPMALIMOHHOM 6e30NMacHOCTH;

2) dopmupoBatne 6aHKOB KOH(PHIEHIHATIBHBIX
JIOKYMEHTOB, [IOUCK KOTOPBIX JI0JKEH BBIMOJIHATHCS BO
BpeMsi CKaHUPOBAHMS;

3) BO3MOXXHOCTb aBTOMATH4Y€CKOI0 MMIOpTa B HaHK
KOH(HAEHLHAILHBIX 10KYMEHTOB MOJArOTOBJIEHHBIX Xelll-
(dyHKkumit U3 daiinos txt- u csv-popmara;

4) BO3MOKHOCTb BbIOOpa paboumx CTaHUKH U
1noJib30BaTesiel, YbK (aiiioBble cUCTeMbl Oy Iy T
KOHTPOJIMPOBATLCS;

5) rubkas HacTpoiika npaBui Bbibopa (haityioB U nanok,
NOAJIEKALUX aBTOMATHUYECKOM MPOBEpKeE;

6) MCKJIFOYEHHUE U3 CKaHUPOBaHUs (aiyioB
HAaCTPauBaeMoro pa3mepa;

7) BO3MOKHOCTb BbIIMOJIHEHUs] NPOBEPOK (haitoBoi
CHCTEMBI 10 PaCTIUCaHMIO;

8) BO3MO>KHOCTb CO3/1aBaTh WHMBU/1yaJIbHbIE MMOJIUTHKH
KOHTPOJISA 32 COAEPKUMbBIM (PaiiIOBbIX CHCTEM ISt
OTJEJIbHBIX MOJIb30BaTe/Ield U padounX CTAHUHM, B TOM YHCIIE
C MPUMEHEHHEM LAOJIOHOB;

9) BO3MOYKHOCTb ITOMCKa JOKYMEHTOB B (haiiIOBBIX
CHCTEMAaX KOHTPOJIMPYEMbIX pabounX CTaHLKH 1Mo aTpubyTam
baiinoB U 3HaYEHUAM UX Xell-(hyHKLHH.

2) formation of banks of confidential
documents, the search for which should be
performed during scanning;

3) the ability to automatically import prepared
hash functions from txt and csv files to the bank of
confidential documents;

4) the ability to select workstations and users
whose file systems will be monitored;

5) flexible configuration of rules for selecting
files and folders to be automatically checked;

6) exclusion of files of a custom size from
scanning;

7) ability to perform scheduled file system
checks;

8) the ability to create individual policies for

controlling the contents of file systems for
individual users and workstations, including using
templates:

9) the ability to search for documents in the
file systems of controlled workstations by file
attributes and values of their hash functions.

2.1. Requirements for the functionality of the
macOS agent:

The system must support macOS 11 (Big Sur) and
later versions

2.1.1 Requirements for monitoring user activity:
The system should allow monitoring user activity at
the workplace and have the following capabilities:

1) audit of running processes;
2) excluding individual processes from
monitoring;

“thi,,,

2.1.2 Requirements for the ree) cfl
The system should allow yop toymonitor the u§ér ‘
desktop activity by taking ffrénshotseefid havethe
following features:
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stantsiyalarining ~ fayl  tizimlarini  avtomatik
skanerlash;

2) skanerlash vaqgtida izlash amalga oshirilishi
kerak  bo'lgan  maxfiy  hujjatlar  banklarini
shakllantirish;

3) txt va csv fayllaridan tayyorlangan xesh-

funksiyalarni maxfiy hujjatlar bankiga avtomatik
ravishda import gilish imkoniyati ;

4) fayl tizimlari nazorat gilinadigan ish
stantsiyalari va foydalanuvchilarni tanlash
imkoniyati;

S) avtomatik  skanerlash uchun fayl va
papkalarni tanlash qoidalarining moslashuvchan
konfiguratsiyasi;

6) maxsus o'lchamdagi fayllarni skanerlashdan

chiqarib tashlash;

7) jadval bo'yicha fayl tizimini tekshirishni
amalga oshirish imkoniyati;

8) individual foydalanuvchilar ~ va ish
stantsiyalari, shu jumladan shablonlardan foydalanish
uchun fayl tizimlarining mazmunini boshqarish
bo'vicha individual siyosatlarni yaratish qobiliyati;

9) fayl atributlari va ularning xesh funktsiyalari
qiymatlari bo'yicha boshqariladigan ish
stantsiyalarining fayl tizimlarida hujjatlarni qidirish
qobiliyati.

2.1. MacOS agenti funksional talablari :

Tizim MacOS 11 ( Big Sur ) va keyingi versiyalari
2.1.1 Foydalanuvchi faoliyatini monitoring qilish
uchun talablar:

Tizim foydalanuvchining ish joyidagi faoliyatini
kuzatish imkonini berishi va quyidagi imkoniyatlarga
ega bo‘lishi kerak:

1} ishlaydigan jarayonlarning auditi; (optional); o }\ Y
2) alohida jarayonlarni monitoringdan chiqarib | 3. TpeGoBanus k XpaHeHHIO 1 06pabOTKe TaHHBIX: 2) built-in SQLite D inglﬁacdﬁ;ﬁ-ﬂlq =
tashlash; delivery package; R “,’I

2.1. TpeGoBanus K QyHKIHOHAJbHBIM BO3MOKHOCTAM
MacOS-arenra:

Cucrema aomkHa nopaepskusars MacOS 11(Big Sur) u
6oJiee Mo3HUE BEPCHH

2.1.1 TpeGoBaHHS K MOHUTOPHHTY MOJIb30BATENbCKOM
AKTHBHOCTH:

Cucrema 10JKHA TO3BOJISATH KOHTPOJIMPOBATh AKTHBHOCTD
noJsib30BaTelis Ha paboyeM MecTe U pacrosiarath
CIIEAYIOLMMH BO3MOXKHOCTAMM:

1) ayJIUT 3aIyLIeHHBIX MMPOLIECCOB;
2) UCKJTFOUEHHE OT/ICJIbHBIX MPOLIECCOB M3
MOHWUTOPHUHIA;

2.1.2 TpeboBanusi K yHKIHH CHUMKOB 3KpaHa:
CucTema J10JKHA MO3BOJIATH KOHTPOJIMPOBATh AKTHBHOCTh
pabouero cTosa noJib30BaTes NpH MOMOLIHN CHATHSI CHUMKOB
9KpaHa, U pacroyiarathb ey olMMH BO3SMOKHOCTAMHU:

1) BO3MOKHOCTh CHSATHSI CKPUHLLIOTOB € 3a/1JaHHbIM
MWHTEPBAJIOM C TOYHOCTBIO 10 CEKYH/IbI;

2) BO3MOKHOCTh CHATHSI CKDUHILIOTOB MPH 3aITyCKe
npotiecca;

3) BO3MOKHOCTh HACTPOMKH KauecTBa CKPUHILIOTOB, B
TOM uMcCJie COXpaHEHHUs B YepHO-0esioM gopmare;

4) BO3MOKHOCTb HACTPOMKH pazmepa CKpMHILOTOB (B
NPOLIEHTaX OT OPUTHHAJIa);

5) BO3MOKHOCTh HACTPOMKH (popMaTa CKPUHILOTOB
(JPEG, PNQG);

6) COXpaHeHHUe CrelHalbHOM OTMETKH B Clly4yae
HEBO3MOYKHOCTH CHSTHSI CKPUHLIOTA;

7) BO3MOKHOCTh CHSITUSI CKPUHLLIOTOB TOJILKO MPH
3arycke 3aJaHHbIX POLECCOB;

8) BO3MOYKHOCTh COXPaHEHHs! CKPMHLIOTOB OTAEIbHOIr0
MoJIL30BaTENIs 3a IHb (MM 32 BIOpAaHHBIW BPEMEHHOM
uHTepBan) B BUje Habopa rpaduueckux ¢aiinos, 160
o6beuHeHHbIX B oiuH PDF- unu Buaeodaiin.

1) the ability to take screenshots at a given
interval with an accuracy of up to a second;
2) the ability to take screenshots when starting

the process:

3) the ability to adjust the quality of
screenshots, including saving in black and white
format;

4) the ability to adjust the size of screenshots
(as a percentage of the original);

5) the ability to configure the format of
screenshots (JPEG, PNG);

6) save a special mark if you can't take a
screenshot.

7 the ability to take screenshots only when
running the specified processes;

8) the ability to save screenshots of an

individual user for a day (or for a selected time
interval) as a set of graphic files, or combined into a
single PDF or video file.

3. Data storage and processing requirements:

The settings should allow you to connect
information repositories managed by a number of
DBMS systems, manage data in geographically
distributed organizations using data replication,
create rules for saving certain types of data to
specified repositories, and form database rotation
groups.

Data storage and processing should have the
following functionality:

1) the ability to store all data collected by the
system in the DBMS Microsoft S

Oracle, PostgreSQL version 98 and*higher,
MySQL version 5.7.09 an jg’l%eﬁ(_)%}g‘e Sy

\

7 ueynys.




TEXNIK TOPSHIRIQ / TEXHUYECKOE 3AJAHUE / TECHNICAL ASSIGNMENT

2.1.2 Skrinshot funksiyasiga qo'yiladigan
talablar:

Tizim sizga skrinshotlar olish orqali
foydalanuvchining ish stoli faoliyatini kuzatish
imkonini berishi va quyidagi imkoniyatlarga ega
bo‘lishi kerak:

1) ma'lum bir oraligda bir soniyagacha aniqlik
bilan skrinshot olish qobiliyati;

2) jarayon boshlanganda ekran tasvirlarini olish
imkoniyati;

3) skrinshotlar sifatini sozlash, shu jumladan
qora va oq formatda saqlash imkoniyati;

4) skrinshotlar hajmini sozlash qobiliyati (asl
nusxadan foiz sifatida);

5) skrinshot formatini sozlash qobiliyati (JPEG,
PNG);
6) skrinshotni olishning iloji bo'lmasa, maxsus

belgini saqlash;

7) faqat belgilangan jarayonlarni bajarayotganda
skrinshot olish imkoniyati;

8) individual foydalanuvchining skrinshotlarini
bir kun davomida (yoki tanlangan vaqt oralig'ida)
grafik fayllar to'plami sifatida yoki bitta PDF yoki
video faylga birlashtirilgan holda saqlash imkoniyati.

3. Ma'lumotlarni saqlash va qayta ishlashga
qo'yiladigan talablar:

Sozlamalar bir gator ma'lumotlar bazalari tomonidan
boshqgariladigan ma'lumotlar omborlarini ulashga,
ma'lumotlar replikatsiyasidan foydalangan holda
geografik tagsimlangan tashkilotlarda ma'lumotlarni
boshqarishga, ma'lum turdagi ma'lumotlarni
ko'rsatilgan omborlarda saqlash qoidalarini
yaratishga va ma'lumotlar bazasini aylantirish
guruhlarini shakllantirishga imkon berishi kerak.
Ma'lumotlarni saqlash va qayta ishlash quyidagi
funktsiyalarga ega bo'lishi kerak:

HacTpoiiku J1I0/KHBI MO3BOJIATH 1O/IKJIIOYATh XPaHUIIKIIA
uHbopmaumu nox ynpaessenuem paaa CYBJL, ynpasnars
JIAHHBIMU B TEPPUTOPHAIIBHO paciipeleNIeHHbIX
OpraHu3alMsaX MpH MOMOILM PerIMKalUK JaHHbIX, CO3/1aBaTh
NpaBuJia COXPAHEHHS IaHHBIX ONPE/IeIEHHBIX THIOB B
3a/IaHHble XpaHWIHILIA U (OPMHUPOBATHL IPYMNIbI pOTALMK 6a3
JIaHHBIX.

XpaHeHue 1 00paboTKa JaHHBIX J10JDKHA 001a1aTh
ceayoumuM GyHKLMOHAIOM:

1) BO3MOJKHOCTb XPaHEeHMsl BCEX COOMPaeMbIX CUCTEMOM
nausbix B CYBJ] Microsoft SQL Server, Oracle, PostgreSQL
Bepcuu 9.3 u Boiie, MySQL Bepcuu 5.7.09 u Bbiie, SQLite
(Ha BbIOOD);

2) BcTpoeHHass CYBJ] SQLite B kOMIIeKTe MOCTaBKH;
3) XpaHeHHe BCceX MepexBaTbiBAEMbIX IAHHBIX BHE
3aBHCHMOCTH OT cpabaThIBaHUs MOJUTHK 0€30MacHOCTH;

4) nojjiep>kka paboTsl ¢ 6a3aMM JaHHBIX,
PAacIONIOKEHHBIX Ha Pa3HbIX CEpBEPaX;

5) BO3MOXKHOCTb COXpaHeHHst (aiiioB Ha JUCK cepBepa,
a He B 0a3y, ¢ BO3MOXHOCTbIO MCKITFOYEHHSI U3 COXPAHEHUs
Ha McK (haiioB Masoro pasmepa, rnpuy 3ToM B 0a3y AaHHBIX
MOMEIIAITCs OTHOCUTENbHBIE MY TH K (aiiiam;

6) BO3MOIKHOCTb BKJIKOYEHUSI/OTKIIIOUEHHS
pacno3HaBaHUs U300paKEeHUH, eyareld JUis OTAe/IbHbIX a3
JTaHHBIX;

7) BO3MOYKHOCTbh HACTPOWKH JUTMTEIbHOCTH XPaHEHUs
MH(popMauuK B 6a3e TaHHBIX B IpyIINe poTaLuH,

8) BO3MOIKHOCTb OTKJIFOUEHUsI 0a3bl JAHHBIX BPYUHYIO
yepe3 KoHcob aIMUHUCTPATOPA, MPU 3TOM COACPIKMMOE
0a3bl JAHHBIX COXPAHSETCS;

9) BO3MOKHOCTb OYMCTKH COAEPIKUMOro 0asbl JaHHBIX
BpyuHyI0 yepe3 KoHcosib anMuHUCTpaTopa;

10) BO3MOXHOCTb apXMBUPOBaHUs 6a3 JaHHBIX C
MOCJIEAYOLUM MOKITIOYEHHEM K CUCTEME IS
OCYILLIECTBJIEHUS] PETPOCIIEKTUBHOIO IMOMCKA B HUX
KPUTUYHOH MHOpMALIMH;

3) storing all intercepted data regardless of
whether security policies are triggered;

4) support for working with databases located
on different servers;

5) the ability to save files to the server disk,
and not to the database, with the possibility of
excluding small files from saving to disk, while
relative file paths are placed in the database;

6) ability to enable / disable image and print
recognition for individual databases;

7) the ability to configure the duration of
information storage in the database in the rotation
group,

8) the ability to disable the database manually
through the Administrator Console, while the
contents of the database are saved;

9) the ability to clear the database contents
manually through the Administrator Console;

10) the ability to archive databases with
subsequent connection to the system for
retrospective search of critical information in them;
11) possibility of selective deletion of
intercepted information by the user;

12) the ability to combine single databases into
groups that support circular database rotation, while
search operations are performed on all databases in
the group, and data is recorded only in the active
one;

13) the ability to configure several database
rotation conditions: the total amount of data, the
size of the database, the size of search indexes, the
size of files on disk, the time interva

o
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1) tizim tomonidan  to'plangan barcha
ma'lumotlarni DBMSda saqlash imkoniyati Microsoft
SQL Server , Oracle , PostgreSQL 9.3 va undan
yuqori versiyalari, MySQL 5.7.09 va undan yuqori
versiyalari, SQLite (ixtiyoriy);

2) paketga kiritilgan o'rnatilgan SQLite DBMS ;
3) xavfsizlik siyosatini ishga tushirishdan qat'i
nazar, barcha ushlangan ma'lumotlarni saqlash;

4) turli serverlarda joylashgan ma'lumotlar
bazalari bilan ishlashni qo'llab-quvvatlash;

5) fayllarni ma'lumotlar bazasida emas, balki
server diskida saqlash imkoniyati, kichik fayllarni
diskda saqlashdan istisno qilish imkoniyati, fayllarga

nisbatan nisbiy yo'llar ma'lumotlar bazasiga
joylashtirilgan;
6) individual ma'lumotlar bazalari uchun rasm

va muhrni aniqlashni yoqish/o'chirish imkoniyati ;

7) aylanish guruhida ma'lumotlar bazasida
ma'lumotlarni saqlash muddatini sozlash qobiliyati,
8) ma'lumotlar bazasi tarkibi saqlanib qolgan
holda ma'lumotlar bazasini Administrator konsoli
orqali qo'lda o'chirish imkoniyati;

9) Administrator konsoli orqali ma'lumotlar
bazasi tarkibini qo'lda tozalash imkoniyati;
10) ma'lumotlar  bazalarini  arxivlash  va

keyinchalik  ulardagi ~ muhim  ma'lumotlarni
retrospektiv qidirishni amalga oshirish uchun tizimga
ulanish imkoniyati;

11) foydalanuvchi ushlangan ma'lumotni tanlab
o'chirish imkoniyati;

12) yagona ma'lumotlar bazalarini ma'lumotlar
bazasini dumaloq aylantirishni qo'llab-
quvvatlaydigan guruhlarga birlashtirish imkoniyati,
qidiruv operatsiyalari guruhdagi barcha ma'lumotlar
bazalarida amalga oshiriladi va ma'lumotlarni yozish
faqat faol bo'lganida sodir bo'ladi;

13) ma'lumotlar bazasini aylantirish uchun bir

11) BO3MOKHOCTb BLIOOPOUYHOTO y1aJIeHUS
10J1b30BaTEIEM NepexBaueHHON HHOpMaLUH;

12) BO3MOKHOCTb OOBEIMHATE OJJMHOUYHBIE Oa3bl JAHHBIX
B FPYMNIbI, MO/UIEPKUBAIOLINE KOJBLEBYIO poTaLmio 6a3, npu
9TOM [OMCKOBBIC ONEPALIMHU BBINOJIHSIOTCS MO BceM 0azam
JIAHHBIX B IPYIIe, a 3aMUCh IaHHBIX MPOUCXOINT TOJILKO B
AKTHBHYIO;

13) BO3MOKHOCTb HACTPOMKH HECKOJIbKHUX YCJIOBHH
poTaumu 6a3 JaHHbIX: 00UIMI 00BEM NaHHbIX, pazmep 0asbl
JIAHHBIX, pa3Mep MOUCKOBBIX HHAEKCOB, pazmep ¢aiioB Ha
JIMCKE, BpEMEHHON MHTEPBaJ, KOJTMUECTBO 3aMTUCEH, MPH ITOM
3arycK rnpouecca poTaldi MOXKeT ObITh HACTPOEH Ha
Orpe/ie/IeHHbIH BPEMEHHOM MPOMEXKYTOK;

14) BO3MO>KHOCTb HACTPOUTH BbIITOJIHEHUE CKPUIITOB J10
HayaJla npoLecca poTalMH, MOce 3aBepLUEHHUs POTALMH, U
NpH OLIKUOKE pOTALMH, NIPH ITOM TMOJLAEP>KUBAIOTCS
BeinojHenue cmd, PowerShell, Script Host, Python
CKPMIITOB;

15) BO3MOKHOCTb OaJTaHCUPOBKH HArpy3KkH Io JIByM H
Oonee rpynnam 0a3 JaHHBIX JIMOO 0a3aM JaHHBIX COTJIACHO
anroputmy "round robin": Bce nocTynaroume B CHCTEMY
JIAHHbIE 3aMUCHIBAIOTCS B 06a3bl JaHHBIX MOOYEPE/IHO;

16) nojiep kka pexkuma napasuiesibHoi 06paboTku
JIaHHbIX, NIEPEXBAUYEHHbIX 10 pa3IMUHbIM KaHajlaM repeayu
MH(OPMaLIMK, YTO MO3BOJISET MOBBICHTD
NPOU3BOAUTEILHOCTb CUCTEMBI IPH BbIMOJIHEHWH OnepaLmid
OOHOBJICHMS, y/IalleHHUs U IOMCKA JaHHbIX;

17) BO3MO>KHOCTb HACTPOMKH MPaBUJI 3aNUCH JIaHHbIX B
0a3bl JaHHBIX U TPYNIbI POTALIMK JISl PEryJIsSLIMU, B KaKoe
XPpaHWJIHILE 3aMUChIBaTh HHPOPMALIMIO B 3aBUCUMOCTH OT
4acoOBOrO M05Ca JAHHBIX, TUIA JAHHbIX, MICTOYHHKA JIAHHbIX,
BXOX/IEHHs MOJIb30BATENS UJIM KOMIIBIOTEpA B IOMEH WU
moboi AD-koHtelHep no ero umenu, SID unu GUID, IP-
azipeca U pyroi arpuOyTHOM HHGOpMaLMH;

18) BO3MO>XHOCTb aBTOMAaTHYECKOH peIuIMKaLuU
MOCTYMAKOLIMUX JAHHBIX U3 JIOYEPHUX KOHTPOJIMPYEMbIX CETeH

while the execution of cmd, PowerShell, Script
Host, and Python scripts is supported;

15) the possibility of load balancing across two
or more groups of databases or databases according
to the "round robin" algorithm: all data entering the
system is written to the databases in turn;

16) support for parallel processing of data
intercepted via various data transmission channels,
which allows you to increase system performance
when performing data update, delete, and search
operations;

17) ability to configure rules for writing data to
databases and rotation groups to regulate which
storage to write information to depending on the
data time zone, data type, data source, user or
computer entry into a domain or any AD container
by its name, SID or GUID, IP address and other
attribute information;

18) the ability to automatically replicate
incoming data from child controlled networks or
offices to higher-level servers in geographically
distributed organizational structures;

19) protection against incorrect replication
settings when data is returned to the replication
server and then replicated again;

20) the ability to redirect incoming data from
child controlled networks or offices to higher-level
servers;

21) ability to configure a schedule for data
replication;
22) the ability to store a data replication queue

on disk to ensure the safety and in
replicated data in the event of a 7 '
23) when the replication q
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nechta shartlarni sozlash gobiliyati: ma'lumotlarning
umumiy hajmi, ma'lumotlar bazasi hajmi, gidiruv
indekslarining o'lchami, diskdagi fayllar hajmi, vagqt
oralig'i, yozuvlar soni, bunda aylanish jarayonining
boshlanishi ma'lum vagqtga sozlanishi mumkin. davr;
14) aylanish  jarayoni boshlanishidan oldin,
aylanish tugagandan so'ng va aylanish xatosi bo'lsa,
emd . PowerShell , skript bajarilishini qo'llab-
quvvatlagan holda skriptlarning bajarilishini sozlash
qobiliyati Xost , Python skriptlari;

15) dumaloq " algoritmga muvofig ma'lumotlar
bazalari yoki ma'lumotlar bazalarining ikki yoki
undan ortiq guruhlari bo'ylab balansni yuklash

qobiliyati robin ": tizimga kiradigan barcha
ma'lumotlar  ma'lumotlar  bazalariga  birma-bir
yoziladi;

16) turli xil axborot uzatish kanallari orqali

ushlangan ma'lumotlarni parallel qayta ishlashni
qo'llab-quvvatlash, bu ma'lumotlarni  yangilash,
o'chirish va qidirish operatsiyalarini bajarishda tizim
ish faoliyatini yaxshilaydi;

17) ma'lumotlarning vaqt zonasi, ma'lumotlar
turi, ma'lumotlar manbai, foydalanuvchi yoki
kompyuter domenda yoki har qanday AD

konteynerida bo'ladimi-yo'qligiga qarab ma'lumotni
saqlashni tartibga solish uchun ma'lumotlar bazalari
va aylanish guruhlariga ma'lumotlarni  yozish
qoidalarini sozlash qobiliyati. ism, SID yoki GUID, IP
manzillar va boshqa atribut ma'lumotlari;

18) boshqariladigan yordamchi tarmogqlar yoki
ofislardan  kelayotgan ~ma'lumotlarni  geografik
Jihatdan tagsimlangan tashkiliy tuzilmalardagi yuqori
darajadagi serverlarga avtomatik ravishda takrorlash

M1 OQHMCOB Ha BBIIIECTOSLINE CEPBEPA B TEPPHTOPHAIILHO
pacnpene/i€HHbIX OPraHM3aUMOHHBIX CTPYKTYpax;

19) 3allMTa OT HEKOPPEKTHON HACTPOMKH periMKaluuH,
KOrla NaHHbIE BO3BPALIAIOTCS HA PENIMLMPYIOLLMIA cepBep 1
Jlajiee peruiiiUMpyrOTCs TOBTOPHO;

20) BO3MOXKHOCTD MepeHanpaBieHus MOCTYNAaIOLUIUX
AQHHBIX U3 JIOYEPHUX KOHTPOJIMPYEMbIX CeTEH HIIH O(UCOB
Ha BbILIECTOSALHME CepBepa;

21) BO3MOKHOCTb HACTPOWKH pacnucanus Juis
PETUIMKALIMY TaHHBIX;

22) BO3MOXKHOCTb XPAHEHHUS OYePeIM PEIMKaLUH
JAHHBIX HA IUCKE JUlA 00eCeYeH st COXPAHHOCTH U
LICJIOCTHOCTH PEMIMLIMPYEMBIX JAHHbIX B ClIy4ae OTKa3a
CHUCTEMBI;

23) TpH NEPENOIHEHUH OYEPE/IM PETUIMKALIMH CepBeEp
OJIOKMpYET NPHUEM HOBBIX JAHHBIX;

24) BO3MOKHOCTb MPOITyCKa PEriMKaLnH Npu
NEPENOIHEHUH OYepe/IH;

25) OTOOpP&KEHHE CTATUCTHKH PENJIMKALIMH JaHHBIX:
26) BO3MOXKHOCTb XpPaHEHHs HA /IMCKE OYEPEIH NaHHBIX,
NOCTYNAIOIKX OT areHTOB, YTO MOBBIIACT X COXPAHHOCTb
M0 CPAaBHEHHIO C XPAHEHUEM B ONEPATUBHON MaMSITH;

27) BO3MOXKHOCTb BBIOOpA PeKHMa OYUCTKH H
OOHOBJIEHHS MOMCKOBBIX MHAEKCOB (PYUHOM H
ABTOMATHYECKHUI PEIKHUMBI);

28) BO3MOXHOCTb HHIEKCALUMH COJIEPIKUMOrO 3aroJOBKOB
MEPEXBATHIBACMbBIX MMUCEM, IPH 3TOM MO/IIEPKHUBACTCS
GunbTpanms noseit 3aroNoOBKOB MUceM, 3HaUSHUS KOTOPbIX
OyayT HHAEKCHpPOBAThCS

29) BO3MOKHOCTb OCYILECTBJIEHUSI ACHHXPOHHOIO MOUCKA
N0 NepexBaYCHHbIM JaHHBIM (NIPH MPOBENEHUN
Napasie/IbHOro NOMCKa M0 HECKOJILKMM KaHajlaM Mepeiaun
HHpOPMaLIMH, OTOOPAKEHHE PE3yIIbTATOB BBIMOIHIETCS 110

25) displaying data replication statistics.

26) the ability to store data coming from agents
on the disk queue, which increases their safety
compared to storage in RAM;

27) the ability to select the mode of cleaning
and updating search indexes (manual and automatic
modes);

28) the ability to index the contents of the
headers of intercepted emails, while filtering the
fields of email headers whose values will be
indexed is supported

29) the ability to perform asynchronous search
on intercepted data (when conducting a parallel
search on several information transmission
channels, the results are displayed as they are
received);

30) view comprehensive statistics on stored and
indexed data in databases and rotation groups.

The system must index files in the following
formats:

1) Adobe Acrobat (*.pdf)

2) Ami Pro (*.sam)

3) Ansi Text (*.txt)

4) ASCII Text

S) ASF (metadata) (*. asf)

6) CSV (Comma-separated values) (*.csv)
7) DBF (*.dbf)

8) DjVu

9) DWG

10) DXF

11) EBCDIC

12)
Express) (*. eml)

EML files (emails sav

imkoniyati; MEpE UX MOJTyYeHHs ); 13) Enhanced Metafile 'qrﬁéat (™. Qm’ﬂ AP ‘\“
19) noto'g'ri replikatsiya sozlamalaridan himoya | 30) MPOCMOTP KOMILJIEKCHOMN CTATUCTUKH 10 14) Eudora MBX daiin Ién:iels’sage ﬁles“(* f
qilish, ma'lumotlar replikatsiya serveriga | XpaHsALIMMCS H HHAEKCHPYEMBIM JaHHBIM B 06a3aX JaHHBIX U mbx) et \x\\“ /

. 5 . * % \ \?} N y/.
qaytarilganda va keyin yana takrorlanganda; rpynmnax poTauuu. 15) Flash (*.swf) % i

/8 .
&“ >
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20) boshgariladigan yordamchi tarmogqlar yoki | CucTema 10/KHA MHIEKCUPOBATh (Qaiiiibl ClIeayOLIMX 16) GZIP (*.gz)

ofislardan kiruvchi ma'lumotlarni yuqori darajadagi | ¢popmartos: 17) HTML (*.htm, *.html)

serverlarga yo'naltirish imkoniyati; 1) Adobe Acrobat (*.pdf) 18) JPEG (metadata) (*. jpg)

21) ma'lumotlarni  takrorlash uchun jadvalni | 2) Ami Pro (*.sam) 19) Lotus 1-2-3 (*.wk?, *.123)

sozlash qobiliyati; 3) Ansi Text (*.txt) 20) MBOX email archives (including

22) tizim  ishlamay qolganda takrorlangan | 4) ASCII Text Thunderbird) (*. mbx)

ma'lumotlarning xavfsizligi va yaxlitligini ta'minlash | 5) ASF (mertanannbie) (*.asf) 21) MHT archives (HTML archives saved by
uchun diskda ma'lumotlarni takrorlash navbatini | 6) CSV (Comma-separated values) (*.csv) Internet Explorer) (*. mht)

saqlash imkoniyati; 7) DBF (*.dbf) 22) Microsoft Access (*.mdb)

23) replikatsiya navbati to'lganida, server yangi | 8) DjVu 23) Microsoft Access 2007 (*.accdb)
ma'lumotlarni qabul gilishni bloklaydi; 9) DWG 24) Microsoft Document Imaging (*.mdi)
24) navbat to'lganida replikatsiyani o'tkazib | 10) DXF 25) Microsoft Excel (*.xIs)

yuborish imkoniyati; 11) EBCDIC 26) Microsoft Excel 2003 XML (*.xml)

25) ma'lumotlarni takrorlash statistikasini | 12) EML files (271eKTpOHHBIE MUCbMA, COXPAHEHHbIE 27) Microsoft Excel 2007 (* .xIsx)
ko'rsatish; Outlook Express) (*.eml) 28) Microsoft Open XML Paper Specification
26) agentlardan olingan ma'lumotlar navbatini | 13) Enhanced Metafile Format (*.emf) (*.oxps)

diskda saqlash imkoniyati, bu ularning xavfsizligini | 14) Eudora MBX ¢aitnbl coobienui (*.mbx) 29) Microsoft Outlook (OST)

RAMda saglashga nisbatan oshiradi; 15) Flash (*.swf) 30) Microsoft Outlook Express 5 and 6: 6a3bl
27) gidiruv indekslarini tozalash va yangilash | 16) GZIP (*.gz) Message databases (*. dbx)

rejimini tanlash imkoniyati (qo'lda va avtomatik | 17) HTML (*.htm, *.html) 31) Microsoft PowerPoint (*.ppt)

rejimlar); 18) JPEG (meranannbie) (*.jpg) 32) Microsoft Rich Text Format (*.rtf)

28) giymatlari indekslanadigan elektron pochta | 19) Lotus 1-2-3 (*.wk?, *.123) 33) Microsoft Searchable Tiff (*.tiff)
sarlavhalari maydonlarini filtrlashda tutib olingan | 20) MBOX apXuBbl 3JIEKTPOHHBIX MUCEM (BKIIFOYAs 34) Microsoft Word 2003 XML (*.xml)
xatlarning sarlavhalari tarkibini indekslash imkoniyati | Thunderbird) (*.mbx) 35) Microsoft Word 2007 (*.docx)
qo'llab-quvvatlanadi. 21) MHT-apxuBbl (HTML-apxuBbl, COXpaHeHHbIE 36) Microsoft Word for DOS (*.doc)

29) ushlangan ma'lumotlardan foydalangan holda | Internet Explorer) (*.mht) 37) Microsoft Word for Windows (*.doc)
asinxron qidiruvni amalga oshirish qobiliyati (bir | 22) Microsoft Access (*.mdb) 38) Microsoft Works (*.wks)

nechta ma'lumot uzatish kanallari orqali parallel | 23) Microsoft Access 2007 (*.accdb) 39) MIMEmessages

gidiruvni o'tkazishda natijalar ular qabul gilinganda | 24) Microsoft Document Imaging (*.mdi) 40) MP3 (metadata) (*. mp3)

ko'rsatiladi); 25) Microsoft Excel (*.xls) 41) MSG files (emails saved by Outlook) (*.
30) ma'lumotlar bazalari va aylanish guruhlarida | 26) Microsoft Excel 2003 XML (*.xml) msg)

saqlangan va indekslangan ma'lumotlar bo'yicha | 27) Microsoft Excel 2007 (*.xIsx) 42) Multimate Advantage II (*

murakkab statistik ma'lumotlarni ko'rish. 28) Microsoft Open XML Paper Specification (*.0xps) 43) Multimate version 4 (*.dgt} »

Tizim fayllarni quyidagi formatlarda indekslashi 29) Microsoft Outlook (OST) 44) OpenOffice versions 1, ¢

kerak: 30) Microsoft Outlook Express 5 u 6: 6a3bl cooOLIeHUH snekTpoHHble spreadsheets and

1) Adobe Acrobat (* .pdf) (*.dbx) SXC,*. sxd,*. sxi, *.sxw,*. sxg,

2) Ami Pro (* .sam ) 31) Microsoft PowerPoint (*.ppt) * stm, *. odt,*. ott, *. odg,*. otg)
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3) Ansi Matn (¥ .txt) 32) Microsoft Rich Text Format (*.rtf) ods, *. ots, *. odf) (including OASIS Open

4) ASCII matni 33) Microsoft Searchable Tiff (*.tiff) Document Format for office applications)

S) ASF (metadata) (* .asf) 34) Microsoft Word 2003 XML (*.xml) 45) OST (BHyTpenHui dopmaTMicrosoft

6) CSV  (vergul bilan ajratilgan qiymatlar) | 35) Microsoft Word 2007 (*.docx) Outlook internal format)

(*.csv) 36) Microsoft Word for DOS (*.doc) 46) Quattro Pro (*.wb1, *.wb2, *.wb3, *.qpw)
7) DBF (* .dbf) 37) Microsoft Word for Windows (*.doc) 47) TAR (*.tar)

8) DjVu 38) Microsoft Works (*.wks) 48) TIFF (*.tif)

9) DWG 39) MIME-coo01ueHus 49) TNEF (winmail.dat)

10) DXF 40) MP3 (metananubie) (¥.mp3) 50) Treepad HJT (*.hjt)

11) EBCDIC 41) MSG files (35eKTpOHHbBIE MUCHMA, COXPAHEHHbIE 51) Unicode (UCS16, nopsnok GaiitoBMac or
12) EML fayllari ( Outlook tomonidan saglangan | Outlook) (*.msg) Windows byte order, or UTF-8)

elektron pochta xabarlari Ekspres ) (* .eml ) 42) Multimate Advantage Il (*.dox) 52) Windows Metafile Format (*.wmf)

13) Kengaytirilgan Metafayl Format (* .emf) 43) Multimate version 4 (*.doc) 53) WMA video (metadata) (*. wma)

14) Eudora MBX xabar fayllari (* .mbx ) 44) OpenOffice Bepcwii 1, 2 1 3: 10KYMEHTHI, 54) WMV video (metadata) (*. wmv)

15) Flash (*. swf) 9NEKTPOHHbBIE TabJIMLBI U npe3eHTauuu (*.sxc, *.sxd, *.sxi, 55) WordPerfect (5.0 and higher) (*. wpd,*.
16) GZIP (* .gz) *.sxw, *.sxg, *.stc, *.sti, *.stw, *.stm, *.odt, *.ott, *.0dg, wpf)

17) HTML (¥*.htm , * .html) *.otg, *.odp, *.otp, *.0ds, *.ots, *.0df) (Bkarouas OASIS 56) WordPerfect 4.2 (*.wpd, *.wpf)

18) JPEG (metadata) (* jpg) Open Document Format uist opuCHBIX NPUIIOKEHHIA) 57) WordStar 2000

19) Lotus 1-2-3 ( *.wk ?, * .123) 45) OST (BHyTpennu#t popmaT Microsoft Outlook) 58) WordStar versions 1, 2, 3, 4, 5, 6 (*.ws)
20) MBOX elektron pochta arxivlari (jumladan, | 46) Quattro Pro (*.wbl, *.wb2, *.wb3, *.qpw) 59) Write (*.wri)

Thunderbird ) (* .mbx ) 47) TAR (*.tar) 60) xBase (including FoxPro, dBase, and other
21) Internet orqgali saqlangan HTML arxivlari | 48) TIFF (*.tif) xBase-compatible formats) (*. dbf)

Explorer ) (* .mht) 49) TNEF (winmail.dat) 61) XML Paper Specification (*.xps)

22) Microsoft Kirish (* .mdb ) 50) Treepad HIT (*.hjt) 62) XSL

23) Microsoft Access 2007 (* .accdb ) 51) Unicode (UCS16, nopsaok 6aitto Mac miu 63) XyWrite

24) Microsoft Hujjat Tasvirlash (* .mdi ) Windows, uau UTF-8) 64) ZIP (*.zip)

23) Microsoft Excel (* .xls ) 52) Windows Metafile Format (*.wmf) 4. Requirements for data analysis.

26) Microsoft Excel 2003 XML (* .xml ) 53) WMA Buaeo (MeranaHHbie) (¥.wma) The system should have a wide range of capabilities
27) Microsoft Excel 2007 (* .xIsx ) 54) WMV Buaeo (MeranaHubie) (¥.wmv) for analyzing intercepted data:

28) Microsoft Open XML qog'oz spetsifikatsiyasi | 55) WordPerfect (5.0 u Bbite) (*.wpd, *.wpf) 1) content analysis.

(*.oxps) 56) WordPerfect 4.2 (*.wpd, *.wpf) 2) attribute analysis.

29) Microsoft Outlook (OST) 57) WordStar 2000 3) image recognition.

30) Microsoft Outlook Express 5 va 6: asoslar | 58) WordStar Bepcwii 1, 2, 3, 4, 5, 6 (*.ws) 4) print recognition.

xabarlar (* .dbx ) 59) Write (*.wri) 5) statistical analysis;

31) Microsoft PowerPoint (* .ppt ) 60) XBase (Bxmouas FoxPro, dBase u npyrue 6) event analysis; TEXNIK Tv"';“"'m
32) Microsoft Rich Text Format (*.rtf) cosmecTuMble ¢ XBase ¢opmarsi) (*.dbf) 7 App categorization. TEXNIK XULOSALAR
33) Microsoft Qidirish mumkin Tiff (* .tiff) 61) XML Paper Specification (*.xps) 8) Website categorization; \ UCHW
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34) Microsoft Word 2003 XML (* .xml )

35) Microsoft Word 2007 (* .docx )

36) DOS uchun Microsoft Word (*.doc)

37) Windows uchun Microsoft Word (*.doc)

38) Microsoft Ishlar (* .wks)

39) MIME xabarlari

40) MP3 (metadata) (*.mp3)

41) MSG fayllari ( Outlook tomonidan saqlangan
elektron pochta xabarlari ) (* .msg )

42) Multimate Afzallik I (* .dox )

43) Multimate 4- versiya (* .doc )

44) OpenOffice 1, 2 va 3 versiyalari: hujjatlar,
elektron jadvallar va taqdimotlar (*. sxc , *. sxd , *
sxi, ¥.sxw, *.sxg, *.stc, *.sti, *. stw, *. stm, * .
odt, * Hujjat Ofis ilovalari uchun format )
45) Microsoft ichki formati Outlook )
46) Quattro Pro (*.wbl, *.wb2, * wb3, *
47) TAR (* .tar)

48) TIFF (* .tif )

49) TNEF (winmail.dat)

50) Treepad HIT (* .hjt)

51) Unicode (UCS16, Mac yoki Windows bayt
tartibi yoki UTF-8)

52) Windows Metafayl Format (* .wmf)

53) WMA video (metadata) (* .wma )

54) WMV video (metadata) (* .wmv )

55) WordPerfect (5.0 va undan yuqori) (¥.wpd , *
.wpf)

56) WordPerfect 4.2 (* .wpd , * .wpf)

57) WordStar 2000
58) WordStar 1, 2, 3
59) Yozing (*. wri)
60) XBase (shu jumladan FoxPro , dBase va
boshqa XBase mos formatlari) (* .dbf")

61) XML qog'ozi Spetsifikatsiya (* .xps )

62) XSL

63) XyWrite

.qpw )

, 4,5, 6 versiyalari (* .ws)

62)
63)
64)

XSL
Xy Write
ZIP (*.zip)

4. TpeboBanus K aHaIM3y JaHHbIX.
Cucrema J07KHA pacrnioslaraTb LIMPOKHUM CIIEKTPOM
BO3MOJKHOCTEH aHaju3a nepexBavyeHHbIX JTaHHbIX:

)
2)
3)
4)
5)
6)
7)
8)
9)

KOHTEHTHbIH aHaIu3;

aTpuOyTHBHbBINH aHAIU3;

pacrno3HaBaHue U300paKEHHH;

pacrio3HaBaHHWe rnevyarei;

CTAaTUCTHYECKHUH aHaJIU3;

COOBITHMHBIN aHAKU3;

Kareropuzauus npuinoxeHui;

Kareropuzauus Be6-caiiToB;

VY4eT npoyKTHBHOCTH BEeO-CAHTOB M MPHUIIOKEHHUH.

4.1. KoHTEeHTHBIH aHAJIH3:
KoHTeHTHbIH aHaiu3 JaHHBIX JI0JDKEH BKJIIOYATh B ceOsi:

D

INOXCK MO CJIOBaM H CJIOBOCOYETAHHUAM C YUECTOM

MOpCl)OﬂOl"HH, C BO3MOXXHOCTbBIO OTKJITKOYCHHU A,

2)

ITOMUCK 1O CJIOBAM H CJIOBOCOYETAHHUAM C YYETOM

pPacCTossHUA MEXKAY CIIOBAMMU]

3)

INOUCK MO CJIOBAM H CJIOBOCOYETAHHUAM C YUECTOM

nopsaKa CJjoB;

4)

ITOUCK 110 CJIOBAM H CJIOBOCOYCTAHHUAM C YUETOM

TPAHCIIUTEPALIHU KUPUIIJTHYECKUX CUMBOJIOB JIATUHCKHUMH,

3)

IMMOUCK 110 CJIOBAM M CJIOBOCOYECTAHHUSM C

BO3MOKHOCTbHK) HEHYECTKOI'O NMOUCKa, J1s1 IMOUCKA KJTKOYEBbIX
CJIOB, B TOM YHUCJI€ HAITUCAHHBbIX C OLIMOKaMH U OI€4YyaTKaMHu,

6)

TCXHOJIOTHA NMOUCKA PEryIsipHbIX Bblpa)i(eHHﬁ,

ucnosib3yemas st oOHapyx eHus: GUKCUPOBAHHBIX
NOCJEA0BATEbHOCTEH CUMBOJIOB, HallpUMep, HOMEPOB
MacropToB, HOMEPOB OAHKOBCKUX KapT U T.II.;

7)

BO3MOKHOCTDb UCIOJIL30BaAHHUS NMPENYCTAHOBJICHHBIX

PErysipHbIX Bblpa)KeHldFl H CO31aHuA MOJIBb30BATCIIbCKUX,

8)

MEXaHU3M MNOCTIIPOBEPKU HOMEPOB 0OaHKOBCKHX KapT

no 6a3e niaTeKHbIX CHUCTEM,

9) Accounting for the productivity of websites
and applications.

4.1. Content Analysis:

Content analysis of data should include:

1) search by words and phrases based on
morphology, with the option to disable it.

2) search by words and phrases, taking into
account the distance between words;

3) search by words and phrases, taking into
account the word order;

4) search by words and phrases, taking into

account the transliteration of Cyrillic characters
with Latin ones.

S) search by words and phrases with the
possibility of fuzzy search, for finding keywords,
including those written with errors and typos;

6) a regular expression search technology used
to detect fixed sequences of characters, such as
passport numbers, bank card numbers, etc.;

7) the ability to use pre-installed regular
expressions and create custom ones;

8) a mechanism for post-verification of bank
card numbers based on payment systems;

9) search by topic dictionaries with
morphology (the ability to disable it) and support
for masks and regular expressions in dictionaries,
with the ability to set the trigger threshold (for
example, when detecting any 3 out of 10 words or
expressions contained in the dictionary);

10) creation of digital prints ofdocuments or
folders with documents for subsequent

possibility of specifying the percgntd 1
compliance of the intercepted décuf ent wnth thg \
i v ll

original); . : S ,
11)  the ability to use pre- 1n‘§taf edsdltt‘m\@aﬁés
and create custom ones; L3 ? /.

N

e~
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64) ZIP (* zip)

4. Ma'lumotlarni tahlil qilishga qo'yiladigan
talablar.

Tizim ushlangan ma'lumotlarni tahlil gilish uchun
keng imkoniyatlarga ega bo'lishi kerak:

1) tarkibni tahlil gilish:

2) atributlarni tahlil qilish;

3 tasvirni aniqlash;

4) muhrni tanib olish;

S) statistik tahlil;

6) hodisalarni tahlil qilish;

7) Ilova toifalari;

8) Veb-saytlarni tasniflash;

9) Veb-saytlar va ilovalarning samaradorligini

nazorat qilish.

4.1. Kontent tahlili:

Ma'lumotlarning mazmunini tahlil gilish
quyidagilarni 0'z ichiga olishi kerak:

1) o'chirish imkoniyati bilan morfologiyani
hisobga olgan holda so'zlar va iboralar bo'yicha
qidirish;

2) so'zlar orasidagi masofani hisobga olgan
holda so'zlar va iboralar bo'yicha qidirish;

3) so'z tartibini hisobga olgan holda so'z va
iboralar bo'yicha qidirish;

4) kirill harflarining lotin harflariga

transliteratsiyasini hisobga olgan holda so'z va
iboralar bo'yicha qidirish;

S) kalit so'zlarni, shu jumladan xato va matn
terish xatosi bilan yozilgan so'zlarni gidirish uchun
loyga qidiruv imkoniyati bilan so'zlar va iboralar
bo'yicha qidirish;

6) Belgilarning qat'iy ketma-ketligini aniglash
uchun foydalaniladigan muntazam ifodalarni gidirish
texnologiyasi, masalan, pasport raqamlari, bank
kartalari ragamlari va boshqalar;

7) oldindan belgilangan muntazam iboralardan

9) MOMCK MO TeMAaTUUYECKHUM CJIOBAPSM C YUYETOM
MOpdOJ0run (BO3MOKHOCTL OTKITIOUEHHS) U MOLICPIKKON
MAaCOK W peryJisspHbIX BbIPQKEHHI B CIIOBApsX, C
BO3MOKHOCTbIO HACTPOMKH 1opora cpadaTbiBaHHs
(Hanpumep, npu oOHapyskeHuu 1o0bIX 3 u3 10 cioB unu
BbIPa’KEHUH, COIepKALLMXCS B CJIOBApe);

10) co3/laHue UU(PPOBBIX OTEYATKOB JIOKYMEHTOB HJIH
Narnok ¢ JOKYMEHTaMHM AJ1sl Noceyroulero oOHapyKeHus B
NepexXBAYEHHbIX JAHHbIX OXOXKHX J1OKYMEHTOB — C
BO3MOXKHOCTbBIO YKa3aHHs MPOLEHTA COOTBETCTBHSI
nepexBayeHHOro JOKYMEHTa OpUruHay);

11) BO3MOKHOCTb MCIOJIb30BAHUS MPe/lyCTaHOBJICHHbIX
CJI0Bape M co3aHMs NMOJIb30BATENIbCKUX;

12) TEXHOJIOTUsl OMCKA 1O LU(POBBIM OTIEYaTKAM
JIOKYMEHTOB C BO3MOXKHOCTBIO YKa3aHHs NPOLIEHTa
COOTBETCTBUS MEPEXBAYEHHOTO JOKYMEHTA OPUTHHAIY;

13) TEXHOJIOTHsl MOUCKA NO UM(POBBIM OTIEYaTKaM
JOKYMEHTOB C BO3MOXKHOCTBIO BbIOOpaA MpsiMOro, 00paTHoOro
160 HaubOIbLLETrO BXOXKIACHHUS;

14) CHUHXPOHM3aLMs OaHKa LIU(POBBIX OTNEYATKOB C
nankamH, B KOTOPbIX pacrojiararoTcsi JOKYMEHTBI, C
BO3MOXCHOCTBIO HACTPOHKH MHTEpBana OOHOBICHHS

15) coznaHue LUdpoBbIX orreyatkoB CSV-daiinos, ¢
BbIOOPOM MoJieit co 3HaunMol HHpopMaLmen s
nobaBneHus B 0aHK JaHHBIX;

16) co3aHue UMppOBbIX OTNEYaTKOB 0a3 JAHHBIX, MPU
MOMOLLM HACTPOMKH MOAKIIOYEHHUs CUCTEMbI K 6a3e JaHHBIX,
JUIsl CO3AaHUsl LM(PPOBBIX OTNEYATKOB OMpPEeAe/ICHHbIX MOJeH
BbIOpaHHBIX TabJIMLL C LIEJIBIO MOCeYIOEero oOHapyKeHus
yTeuKkH HHPOpMaLMK U3 3TOH 6a3bl AaHHBIX (Harpumep, Mpu
OJIHOBPEMEHHOM OOHapYKEHHU NEPCOHANbHBIX JIAHHBIX W3
cBsizku nosiet « ®UO + nacnopTHble JaHHBIEY);

17) co3laHue U 0OHOBJIeHHE LM(POBBIX OTNEYaTKoB 0a3
JaHHBIX OCYLIECTBIsieTcs: 6€3 MPOMEXKYTOUHBIX 1eHCTBUH,
TaKMX Kak BbIFpy3Ka 0a3bl JaHHBIX B (haisI-UCTOYHHK
uudposoro ornevarka. [Ipu BHeceHWH U3MeHeHHI B 0azy

12) search technology based on digital
fingerprints of documents with the ability to
indicate the percentage of compliance of the
intercepted document with the original;

13) search technology based on digital
fingerprints of documents with a choice of direct,
reverse or largest occurrence;

14) synchronization of the digital fingerprint
bank with folders where documents are located,
with the ability to configure the update interval

15) creating digital prints of CSV files, with a
choice of fields with significant information to add
to the data bank;

16) creating digital fingerprints of databases, by
configuring the system's connection to the database,
to create digital fingerprints of certain fields of
selected tables in order to subsequently detect
information leakage from this database (for
example, when simultaneously detecting personal
data from a bunch of fields "FULL name + passport
data");

17) creation and updating of digital fingerprints
of databases is performed without intermediate
actions, such as uploading the database to the
source file of the digital fingerprint. When changes
are made to the database, the system automatically
updates the corresponding digital fingerprints.

4.2. Attribute analysis:

Attribute analysis of data should include:

1) analyze document attributes such as

"document name", "email recipient address",

domain", "IP address" , etc.
2) analysis of document a
statuses, such as sending a docuj
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foydalanish va moslashtirilgan iboralarni yaratish
qobiliyati;

8) to'lov  tizimining ma'lumotlar  bazasiga
nisbatan bank kartalari ragamlarini tekshirishdan
keyingi mexanizm ;

9) morfologiyani hisobga olgan holda tematik
lug'atlardan  qidirish (o'chirib qo'yish mumkin) va
lug'atlardagi niqoblar va oddiy iboralarni qo'llab-
quvvatlash, tetik chegarasini sozlash imkoniyati
(masalan, lug'atdagi 10 ta so'z yoki iboradan 3 tasi
aniqlanganda). );

10) ushlangan ma'lumotlarda shunga o'xshash
hujjatlarni keyinchalik aniglash uchun hujjatlar yoki
hujjatlar bilan papkalarning raqamli barmoq izlarini
yaratish - ushlangan hujjatning asl nusxaga
muvofiqgligi foizini ko'rsatish imkoniyati bilan);

11) oldindan o'rnatilgan lug'atlardan foydalanish
va shaxsiy lug'atlarni yaratish qobiliyati;

12) ushlangan hujjatning asl nusxaga mos kelishi
foizini ko'rsatish qobiliyatiga ega hujjatlarning
ragamli barmoq izlaridan foydalangan holda qgidiruv
texnologiyasi;

13) to'g'ridan-to'g'ri, teskari yoki eng katta
hodisani tanlash qobiliyatiga ega hujjatlarning
ragamli barmoq izlaridan foydalangan holda qgidiruv
texnologiyasi;

14) raqamli barmoq izlari bankini hujjatlar
Joylashgan  papkalar  bilan  sinxronlashtirish,
yangilanish oralig'ini sozlash imkoniyati

15) CSV  fayllarining ragamli barmoq izlarini
yaratish, ma'lumotlar bankiga qo'shish uchun muhim
ma'lumotlarga ega maydonlarni tanlash;

16) ma'lumotlar bazalarining raqamli barmoq
izlarini yaratish, ma'lumotlar bazasiga tizim ulanishini
o'rnatish orqali ushbu ma'lumotlar bazasidan
ma'lumotlarning sizib chigishini keyinchalik aniglash
maqsadida __ tanlangan  jadvallarning  ma'lum

JIaHHBIX CHCTEMa aBTOMATHYECKH OOHOBIISIET
COOTBETCTBYIOLIME LIMPPOBBIE OTIIEYATKH.

4.2. ATpUOYTHBHBIN aHAJIN3:

ATpuOYTHBHBII aHAIM3 TAHHBIX JI0JKEH BKIIOYATh B ce0s:
1) aHau3 aTpubyTOB JOKYMEHTOB, TAKMX KaK «HMs
AOKYMEHTa», «aApec MojyyaTessi JIeKTPOHHON MOYTHIY,
«IOJIb30BaTE/Ib», «y4eTHas 3anuch IM-knuenTay, «1atay,
«BpEMs, «ICHb HEJENINY», «pa3Mepy, «THIT JaHHBIX»,
«KOMIbIOTEPY, «10MeH», «IP-aapecy u ap.;

2) aHasI3 aTpubyTOB JIOKYMEHTA 0 CTaTycaM, TaKUM
KaK Mepechlika JOKYMEHTa 10 3allMIIEHHOMY NPOTOKOIY,
LWH(POBAHHOTO MJTH 3ALLMIIEHHOTO JOKYMEHTa,
MOBPEXK/ICHHbBIX JaHHBIX, OTIPABKa BbI3BABLINX
G10KMpOBaHKE JaHHBIX JTMGO NepeaHHbIX B

MHJIMBUlY JIbHOM MOPs/IKE JaHHBIX H JIp.;

3) aHanu3 aTpudyTOB NMPOLIECCOB, TAKUX KaK: UMSI
MCTIOJTHSIOLIErO (aiina, NoJHbIH MyTh K (aiiy, 3aro1oBok
OKHa rpouecca 1 Jip.;

4) aHau3 aTpuOyTOB NEePeXBAYEHHOMN MOYTHI, TAKHUX
KaK: OTIPaBHUTEIb, M0Jy4aTelb, YUCIIO MOJTyYaTe b,
3aroJIoBKa NMchbMa M Jip;

5) aHaJIU3 aTpuOyTOB NepexBavYeHHOM Nepenucku B
MECCEeHKepaxX, TAKMX KaK: JOKaIbHbIH HACHTHDUKATOP
MOJIL30BATEIS, YAAeHHbIN WIEHTH(UKATOP NOJIb30BATEIS,
YHCJI0 COOOLIEHHMH, TUIT IaHHBIX, U Ap;

6) aHaK3 aTpUOYTOB KOHTPOJIUPYEMbIX YCTPOHCTB,
TaKHUX KaK: Ha3BaHUE YCTPOHCTBA, MPOU3BOAUTEb, THII
YCTPOMCTBA, UAEHTH(DUKATOP NPOU3BOIUTENS,
MJICHTU(HUKATOP NPOYKTa, TUII YCTPOMCTBA, CePUIHBIN
HOMeEp U JIp;

7 aHasiu3 aTpubyTOB MeyaTH, TaKMX KaK: THII
AOKYMEHTA, Ha3BaHUE MPUHTEPA, YHUCIIO pacreyaTaHHbIX
CTPaHHULL U JIp;

4.3. Pacno3HaBaHHe H300paskeHHii:

Cucrema o/mkHa 06eCreYuBaTh BO3MOKHOCTD M3BJICUEHHS
TEKCTOBO# HH(OPMaLKMK U3 aiiioB rpaduueckux hopmaros
(BMP, JPEG, PNG, TIFF, GIF u napyrue), a Tacoke u3 (aiinos

damaged data, sending blocked data or individually
transmitted data, etc.;

3) analysis of process attributes, such as:
executable file name, full path to the file, process
window title, etc.;

4) analysis of intercepted mail attributes, such
as: sender, recipient, recipient number, email
header, etc.

5) analysis of the attributes of intercepted
correspondence in instant messengers, such as:
local user ID, remote user ID, number of messages,
data type, etc.

6) analysis of attributes of controlled devices,
such as: device name, manufacturer, device type,
manufacturer ID, product ID, device type, serial
number, etc.

7) analysis of print attributes, such as:
document type, printer name, number of pages
printed, etc.

4.3. Image recognition:

The system should provide the ability to extract text
information from image files (BMP, JPEG, PNG,
TIFF, GIF, etc.), as well as from PDF, DjVu, and
OXPS files by optical character recognition (OCR).
You should be able to apply all the appropriate
contextual and attribute analysis tools to the
extracted text.

4.4. Print recognition:

The system should provide the ability to detect
seals on images based on the specified standards.
You should be able to apply all the appropriate
attribute analysis tools to the dete fseal n§
4.5. Statistical analysis: w =
You should be able to set up g
about the achievement of cerfa; mdlcim)'Ts withy m,
certain time (hour, day, wee Q% any’ Othe&(p‘\ ) =
interval): RAN é‘\\*‘ Sl
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maydonlarining raqamli barmoq izlarini yaratish
(masalan, bir vaqtning o'zida shaxsiy ma'lumotlar
kombinatsiyasidan shaxsiy ma'lumotlarni
aniglashda). maydonlar "Ism + pasport ma'lumotlari"
)
17) ma'lumotlar bazalarining ragamli barmoq
izlarini yaratish va yangilash ma'lumotlar bazasini
ragamli barmoq izining manba fayliga yuklash kabi
oraliq harakatlarsiz amalga oshiriladi. Ma'lumotlar
bazasiga o'zgartirishlar kiritilganda tizim avtomatik
ravishda tegishli raqamli barmogq izlarini yangilaydi.

4.2. Atributlarni tahlil qilish:

Atribut ma'lumotlarini tahlil gilish quyidagilarni o'z

ichiga olishi kerak:

1) “hujjat nomi”, “qabul qiluvchining elektron
manzili”, “foydalanuvchi”, “IM mijoz hisobi”,
“sana”, “vaqt”, “hafta kuni”, “hajmi”, “ma’lumotlar
turi”  kabi hujjat atributlarini tahlil qilish. |
"kompyuter", "domen", "IP manzil" va boshqalar;

2) hujjatni xavfsiz protokol, shifrlangan yoki
himoyalangan hujjat, shikastlangan ma’lumotlar,
blokirovkaga sabab bo‘lgan yoki alohida uzatilgan
ma’lumotlarni jo‘natish va hokazolar orqali hujjatni
jo‘natish kabi holat bo‘yicha hujjat atributlarini tahlil
qilish;

3) jarayon atributlarini tahlil qilish, masalan:
bajaruvchi fayl nomi, faylga to'liq yo'l, jarayon
oynasining sarlavhasi va boshqalar;

4) ushlangan pochta atributlarini tahlil gqilish,
masalan: jo'natuvchi, qabul giluvchi, oluvchi ragami,
xat sarlavhasi va boshqalar ;

S) messenjerlarda ushlangan yozishmalarning
atributlarini ~ tahlil  qilish, ~masalan:  mabhalliy
foydalanuvchi identifikatori, masofaviy
foydalanuvchi identifikatori, xabarlar soni,
ma'lumotlar turi va boshqalar ;

6) boshqariladigan qurilmalarning_atributlarini

dopmara PDF, DjVu, OXPS nytem ontuyeckoro
pacnio3HaBanus cumBosios (OCR);

K u3Bie4eHHOMY TeKCTY 10JIKHA ObITh BO3MOXKHOCTD
NMPUMEHSTBH BCE COOTBETCTBYIOLIME HHCTPYMEHTDI
KOHTEKCTHOI'O W aTpuOyTUBHOIO aHajIu3a.

4.4. PacnozHaBaHue neyarei:

Cucrema A0JKHa 006ecneuuBaTh BO3MOKHOCTb OOHAPYKEHHUS
neyaTei Ha U300paKEHUAX MO 3aaHHbIM ITAJIOHaM.

K 0OHapysKeHHbIM NeyaTsM J0JKHA ObITh BO3MOXHOCTD
MPUMEHSTH BCE COOTBETCTBYIOLIME HHCTPYMEHTBI
aTpuOYTUBHOIO aHaJIu3a.

4.5. CTaTHCTHYECKHH aHAJIN3:

JlonxHa ObITh NPelyCMOTPEHA BO3MOKHOCTb HACTPOUKH
ABTOMATHYECKHUX YBEIOMJIEHUI O JOCTHKEHUU
orpeeeHHbIX MoKa3aTe/ieH B TeYeHHEe ONpPeeIeHHOro
BpeMeHH (4ac, eHb, HeJ1essl, MPOU3BOJIbHBIA MHTEpBa):

1) KOJIMUECTBO OTIPABJICHHBIX/MOTYYE€HHbBIX
MOJIb30BATEJIEM DJIEKTPOHHBIM MTHChMaM

2) KOJIMYECTBO MEPENnUcok/Co00LIEHHH MOJIb30BaTEIIS
3) KOJIMYECTBO/BpeMs 3BOHKOB nosib3oBatesis B IM-

KJIMEeHTax (Hanpumep, «BpeMst roJI0COBBIX MEPEroBOpPOB
nosp3oBaTesis B IM-KJIMeHTax 3a JeHb MPeBbICKHIIO 1 Yacy WU
«roJib30BaTesb coBepiiuni Oosiee 10 3BOHKOB 3a I€Hb) U

T.1.);

4) KOJIMYECTBO MOCEILEHHbIX BeO-CTpaHuLL;

S) KOJIMYECTBO OTNPABJICHHBIX BEO-3aMPOCOB;

6) KOJIMYECTBO pacrie4aTaHHbIX CTPAHULYI0KYMEHTOB
Ha MPUHTEPax;

7) KOJIMUECTBO OTIPABJIEHHBIX/TIOTYUYeHHbIX (aiion
8) NPOIOJIKHTEILHOCTE paboThl B Opay3epax, TOM

yMcIle Ha ONpe/IeNieHHbIX caiTax (Hanpumep, «Bpewms
npeGbIBaHMs 110J1b30BATEs HA ONPE/IENEHHOM caifTe Yepes
Gpay3ep NpeBbICHIO | yac 3a 1€HbY M T.J1.);

9) MPOJOJHKHUTENBHOCTD PabOThI B PUIIOKEHUSAX, B T.4.
B OMpeJeIeHHBIX MPUIIOKEHUAX (HaNpUMep, «0Jb30BaTeb
pa6otan B Microsoft Word B Teuenue Gosiee 5 4acoB 3a ICHbY

1) the number of emails sent/received by the
user

2) the number of user
correspondences/messages

3) the number/time of user calls in IM clients

(for example, "the user's voice conversation time in
IM clients exceeded 1 hour per day" or "the user
made more than 10 calls per day", etc.);

4) the number of web pages visited;

5) the number of web requests sent.

6) the number of printed pages/documents on
printers;

7) number of files sent/received

8) the duration of work in browsers, including

on certain sites (for example, "The user's time spent
on a certain site through the browser exceeded 1
hour per day" , etc.);

9) the duration of work in applications,
including in certain applications (for example, "the
user worked in Microsoft Word for more than 5
hours per day" or "the user worked in the Klondike
Solitaire app for more than 70% of the working
time" , etc.);

10) the duration of active operation/inactivity of
the PC, including as a percentage of the total time
(for example, "the PC was inactive for more than 3
hours per day", "the start of PC activity was
recorded later than 10: 30", etc.);

It should be possible to set up automatic
notifications about deviations from the norm of the
start/end of the working day, from the norm of the
duration of active work for the PC "working day
duration".

4.6. Event analysis:

1) registering the launch
specific application by the usef
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tahlil qilish, masalan: qurilma nomi, ishlab
chigaruvchi, qurilma turi, ishlab chigaruvchi
identifikatori, mahsulot identifikatori, qurilma turi,
seriya ragami va boshqalar ;

7) bosma atributlarni tahlil qilish, masalan:
hujjat turi, printer nomi, chop etilgan sahifalar soni va
boshqalar ;

4.3. Tasvirni aniqlash:

Tizim grafik formatdagi fayllardan (BMP, JPEG,
PNG, TIFF, GIF va boshqalar), shuningdek, optik
belgilarni aniglash (OCR) yordamida PDF, DjVu ,
OXPS formatidagi fayllardan matnli ma'lumotlarni
olish imkoniyatini ta'minlashi kerak:

Olingan matnga barcha tegishli kontekst va
atributlarni tahlil gilish vositalarini qo'llash
imkoniyati bo'lishi kerak.

4.4. Markani tanib olish:

Tizim belgilangan standartlardan foydalangan holda
tasvirlardagi shtamplarni aniqlash qobiliyatini
ta'minlashi kerak.

Aniqglangan muhrlarga barcha tegishli atributlarni
tahlil gilish vositalarini qo'llash mumkin bo'lishi
kerak.

4.5. Statistik tahlil:

Muayyan ko'rsatkichlarga ma'lum vaqt ichida (soat,
kun, hafta, o'zboshimchalik bilan) erishilganda
avtomatik bildirishnomalarni sozlash mumkin
bo'lishi kerak:

1) foydalanuvchi tomonidan yuborilgan/qabul
qgilingan elektron pochta xabarlari soni

2) foydalanuvchi yozishmalari/xabarlari soni

3) IM mijozlaridagi foydalanuvchi qo'ng'iroqlari
soni/vaqti ~ (masalan,  "foydalanuvchining IM
mijozlaridagi ovozli suhbat vaqti kuniga 1 soatdan
oshgan" yoki "foydalanuvchi kuniga 10 dan ortiq
qo'ng'iroq qilgan" va boshqalar);

4) tashrif buyurilgan veb-sahifalar soni;

WM «T1oJib30BaTesb paboTan B npuioxkeHuu “Tlacesanc
Kocbitka®” B TeueHue 6onee 70% pabouero BpeMEeHH» U T.11.);
10) MPOIOJIKMTENLHOCTh aKTUBHOH paboThl/6e3eHCTBHS
ITK, B TOM uMcIie B NPOLIEHTAaX OT OOLEro BpEMEHH
(nanpumep, «I1K Ge3aeiictBoBan B Teuenue Gonee 3 4acos 3a
neHby, «Havyano aktueHocTH 11K 3adukcupoBaHo nosxe
10:30» v T.1.);

JlonsxHa GbITh NPeyCMOTPEHA BO3MOMKHOCTh HACTPOMKH
ABTOMATHYECKHUX YBEIOMJICHHH 00 OTKJIOHEHHH OT HOPMbI
Hauana/OKoHYaHusi pabouero, OT HOPMbI
MPOJIOJHKUTETEHOCTH aKTUBHOM paboTsl 3a T1K
«NPOOJIKUTEILHOCTL pabouero JHs».

4.6. CoObITHHHDBIA AHAJIH3:

CoObITHIHBIN aHAJIU3 I0JDKEH 00s1aaaTh ClIEAYIOIHMH
BO3MOXKHOCTSIMHU:

1) perMcTpauMs 3arycKa, 3aBepiieHus paboTel
M0JIb30BaTeIEM ONPE/ICJICHHOTO MPHIIOKEHHS;
2) oGHapyKeHHe NepechbiikU 3alIM(pOBaHHOTO

BJI0KeHHs (HanpUMep, 3alMLIEHHbIH napoieM 10KyMeHT MS
Office unu apxuB);

3) KomupoBaHue (PaiaoB ¢ KOHTPOJIUPYEMbIX
KOMINBIOTEPOB HA BHELIIHUE HAKONUTEH, O0J1auHble
XPaHHIIHILA U CETEBbIE IMCKU C ONpe/Ie/IeHHBIMU
napameTpaMH;

4) MOJIKJTIOYEHHUE W UCIIOJIb30BaHHMs Ha
KOHTPOJIMPYEMbIX pabOYMX CTaHLMAX YCTPOKUCTB €
Orpe/ie/IeHHbIMHU MapaMeTPaMM;

5) MocelieHre ONpe/Ie/IeHHbIX Web-pecypcoB;

6) GJOKHUPOBAHKE NMEPECHUIKH AaHHBIX 10 MPOTOKOJIAM
SMTP, HTTP, MAPI, oTnipaBku 10KYMEHTOB Ha MeyaTh, B
TOM YHCJIE 10 JOMNOJIHUTEIbHBIM aTPHOYyTaM;

7) obHapykeHHe KOHOHACHLIMATbHBIX (aiiioB Ha
KOMITBFOTEPHBIX IMCKAX MOJIb30BATE/EH;
8) BbIsBJIEHHE (DAKTa MEepechbUIKU JOKYMEHTA C

M3MEHEHHBIM pacliMpeHueM (HanpuMep, Nnpu
nepeMMEeHOBaHNHK NoJib30BaTesieM daiina .doc B Jpg 1
nocieayolei OTIpaBKOH, CHCTEMA JI0JKHA ObITh B

2) detecting the transfer of an encrypted
attachment (for example, a password-protected MS
Office document or archive);

3) copying files from controlled computers to
external drives, cloud storage and network drives
with certain parameters;

4) connecting and using devices with certain
parameters on controlled workstations;
5) visiting certain web resources.

6) blocking data transmission via SMTP,
HTTP, MAPI protocols, sending documents for
printing, including additional attributes;

7) detection of confidential files on users '
computer disks:
8) detection of the fact of sending a document

with a modified extension (for example, when the
user renames a file .doc in .The system should be
able to determine the original file format and

extract text from it for content analysis, additionally
notifying the responsible employee about the fact of
changing the extension).

4.7. App Categorization:

1) the system should automatically assign
applications used by controlled users to categories
in accordance with the system settings.

2) categorization of applications should take
into account the following attributes of
applications: hash sum of the executable file,
executable file name, product name, application
description, application version, company name of
the application developer;

3) categorization should take into account the
following types of hash sums of executable files:
MD-5, SHA-1, SHA-256, CRC-32;

4) the system must be supp: e@%ge%p
system categories (it must con ‘mﬁt least 4000 “
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S) yuborilgan veb-so'rovlar soni;

6) printerlarda chop etilgan sahifalar/hujjatlar
soni;

7) yuborilgan/qabul gilingan fayllar soni

8) brauzerlarda, shu jumladan ma'lum saytlarda
ishlash muddati (masalan, "Foydalanuvchining

brauzer orgali ma'lum bir saytda o'tkazgan vagqti
kuniga 1 soatdan oshdi" va boshqalar);

9) ilovalarda ishlash muddati, shu jumladan.
ba'zi ilovalarda (masalan, "foydalanuvchi Microsoft -
da ishlagan Kuniga 5 soatdan ortiq Word " yoki
"foydalanuvchi Solitaire Solitaire ilovasida ish
vaqtining 70% dan ko'prog'ida ishlagan" va hokazo);
10) Kompyuterning  faol ish/harakatsizligi
davomiyligi, shu jumladan umumiy vaqtning foiz
nisbatida (masalan, “Kompyuter kuniga 3 soatdan
ko‘proq harakatsiz edi”, “Kompyuter faoliyatining
boshlanishi 10:30 dan kechroq qayd etilgan”. va
boshqalar);

Ish kunining boshlanishi / tugashi uchun me'yordan
yoki shaxsiy kompyuterda "ish kunining
davomiyligi" faol ish vaqti uchun me'yordan chetga
chiqgishlar to'g'risida avtomatik bildirishnomalarni
o'rnatish imkoniyati bo'lishi kerak.

4.6. Vogea tahlili:

Vogqealarni tahlil qilish quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) ishga tushirishni ro'yxatdan o'tkazish, ma'lum
bir dastur foydalanuvchisi tomonidan ishni yakunlash;
2) shifrlangan  qo'shimchaning  uzatilishini

aniqlash (masalan, parol bilan himoyalangan MS
Office hujjati yoki arxivi);

3) fayllarni boshqariladigan kompyuterlardan
tashqi disklarga, bulutli xotiraga va ma'lum
parametrlarga ega tarmoq drayverlariga nusxalash;

4) boshgariladigan ish stantsiyalarida ma'lum
parametrlarga ega qurilmalarni ulash va ulardan

COCTOSIHMH OTIPEIesIMTh OPUTrHHANIbHbIN opmaT daiina u
M3BJI€Ub U3 HErO TEKCT JUIsi KOHTEHTHOIO aHaju3a,
JIOTIOJIHUTENBHO YBEOMHUB OTBETCTBEHHOIO COTPYIHMKA O
caMoM (pakTe U3MEHEHHsl PACLIMPEHHS).

4.7. Kareropu3anus npHJIOKeHHI:

1) cUcTeMa JI0JDKHA aBTOMATHYECKH OTHOCUTh
NPUIIOKEHHUS, UCTIONIB3YEMbIE KOHTPOJIIMPYEMbIMH
MOJIb30BaTEIIMH, K KATErOPHsIM B COOTBETCTBUH C
HACTPOMKaMH CUCTEMBI,

2) KaTeropu3alys NPUIOKEHHH J10JDKHA
OCYILECTBIATLCS C YUYETOM CJIelyIoLIMX aTpHOyTOB
MPUIOKEHHI: Xel-CyMMa UCroJHseMoro daiia, ums
MCITIOJIHAEMOTO (aiina, UMs NPOaYyKTa, OMUCAHNE
MPUIIOKEHHSI, BEPCUS NIPUIIOKEHHS, MMSI KOMITAHUH
pa3zpaboTuuKa MpHIOKEHHS;

3) KaTeropu3alys 10JKHA OCYLUECTBIATLCS C yUETOM
CJIEIYIOIIMX BUIOB XElI-CYMM HCMoHAeMbIx (ainos: MD-5,
SHA-1, SHA-256, CRC-32;

4) C CHCTEMOM JIOKEH MOCTaB/IAThCs HA0OP CHCTEMHbIX
Kkateropuii (1oymkeH coaepxarh He menee 4000
MPUIIOXKEHHUH), @ TAKKE MPEIOCTABIATLCS BO3MOXKHOCTD
CO3/1aBaTh M0JIb30BATEJILCKHUE KATErOPHH;

5) JIOJDKEH OBITh NPEelyCMOTPEH NMPHOPUTET
MOJIb30BaTEILCKMX KATErOPHH NMPHIIOKEHHH HAJl
CHUCTEMHbBIMHU;

6) JI0J5KHA OBITh MPENOCTaB/IeHa BO3MOXKHOCTh
OTKJIFOUEHUS CUCTEMHBIX KaTerOpUii NPUIIOKEHHH.

4.8. Kareropusanus Be0-caiToB:

1) CHCTEMa JI0JDKHA aBTOMAaTHYECKH OTHOCHTh CaMThl,
MOCelIEHHbIE KOHTPOJIUPYEMbBIMH TM0JIb30BATEIISIMH, K
KaTEropusiM B COOTBETCTBHHM C HACTPOMKAMH CUCTEMBI;

2) KaTeropu3alys CauToB J0JKHA OCYLIECTBJIATLCA €
YYETOM JIOMEHHOM YacTH M MyTH B aipece NMepexsayeHHoro
caira;

3) C CUCTEMOM JI0JKEH MOCTaBIISAThCS HAOOP CHCTEMHBIX
Kkateropuii (nomkeH cogepxkars He menee 20000 Beb-caiiToB),

applications), as well as the ability to create custom
categories.

5) user-defined application categories should
be prioritized over system-specific ones.

6) it should be possible to disable system
categories of applications.

4.8. Website categorization:

1) the system should automatically assign sites
visited by controlled users to categories in
accordance with the system settings.

2) site categorization should take into account
the domain part and the path in the address of the
intercepted site.

3) the system must be supplied with a set of
system categories (must contain at least 20,000
websites), as well as provide the ability to create
custom categories;

4) user categories of websites should be
prioritized over system categories.
S) it should be possible to disable system

categories of websites.

4.9. Productivity of websites and applications:
1) the system should allow evaluating the
productivity of employees ' working time spent on
websites and applications;

2) the system should allow you to set one of
the available productivity classes for each
website/application: productive, unproductive,
neutral.

3) in a situation where a user is in several
groups with different productivity settings, the
priority of productivity of sites and applications for
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foydalanish;

S) muayyan veb- resurslarga tashrif buyurish;

6) SMTP, HTTP, MAPI protokollari orqali
ma'lumotlarni uzatishni blokirovka qilish, hujjatlarni
chop etish uchun yuborish, shu jumladan go'shimcha
atributlar;

7) foydalanuvchilarning kompyuter
drayverlarida maxfiy fayllarni aniglash;

8) o'zgartirilgan kengaytmali hujjatni yuborish
faktini aniqlash (masalan, foydalanuvchi .doc

faylining nomini jpg ga o'zgartirganda va keyin uni
yuborganda, tizim asl fayl formatini aniglay olishi va
kontentni tahlil gilish uchun undan matn chigarib
olishi kerak. , qo'shimcha ravishda mas'ul xodimni
kengaytmani o'zgartirish haqiqati haqida xabardor
qilish ).

4.7. Turkumlashtirish ilovalar :

1) tizim  boshqariladigan  foydalanuvchilar
tomonidan ishlatiladigan ilovalarni tizim
sozlamalariga muvofiq avtomatik ravishda toifalarga
ajratishi kerak;

2) llovalarni  turkumlash  quyidagi ilova
atributlarini hisobga olgan holda amalga oshirilishi
kerak: bajariladigan faylning xeshi, bajariladigan fayl
nomi, mahsulot nomi, ilova tavsifi, ilova versiyasi,
dastur ishlab chigaruvchi kompaniya nomi;

3) toifalarga ajratish bajariladigan fayllarning
quyidagi turdagi xesh summalarini hisobga olgan
holda amalga oshirilishi kerak: MD-5, SHA-1, SHA-
256, CRC-32;

4) tizim  tizim  toifalari  to'plami  bilan
ta'minlangan bo'lishi kerak (kamida 4000 ta ilova
bo'lishi kerak), shuningdek, maxsus toifalarni yaratish
imkoniyati bilan ta'minlanishi kerak;

5) foydalanuvchi ilovalari toifalariga tizimli
ilovalardan ustunlik berilishi kerak;

6) Tizim ilovalari toifalarini o'chirish imkoniyati

a TAKIKE NMpeaoCcTaBJissTbh BO3BMOXKHOCTL CO31aBaTh
ITOJIL30BATC/IbCKUE KATCIrOPpHUH,

4) JIOJIKEH OBITh MPEYCMOTPEH NMPHOPHTET
N0JIb30BATE/ILCKUX KaTEeropuii BeO-caiToB Ha/l CHCTEMHBIMU;
5) JI0JI7KHA OBITh MPEOCTAaBIeHa BO3MOXKHOCTD

OTKJIFOYEHHSI CUCTEMHBIX KaTeropui BeO-calToB.

4.9. IIpoaAyKTHBHOCTD Be0O-CAHTOB M NPHIIOKEHHI:

1) cUcTeMa JI0JKHA MO3BOJISTH OLGHUBATH
NPOJYKTUBHOCTb UCIOJIb30BAHUs pabouero BpeMeHH
COTPYJHHMKAMHU, KOTOPOE OHU NMPOBOAST Ha BeO-caiTax U Nnpu
paboTe B NpHIOKEHHSX;

2) CHCTEeMa JOJDKHA MO3BOJISTh YCTAHABJIMBATD IS
Ka)kJ10T0 BeO-caiTa/mpuaokKeHus OJJMH U3 JOCTYITHBIX
KJIaCCOB NPOAYKTUBHOCTH: MPO/1YKTUBHO, HEMPO1yKTHBHO,
HEHTPAILHO.

3) B CMTYyalMH, KOI'/1a M0J1b30BaTe/ b HAXOIUTCS B
HECKOJIBKMX IPYMMax ¢ pa3HbIMK HaCTPOMKAMHM
NPOAYKTHBHOCTH MPUOPHUTET MPOJYKTHBHOCTH CAaHTOB U
MPUJIOKEHHH JIJ151 3TOTO MOJIB30BATENS CIASAYIOLIMIA:
MPOJYKTUBHO — HEMIPOAYKTHBHO — HEUTPalbHO

4) CHUCTEMa JIOJDKHA UMETh MPeLyCTaHOBJICHHbIE
1abIOHBl HACTPOEK MPOAYKTUBHOCTH LIl OCHOBHbBIX
OT/AE0B/N0Ipa3/1e/IeHHH, C BO3MOYKHOCTBIO MX Jla/ibHEHIIIErO
pelaKTHPOBAHUS

5) CHUCTEMA JIOJKHA MO3BOJISATh CO3/1aBaTh
MOJIb30BATE/ILCKHE 1AOJOHBI HACTPOEK NPOAYKTHBHOCTH JIJIst
OCHOBHBIX OT/I€JIOB/NOAPA3Ie/IEHHUH, C BO3MOXKHOCTBIO HX
JajbHeHIIero pejakTupoBaHHUs

5. TpeOoBaHus K pacro3HaBaHUIO H300PaKEHHIA:

Cucrema 10/17KHa UMETh BCTPOEHHOE CPEICTBO
pacnosHaBaHus u3o0paxkeHuid: Tesseract.

Cuctema J0/1KHa UMETh MOJIYJIb MPEABAPUTE/ILHOIO aHAIIU3a
CXO0XKECTH M300parkeHu il ¢ JOKYMEHTAMH, KOTOPBIH
NO3BOJIAET CHU3UTh HArpy3Ky Ha CepBep pacro3HaBaHUs,
OTIpaBJiss Ha pacrno3HaBaHHE TOJbKO (haibl, MOXOXKHE Ha
JIOKYMEHTBI.

departments/divisions, with the possibility of
further editing them

5) the system should allow you to create
custom templates for productivity settings for the
main departments/divisions, with the possibility of
further editing them

5. Requirements for image recognition:

The system must have a built-in image recognition
tool: Tesseract.

The system must have a module for preliminary
analysis of image similarity with documents, which
can reduce the load on the speech recognition
server by sending only files that are similar to
documents for recognition.

The system allows you to set a minimum threshold
for image similarity with a document in the
interface, before which documents are not sent to
the speech recognition server.

The system should be able to analyze the text
content of graphic data using OCR technology and
have the following capabilities:

1) the ability to extract text information from
image files (BMP, JPEG, PNG, TIFF, GIF, etc.), as
well as from PDF, DjVu, and OXPS files by optical
character recognition (OCR);

2) the ability to detect seals on images based
on specified standards;

3) the ability to work on the extracted search
text using contextual and attribute analysis tools;
4) the ability to perform a search based on the
detected seals using attribute analysis tools;

5) the ability to configure the ima

items in the queue, the maximu
6) support for multi-threa
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ta'minlanishi kerak.

4.8. Turkumlashtirish veb-saytlar :

1) tizim nazorat ostidagi foydalanuvchilar
tashrif buyuradigan saytlarni tizim sozlamalariga
muvofiq avtomatik ravishda toifalarga ajratishi kerak;
2) saytlarni toifalash domen qismi va ushlangan
sayt manzilidagi yo'lni hisobga olgan holda amalga
oshirilishi kerak;

3) tizim tizim toifalari to'plamiga ega bo'lishi
kerak (kamida 20 000 veb-saytni o'z ichiga olishi

kerak), shuningdek, maxsus toifalarni yaratish
imkoniyatini ta'minlashi kerak;

4) tizimli saytlardan foydalanuvchi toifalariga
ustunlik berish kerak;

5) Tizim  veb-saytlari toifalarini  o'chirish

imkoniyati bo'lishi kerak.

4.9. Veb-sayt va ilovalar samaradorligi:

1) tizim  xodimlarning  veb-saytlarda  va
ilovalarda ishlashda sarflagan vagqtlari
samaradorligini baholashga imkon berishi kerak:

2) tizim har bir veb-sayt/ilova uchun mavjud
mahsuldorlik sinflaridan birini belgilashga imkon
berishi kerak: samarali, samarasiz, neytral.

3) Agar foydalanuvchi turli xil mahsuldorlik
sozlamalariga ega bo'lgan bir nechta guruhlarda
bo'lsa, ushbu foydalanuvchi uchun saytlar va
ilovalarning unumdorligi ustuvorligi quyidagicha:
samarali - samarasiz - neytral

4) tizimda asosiy bo'limlar/bo'limlar uchun
oldindan  o'rnatilgan  mahsuldorlik  sozlamalari
shablonlari ~ bo'lishi  kerak, ularni keyinchalik
tahrirlash imkoniyati mavjud.

5) tizim sizga asosiy bo'limlar/bo'limlar uchun

mahsuldorlik sozlamalari shablonlarini yaratishga
imkon berishi kerak, bunda ularni keyingi tahrirlash
imkoniyati mavjud.

CucTtema no3BosiseT HacTpauBaTh B HHTepdeiice
MMHHUMaJIbHBIH MOPOT CXOKECTH H300PAKEHUS C
JIOKYMEHTOM, 10 IOCTHXKEHHsI KOTOPOT'0, JOKYMEHTBI He
OTINPABJISIOTCS HA CepBEP Paclo3HaBaHMsl.

CucTema 10/17KHA NO3BOJISITH OCYLIECTBIISATH AHAJIN3
TEKCTOBOI'O COJAEPIKMMOTro rpadyueckux JaHHbIX NpH
nomotr TexHojaoruu OCR u obnanaTh cienyommuMH
BO3MOYKHOCTSIMHU:

1) BO3MOKHOCTb U3BJICUEHHs TEKCTOBOH MH(OpMaLIMH
u3 (aitnos rpaduyeckux popmaros (BMP, JPEG, PNG,
TIFF, GIF u apyrue), a Taroke u3 ¢aiinos ¢popmara PDF,
DjVu, OXPS nyTem onTuyeckoro pacrno3HaBaHHs CHMBOJIOB
(OCR);

2) BO3MOJKHOCTb OOHapy KeHHs rneyarei Ha
U300paXKeHMX MO 3aJaHHbIM 3TaJIOHAM;
3) BO3MOKHOCTb ITPOU3BEACHHUS MO U3BJIIEUEHHOMY

TEKCTY MOMCKA C UCIIOJb30BAHUEM UHCTPYMEHTOB
KOHTEKCTHOI0 ¥ aTpUOYTHBHOIO aHaIu3a;

4) BO3MOXXHOCTb [TPOM3BEACHHUS 10 OOHAPYIKEHHBIM
neyaTsiM MOUCKa C UCIOIb30BAHUEM MHCTPYMEHTOB
aTpUOYTHUBHOIO aHAIM3a;

5) BO3MOKHOCTb HAaCTPOWKH OYEepeH pacro3HaBaHUs
U300paxKeHUH M0 MAaKCUMaJIbHOMY YMCITy 3JIEMEHTOB B
ouepeiM, MAaKCUMaJIbHOMY 00LIeMy pa3Mepy O4epe/iu;

6) NOAJIEPHKKA MHOTOIIOTOYHOIO pacno3HaBaHHsl
neyaTel M TEKCTa U3 U300paKEeHHH, C BO3MOXKHOCTBIO
BbIOOpA YMCa MOTOKOB Uit 00pabOTKM neyateii U uucna
MOTOKOB /151 00pabOTKH TeKCTa;

7) BO3MO>KHOCTb HACTPOMKH MaKCUMAaJIbHOIO BPeMEHH
pacrio3HaBaHUs OHOIO JTIOKYMEHTAa;

8) BO3MOJKHOCTb HaCTPOMKH 00J1aCTH (KOJIMUYECTBO
MepBbIX CTPAHULL) PacloO3HaABaAHHUsI B MHOIOCTPAHUUHBIX
JIOKYMEHTaXx.

9) 0TOOpaKeHHE CTATUCTUKH T10 3arpy3ke npoieccopa,
MCIOJIb30BAHUIO ONEPATHBHOM MaMATH, MO o0LIeMy
KOJIMYeCTBY 00pabOTaHHBIX JOKYMEHTOB, KOJTUUECTBY

select the number of threads for printing processing
and the number of threads for text processing;

7 the ability to set the maximum recognition
time for a single document.
8) ability to configure the recognition area

(number of first pages) in multi-page documents.

9) display statistics on processor load, RAM
usage, the total number of processed documents, the
number of documents in processing, documents in
the queue, the number of documents recognized
with errors

10) for recognizing files with image defects, it
should be possible to fine-tune the recognition tools
(loading images in 8-bit and 24-bit modes, the
ability to automatically apply binarization
depending on the degree of damage to the
document, fine-tuning binarization, including
choosing the binarization threshold, defect filtering
settings).

6. Management requirements for controlled users:
The management of controlled users should
include:

1) creation of internal user cards containing all
the identification information of controlled users;
2) the ability to create user cards without

allocating licenses for the corresponding users, for
example, creating a card for an external user in
order to track their communication with internal
subscribers; in case of dismissal of an employee,
the ability to save the user's card for monitoring
their subsequent communication with the
company's employees;

3) there are no restrictions on the number of
user profiles in the program databasge™ v x,,

4)  the ability to link general ffopmation 766l
the user to the user card: full nagf izatj ™
division, position, phone :/-. :
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Shurtan BRKM

5. Tasvirni tanib olish uchun talablar:

Tizimda o'rnatilgan tasvirni aniqlash vositasi bo'lishi
kerak: Tesseract .

Tizimda hujjatlar bilan tasvirlarning o'xshashligini
dastlabki tahlil gilish moduli bo'lishi kerak, bu fagat
hujjatlarga o'xshash fayllarni tanib olish uchun
yuborish orqgali tanib olish serveriga yukni
kamaytirish imkonini beradi.

Tizim interfeysda rasm va hujjat o'rtasidagi
o'xshashlikning minimal chegarasini sozlash
imkonini beradi, bunga erishgunga qadar hujjatlar
tanib olish serveriga yuborilmaydi.

Tizim OCR texnologiyasidan foydalangan holda
grafik ma'lumotlarning matn tarkibini tahlil gilish
imkonini berishi va quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) grafik formatdagi fayllardan (BMP, JPEG,
PNG, TIFF, GIF va boshqgalar), shuningdek, belgilarni
optik aniglash (OCR) yordamida PDF, DjVu , OXPS
formatidagi fayllardan matn ma'lumotlarini olish
imkoniyati;

2) belgilangan standartlardan foydalangan holda
tasvirlardagi shtamplarni aniqlash qobiliyati;
3) kontekst va atributlarni  tahlil
vositalaridan  foydalangan holda olingan
bo'yicha qidiruvni amalga oshirish qobiliyati;
4) atributlarni  tahlil  qilish  vositalaridan

qilish
matn

foydalangan holda aniqlangan shtamplarni qidirish
qobiliyati;
S) tasvirni  aniqlash  navbatini  navbatdagi

elementlarning maksimal soni, maksimal umumiy
navbat hajmi bo'yicha sozlash imkoniyati;

6) shtamplarni va tasvirlardan matnni ko'p
bosqichli tanib olishni qo'llab-quvvatlash,
shtamplarni qayta ishlash uchun iplar sonini va matnni
qayta ishlash uchun iplar sonini tanlash imkoniyati
bilan;

JIOKYMEHTOB B 00paboTke, TOKYMEHTOB B OUYepe/IH,
KOJIMYECTBY PACMO3HAHHBIX C OLIMOKAMU IOKYMEHTOB

10) JU1s pacno3HaBaHus ¢aitios ¢ nedexkramu
1300pakeHui 10J1KHA ObITh MPEAYCMOTPEHA BO3MOMXHOCTh
TOHKOM HACTPOMKHM Cpe/ICTB pacrno3HaBaHus (3arpy3ka
n3o00pakeHui B 8-OUTHOM M 24-OGUTHOM peKkHMaXx,
BO3MOKHOCTb aBTOMaTHYECKOI0 NPUMEHEHHs! OWHApU3aLUK B
3aBMCMMOCTH OT CTENEHHU MOBPEKACHHUS JOKYMEHTA, TOHKHE
HacTpoMKK OMHapU3auMH, B T.4. BBIOOp nopora OuHapu3alinu,
HacTpOHKH PUIBTpALIUK 1eEeKTOB).

6. TpeGoBaHus K ynpaBIeHHIO KOHTPOJIHPYEMbIX
nosb30BaTeNeH:

YnpaBiaeHHe KOHTPOJUPYEMBIMHU MOJIb30BATEIAMH J10JAKHO
npeaycMaTpUBaTh:

1) CO3/1aHHe BHYTPEHHHUX KapTO4ekK MoJib30BaTelieH,
cojieprKalllMX BCIO MAEHTH()UKALMOHHYIO HHDOpMALHIO
KOHTPOJIUPYEMBIX MOJIb30BaTEIICH;

2) BO3MOKHOCTb CO3aHMSI M0JIb30BATEILCKUX KapTO4ek
0e3 BblAEICHUs JIMLIEH3UI HAa COOTBETCTBYIOLMX
1oJib30BaTelel, HarpuMep, CO31aHUe KapTOUYKH JU1st
BHEILIHErO M0JIb30BaTEJs C LEJIbIO OTCISKUBAHUS €ro
0o0LIeHUs: C BHYTPEHHUMH a0OHEHTaMH; B Cllyuyae YBOJbHEHUS
COTPYJHHMKA — BOBMOYKHOCTb COXPAHEHUS KAPTOUKH
Noab30BaTeNs U1 KOHTPOJIS €ro MocaeayoLero ooueHus ¢
COTpPY/IHUKAaMH KOMIAHHH;

3) OTCYTCTBUE OrPaHUUYCHUI MO KOJUYECTBY npoduiiei
nosb3oBaresiel B 0aze NporpaMmbl;
4) BO3MOIKHOCTb MPUBS3KH K M0JIb30BATEIbCKOM

Kaprouke obuiel uHGopmauuu o nonszosarene: DUO,
OpraHM3aLus, NoApaseieHue, JOKHOCTD, TenedoHbl, aapec
v Jp.,

5) BO3MO>XHOCTb aBTOMATHUYECKOW MPHUBSA3KHU K KAPTOUKE
JIlaHHbIX NoJib30Baress u3 Active Directory (anpeca
3JIEKTPOHHOM MOYTHI, HA3BAHHsI OPraHU3alInH,
noApasesieH!st U AOJHKHOCTH MOJIb30BATENs, ONIUCAHUS U
(ororpaduu nonvzosarens);

5) the ability to automatically link user data
from Active Directory to the card (email addresses,
organization names, divisions and positions of the
user, descriptions and photos of the user);

6) ability to display information from arbitrary
fields of the corresponding Active Directory user in
the user card

7) the ability to authenticate users working
with the system based on internal accounts (with a
request for the user's name and password when
logging in);

8) the ability to automatically link user
identification data (used Slack IDs, ICQ numbers,
Google Hangouts, Skype, Telegram, Viber,
WhatsApp, Yahoo accounts, social web network
IDs, SIP, email addresses, including XMPP and
Microsoft Lync accounts, as well as IP addresses
and photos), to the user's profile for subsequent
identification.

9) the ability to select the types of contact
information that will be automatically linked to the
user's card

10) the ability to exclude certain users from the
process of automatic binding of contact information
11) the ability to exclude certain information
(IP address, email address, computer name, Skype,
ICQ, Viber, Telegram, WhatsApp, MS Exchange,
social network ID) from the automatic binding of
contact information

12) the ability to differentiate access rights to
both individual system components and intercepted
data of individual users for different groups with
assigned roles (for example, "system administrator"
- access only to changing the techni

viewing act1v1ty information é;tam em‘pidyeegf— %\
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7) bitta hujjat uchun maksimal tanib olish
vaqtini sozlash imkoniyati;

8) ko'p sahifali hujjatlarda tanib olish maydonini
(birinchi sahifalar soni) sozlash qobiliyati.

9) protsessor yuklanishi, operativ xotiradan
foydalanish, gayta ishlangan hujjatlarning umumiy
soni, ishlov berishdagi hujjatlar soni, navbatdagi
hujjatlar, xatolik bilan tan olingan hujjatlar soni
bo‘yicha statistikani ko‘rsatish

10) 24-bit  rejimlarda  yuklash,  hujjatning
shikastlanish darajasiga qarab avtomatik ravishda
binarizatsiyani qo'llash qobiliyati, binarizatsiyani
nozik sozlash) mumkin bo'lishi kerak. , shu jumladan
binarizatsiya chegarasini tanlash , nuqsonlarni
filtrlash sozlamalarti).

6. Boshqariladigan foydalanuvchilarni
boshqarishga qo'yiladigan talablar:
Boshgqariladigan foydalanuvchi boshqaruvi
quyidagilarni 0'z ichiga olishi kerak:

1) nazorat gilinadigan foydalanuvchilarning
barcha identifikatsiya ma'lumotlarini o'z ichiga olgan
ichki foydalanuvchi kartalarini yaratish;

2) tegishli ~ foydalanuvchilarga litsenziyalar
bermasdan  foydalanuvchi  Kartalarini  yaratish
imkoniyati, masalan, ichki abonentlar bilan alogasini
kuzatish uchun tashqi foydalanuvchi uchun karta
yaratish; xodim ishdan bo'shatilgan taqdirda, uning
kompaniya xodimlari bilan keyingi muloqgotini
nazorat qilish uchun foydalanuvchi kartasini saqlash
imkoniyati;

3) dastur ma'lumotlar bazasida foydalanuvchi
profillari soni bo'yicha cheklovlar yo'q;

4) foydalanuvchi haqidagi umumiy
ma'lumotlarni  foydalanuvchi kartasiga bog'lash
imkoniyati: to'liq ism, tashkilot, bo'linma, lavozim,
telefon raqamlari, manzili va boshqalar,

5) Foydalanuvchining ma'lumotlar _kartasiga

6) BO3MOKHOCTb OTOOPaKEHUs B KapTOUYKe
noJab3oBaTens MHPpOPMaLMH W3 MPOU3BOIBLHBIX NOJIEH
COOTBETCTBYIOILEro nojib3oBatens Active Directory

7) BO3MOKHOCTh ayTEHTH(OUKALMU M0J1b30BaTENCH,
paboTarOIMX C CUCTEMOM, HA OCHOBAHMH BHYTPEHHMX
YUETHbIX 3aIucei (¢ 3anpocoM UMEHH U naposis
NoJb30BaTesis MPU BXOJE B CUCTEMY );

8) BO3MOKHOCTb aBTOMaTHYECKOM MPHBA3KH
WI1eHTU(OUKALMOHHBIX JaHHBIX MOJIb30BaTEs (MCMOJIB3YEMbIE
unentuduraropsr Slack, Homepa ICQ, y4eTHble 3anucH
Google Hangouts, Skype, Telegram, Viber, WhatsApp,
Yahoo, ID coumanbhbix BeO-cereid, SIP, aapeca 31eKTpOHHOH
MOYTHI, BKJIKOYas yueTHble 3anucu XMPP u Microsoft Lync, a
Takke IP-anpeca u gororpadum), kK npoduiio nob3oareis
JU1S nocieyoiei naeHTHUKaLnm;

9) BO3MOKHOCTb BbIOOpA TUMOB KOHTAKTHOM
uHdopmalmu, KoTopas OyeT aBTOMAaTHYECKH
MPUBS3bIBATLCS K KAPTOUKE MOJIb30BATEIS

10) BO3MOYKHOCTb MCKJIFOUEHHs ONPEIe/ICHHbIX
noJsib30BaTesiell U3 Npoliecca aBTOMaTHYECKOW MPUBS3KH
KOHTaKTHOM HHpopmaLmu

11) BO3MOYKHOCTb MCKJTFOUEHHS OIPe/Ie/IEHHOH
undopmanmu (IP-aapec, agpec 31€KTPOHHOM MOYTbI, UM
KOMIbIOTepa, yueTHble 3anucH Skype, ICQ, Viber, Telegram,
WhatsApp, MS Exchange, ID conunanbHoi ceTH) u3
npolecca aBTOMaTHUECKOH MPUBA3KM KOHTAKTHOH
uHbOopMaLUH

12) BO3MOKHOCTb pa3rpaHUUYEHHs MpaB 10CTyna Kak K
OT/1e/IbHBIM KOMITOHEHTaM CUCTEMBI, TaK U K MEepPeXBaYCHHbBIM
JIAHHBIM OT/EJILHBIX MOJB30BaTEINb Ul Pa3IMUHBIX I'pynn ¢
Ha3HaYeHUEM poJieil (HanpuMep, KCUCTEMHbIH
a/IMMHUCTPATOP»- AOCTYII TOJILKO K H3MEHEHHIO
TEXHUUYECKHX NapaMeTpoB CUCTeMbI — 0€3 10cTyna K
MPOCMOTPY MepexBaueHHOH HHPOPMALIMH; «PYKOBOMTEb
Mo/ipasieIeHUs»— JOCTYII TOJIBKO K MPOCMOTPY MH(OpMaLIUH
006 aKTMBHOCTHM ONpeJIe/IEHHbIX COTPYAHUKOB — 0€3 jocTyna K
npocMOTpy MHpopMaLK 06 HHLMAEHTAX MM 00 aKTHBHOCTH

without access to viewing information about
incidents or other employees 'activity;" security
officer " — access only to security policies and
incidents-without access to viewing information
about employee activity, etc.) using a user
authentication system;

13) the ability to integrate with Active
Directory indicating the domains (domain objects)
and domain controllers with which synchronization
will be performed;

14) sync Active Directory users with the ability.
automatic creation and deletion of user cards, when
adding and deleting records in Active Directory,
with automatic creation of cards when previously
unknown user information is detected;

15) automatic synchronization of changes in
user identification data in Active Directory with
data in user cards with the ability to configure the
synchronization schedule and synchronized data;
16) logging of actions and authorization of
users working with the system.

7. System health monitoring requirements:

Health monitoring should allow you to monitor the
state of the system in real time. At the same time,
provide the following features:

1) a system health monitoring dashboard,
which provides basic information about the
operation of all major components of the system, as
well as the use of hardware resources

2) event logging of server components of the
system;

3) view the log, as well
information and recommend
the admin console;

N MIRg "e,,,
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Active -dan avtomatik ravishda ulanish imkoniyati
Katalog (elektron pochta manzillari, tashkilot
nomlari, bo'limlar va foydalanuvchi pozitsiyalari,
foydalanuvchi tavsiflari va fotosuratlari);

6) faol foydalanuvchining shaxsiy
maydonlaridan ma'lumotlarni ko'rsatish imkoniyati
Katalog

7) ichki hisoblar asosida tizim bilan ishlaydigan
foydalanuvchilarni autentifikatsiya qilish imkoniyati
(tizimga kirishda foydalanuvchi nomi va parolni
so'rash bilan);

8) foydalanuvchi identifikatsiya ma'lumotlarini
avtomatik ravishda bog'lash qobiliyati (ishlatilgan
Slack identifikatorlari, 1CQ raqamlari, Google
hisoblari Hangouts , Skype , Telegram , Viber ,
WhatsApp , Yahoo , ijtimoiy veb identifikatorlari,
SIP, elektron pochta manzillari, shu jumladan XMPP
va Microsoft hisoblari Lync , shuningdek IP manzillar
va fotosuratlar), keyingi identifikatsiya qilish uchun
foydalanuvchi profiliga;

9) foydalanuvchi kartasiga avtomatik ravishda
bog'lanadigan aloga ma'lumotlari turlarini tanlash
imkoniyati

10) muayyan foydalanuvchilarni kontakt
ma'lumotlarini avtomatik ravishda ulash jarayonidan
chigarib tashlash qobiliyati

11) Skype , ICQ, Viber , Telegram , WhatsApp ,
MS Exchange , ijtimoiy tarmoq identifikatorlari
hisoblari) kontakt ma'lumotlarini avtomatik ravishda
bog'lash jarayonidan chiqarib tashlash qobiliyati

12) Rollarni tayinlash bilan tizimning alohida
komponentlariga ham, turli guruhlar uchun alohida
foydalanuvchilarning  ushlangan  ma'lumotlariga
kirish huqugqlarini farqlash qobiliyati (masalan, "tizim
ma'muri" - faqat tizimning texnik parametrlarini
o'zgartirishga  kirish -  ruxsatsiz  ushlangan
ma'lumotlarni ko'rish "bo'lim boshlig'i" - fagat ayrim

JPYTUX COTPYAHUKOB; «oduuep 6€30nacHOCTH»— 10CTYTI
TOJILKO K MOJIMTHKaM 0e30MacHOCTH U HHLIMIeHTaM — 6e3
JIOCTYTIA K MPOCMOTPY MHPOPMALIMK 00 aKTUBHOCTH
COTPYAHMUKOB, U T.I1.) C UCNOJIb30BAHUEM CHCTEMBbI
ayTeHTH(HUKALMK MTOJIb30BATENEH;

13) BO3MOYKHOCTBH MHTerpaimu ¢ Active Directory ¢
yKazaHueMm JOMEHOB (0OOBEKTOB IOMEHOB) M KOHTPOJLIEPOB
JIOMEHOB, C KOTOPbIMU OY€T BBIMOIHATHCS CHHXPOHHW3ALIMS;
14) CMHXPOHHM3ALMIO Nosib3oBaTenel Active Directory ¢
BO3MOKHOCTh. aBTOMAaTHUYECKOT0 CO3/IaHMs U y1aJIeHUs
KapToYeK nojib3oBaresiei, Npy 100aBAEHHH U ylalleHUH
3anucei B Active Directory, ¢ aBBTOMaTHYECKHUM CO3/1aHHE
KapToueK Npu 0OHApY)KEHUH paHee HEU3BECTHOM
NoJ1b30BaTEIbCKOH MH(OpMALIMK;

15) aBTOMATHYECKYI0 CHHXPOHHW3ALMIO U3MEHEHHUH
MaeHTU(DMKALIMOHHBIX JIaHHBIX MOJIb30BaTelNei B Active
Directory ¢ JaHHBIM B KapTOUYKaXx I0JIb30BaTENEH
BO3MOKHOCTBIO HACTPONKH paclUCaHUs CUHXPOHHU3aLMH H
CHUHXPOHHU3UPYEMbIX JAHHBIX;

16) BEJICHUE XKypHaJla ACHCTBUI U aBTOPH3aLIUU
noJib30BaTesiei, paboTalouX ¢ CUCTEMOMN.

7. TpeGoBaHus K MOHUTOPHHIY pabOTOCIIOCOOHOCTH
CHUCTEMBbI:

MOHUTOPHHT pabOTOCIOCOOHOCTH NOJIKEH MO3BOJIATD
KOHTPOJMPOBATbH COCTOSIHUE CUCTEMbI B PEKUME PeajibHOro
Bpemenu. [1pu aTom obecneunsars cieayronme
BO3MOXHOCTH:

1) rnaHeslb MOHUTOPHHTa paboTOCMOCOOHOCTH CHCTEMBI,
Ha KOTOpO# MpejicTaB/ieHa OCHOBHast UH(opMalms o pabore
BCEX OCHOBHbBIX KOMITOHEHTOB CUCTEMBI, A TAKKE
MCI0JIb30BAHUH pecypcoB 000pyA0BaHMs

2) BeJIeHHE JKypHaJla COOBITUH CepBEPHBIX
KOMITOHEHTOB CHUCTEMBI;
3) MPOCMOTP JKypHasa, a TaKke A€TaJIbHOM

MHPOPMALMK U PEKOMEH/IALIMH 10 KaXJI0MY COOBITHIO B
KOHCOJIM aJIMMHUCTPATOPa;

4) filtering events in the log by date, event
level (information, warning, error), server
component, event source;

5) selecting specific event source servers for
monitoring;
6) automatic clearing of the log by event

retention period and level;

7) Ability to export the event log in PDF,
XPS, CSV, XLS, XLSX, HTML, RTF, TXT
formats

8) ability to print the event log;

9) automatic notification of the system
administrator about new events of server
components by mail;

10) configure the rules for sending notifications
by mail (selecting the destination, server
component, event level, or specific events).

8. Requirements for information retrieval:
Information search tools should allow you to create
highly detailed search queries. The system should
provide the following features:

1) search for information based on intercepted
data using all available analysis tools: content
analysis, attribute analysis, search by recognized
images, prints, event analysis, etc.;

2) search for information by Active Directory
groups as well;

3) search for information by site and app
categories

4) search by digital fingerprints with the
ability to adjust the trigger threshetd:

5) dictionary search, wi

into account the trigger thre
6) search by hash am
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xodimlarning faoliyati to'g'risidagi ma'lumotlarni
ko'rish - hodisalar yoki boshqa xodimlarning faoliyati
to'g'risidagi ma'lumotlarni ko'rish imkoniyatisiz -
faqat xavfsizlik siyosati va hodisalar - xodimlarning
faoliyati to'g'risidagi ma'lumotlarni ko'rish
imkoniyatisiz va  hokazo. .) foydalanuvchi
autentifikatsiya tizimidan foydalangan holda;

13) Active bilan integratsiya qilish imkoniyati
Sinxronizatsiya amalga oshiriladigan domenlar
(domen  ob'ektlari) va domen  kontrollerlari

ko'rsatilgan katalog ;

14) Faol foydalanuvchi sinxronizatsiyasi Katalog
¢ imkoniyati. Active -ga yozuvlarni qo'shish va
o'chirishda foydalanuvchi kartalarini -avtomatik
yaratish va o'chirish Ilgari noma'lum foydalanuvchi
ma'lumotlari aniglanganda kartalarni avtomatik
yaratish bilan katalog ;

15) Foydalanuvchi identifikatoridagi
o'zgarishlarni Active -da avtomatik sinxronlashtirish
Sinxronizatsiya  jadvalini  va  foydalanuvchi
kartalaridagi ~ sinxronlashtirilgan ~ ma'lumotlarni
sozlash qobiliyatiga ega katalog ;

16) tizim bilan ishlaydigan foydalanuvchilarning
harakatlari va ruxsatnomalari jurnalini yuritish.

7. Tizimning ishlashini monitoring qilish uchun
talablar:

Salomatlik monitoringi real vaqtda tizimning
sog'lig'ini kuzatish imkonini berishi kerak. Shu bilan
birga, quyidagi imkoniyatlarni taqdim eting:

1) tizimning barcha asosiy komponentlarining
ishlashi, shuningdek, asbob-uskunalar resurslaridan
foydalanish haqida asosiy ma'lumotlarni taqdim
etadigan tizim salomatligi monitoringi paneli

2) tizimning server komponentlari hodisalari
jurnalini yuritish;

3) jurnalni ko'rish, shuningdek, administrator

4) (dunbTpalms coObITUH B JKypHaJIe 10 aTe, YPOBHIO
cobbITHs (MHpOpMaLKs, NpeaynpexaeHue, olmMokKa),
CEepBEPHOMY KOMITOHEHTY, MCTOYHHKY COOBITHH;

S) BbIOOP OMpeesIEHHbIX CEPBEPOB HCTOYHHMKOB
coObITHI /17Ts BEICHUSE MOHUTOPHHIA;

6) aBTOMAaTHYECKas OYMUCTKA JKypHaJia 1o CpoKy
XpaHeHust COOBITHH M WX YPOBHIO;

7) BO3MOKHOCTb 9KCIOPTa JKypHaJa COObITHH B
dopmarax PDF, XPS, CSV, XLS, XLSX, HTML, RTF, TXT
8) BO3MOYKHOCTD M€YaTH )KypHaJla COObITHH;

9) aBTOMATHYECKOE YBEJOMJICHHE aIMUHUCTPATOPA

CHUCTEMbBI O HOBBIX COOBITHUSX CEPBEPHBIX KOMIOHEHTOB 110
noure;

10) HacTpOMKa NMPaBuJl OTIIPABKH yBEJIOMJIEHHH 110 MOYTe
(BbIGOp azipecaTa, CEpBEPHOTO KOMITOHEHTA, YPOBHs COObITHS
WJIM KOHKPETHBIX COOBITHH).

8. TpeGoBaHHs K MOUCKY MH()OPMALIMH:

UHCTpyMEHTBI MOMCKa MH(OPMALMK IOJDKHBI MO3BOJIATH
CO3/1aBaTh MOWCKOBbBIE 3aMPOChl BEICOKOM JI€Talk3aLnu.
Cucrema J10/KHA NMPeOCTaBATh Cl1eLyIOLIMe BO3ZMOKHOCTH!
1) MOMCK MH(OPMALIMK 110 NEPEXBAUEHHBIM JIAHHBIM C
MCMOJb30BaHUEM BCEX JIOCTYMHBIX MHCTPYMEHTOB aHaIU3a:
KOHTEHTHbIN aHaIu3, aTpUOYTUBHBIHN aHaJIM3, MOUCK 1O
PACMoO3HAHHBIM H300PAKEHUAM, NEYaTAM, COOBITHHHbBIN
aHaIu3 v J1p.;

2) nouck uHdopmaumu u o rpynnam Active Directory;
3) MOMUCK MHPOPMALIMHU 110 KATErOPHAM CaUTOB U
NPUI0KEHUH

4) MOMCK MO UUPPOBLIM OTMEYATKAM C BO3MOKHOCTbIO
HACTPOMKH Nopora cpabdaTbiBaHHs,;

3) MOMCK MO CJIOBAPsIM, C BO3MOXKHOCTBIO Y4eTa opora
cpabaTbiBaHHs U MOP(DOJIOTHH;

6) MOMCK 10 XeIll-CyMMaM, C BO3MO>KHOCTbIO MTOMCKA M0
NpeIHaCTPOSHHBIM OaHKaM XelI-CYyMM;

7) MOMCK HH(POPMALIMK, COAEPIKALLEH ONpPeAeICHHbIE

MECTKH KOH(‘I)PIIICHL[MaJTbHOCTH

7) search for information that contains certain
privacy tags
8) combining several simple search terms

using the logical operators "AND", "OR", "NOT",
with the possibility of combining search terms into
groups;

9) creating and using search templates — a set
of search terms that can be used in other combined
search queries;

10) add a search term to your favorites for
further work;

11) import and export of search terms.
12) limit the number of search results
displayed.

9. Reporting requirements:

The system's reporting module should have the
following features:

1) creating reports based on data from
randomly selected users, user groups, or Active
Directory groups.

2) creating a report for both the entire period
and a specific interval.

3) there is a report creation wizard with a brief
description of the report's capabilities.

4) availability of pre-installed reports.

S) create groups and subgroups with at least
20 hierarchy levels.

6) transfer reports from group to group by

simply dragging and dropping them with the
mouse.
7) transfer subgroups from group to group by

mouse.
8)
reports
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konsolida har bir vogea uchun batafsil ma'lumot va
tavsiyalar;

4) Jurnaldagi hodisalarni sana, hodisa darajasi
(ma'lumot, ogohlantirish, xato), server komponenti,
vogea manbasi bo'yicha filtrlash;

5) monitoring uchun maxsus vogea manba
serverlarini tanlash;
6) hodisalarni  saqlash muddati va ularning

darajasiga qarab jurnalni avtomatik tozalash;
7) hodisalar jurnalini PDF, XPS, CSV, XLS,
XLSX, HTML, RTF, TXT formatlarida eksport qilish

imkoniyati
8) voqealar jurnalini chop etish imkoniyati;
9) pochta orqali server komponentlarining yangi

hodisalari hagida tizim ma'murini avtomatik ravishda
xabardor qilish;

10) pochta orqali bildirishnomalarni jo'natish
qoidalarini  o'rnatish  (qabul giluvchini, server
komponentini, hodisa darajasini yoki muayyan

8) KOMOWHMPOBAHHE HECKOJIBLKHX NPOCTHIX MOUCKOBBIX
YCJIOBHI NPH MOMOLIM JIOTHYECKUX OnepaTopo « My,
«MJIH», «HE», ¢ BO3MOKHOCTBIO OOBEANHEHHS TTOUCKOBbIX
YCJIOBHH B IpyMnIibl;

9) CO3/J1aHU€ U MCIOJIb30BaHUE IAOJIOHOB MMOUCKA —
Habopa NOMCKOBBIX YCIIOBHIA, KOTOPbIE MOKHO MCMONB30BATH
B IPYTHX MOMCKOBBIX 3a1pOcax KOMOMHHUPOBAHHOIO MOMCKA,

10) J100aBJIEHHE YCIIOBHS MOMCKA B M36paHHOE, JUTs
JanbHelien paboTl;

11) UMMOPT M IKCIOPT YCIOBUM MMOMCKA;

12) OrpaHHYeHHE KOJIMHYECTBA OTOOpaKaeMbiX

PE€3yabTaTOB IMOUCKA.

9. TpeboBaHHs K OTYETHOCTH:

Mopnynb oTueTHOCTH cHCcTeMBbI 10KeH 06anaTh
CHACAYHOUMMH BO3MOKHOCTIMMU:

1) NOCTPOCHHUE OTYETOB M0 JAHHBIM MPOM3BOJILHO
BBIOPaHHBIX MOJIb30BATENEH, FPYII MOb30BATENEH MO0
rpymnn Active Directory;

9)

setting up a report generation schedule, as

well as selecting mailing addresses for distribution
All intercepted data must be submitted in the form
of reports of the following types:

D
2)
3)
4)
5)
6)
7)
8)
9)

the "User Activity" report.
report on users.

TOP report on users.

report on security policies;
summary report on users.
time sheet report;

report on app activity.

report on browser activity.
report on general user activity

9.1. Requirements for the "User activity"

report:

"User activity" should clearly represent the user's
activity on a time grid in 1-hour increments and
contain the following data and capabilities:

D)

information about the number of emails

hodisalarni tanlash). 2) NOCTPOCHHE OTYETA KAK 3a BECh MIEPHO/, TAK U 3a sent and received;

OMpeJe/IeHHbIH HHTEpBaJT; 2) information about the number of sessions of
8. Axborot qidirishga qo'yiladigan talablar: 3) HaJlnyne MacTepa Co3/1aHusl OTYETOB C KPAaTKUM user correspondence in IM clients, indicating the
Axborot qidirish vositalari juda batafsil gidiruv ONMCAHUEM BO3MOXKHOCTEN OTYETA; duration and number of messages in each session of
so'rovlarini yaratishga imkon berishi kerak. Tizim 4) HaJIM4YKe NPeayCTAHOBICHHBIX OTYETOB; correspondence;
quyidagi imkoniyatlarni ta'minlashi kerak: 5) CO3/1@aHHE IPYMIN U MOArPYNI ¢ KOJIMYECTBO YpoBHeil | 3) information about the number of files
1) barcha mavjud tahlil vositalaridan | nepapxuu He menee 20; received and sent by the user via email, IM clients,
foydalangan  holda ushlangan  ma'lumotlardan 6) MEPEHOC OTHYETOB M3 IPYMINbl B IPYIIITY MPOCTHIM HTTP(S) and FTP(S) protocols, copied to external
foydalangan holda ma'lumotni gidirish: kontentni NEePETACKUBAHUEM «MBILLIBIOY devices, network resources, cloud storage, or
tahlil qilish, atributlarni tahlil qilish, tan olingan 7) NEPEHOC MOArPYIN W3 IPYNMbl B FPYITY MPOCTbIM printed on local / network printers;
tasvirlar, muhrlar, vogealar tahlili va boshqgalardan NEPETACKUBAHUEM «MBILLBIOY; 4) information about the number of URLs
foydalangan holda gidirish; 8) HaCTpOMKa Npas 10CTyNa K pa3jMYHbIM THIaM visited and search queries sent.
2) faol guruhlar bo'yicha qidirish katalog ; OTYETOB S) information about the numbe
3) saytlar va ilovalar toifalari bo'yicha ma'lumot | 9) HacTpokKa pacnucanus GOpMHUPOBAHHS OTHETOB, a desktop screenshots taken by t iz
qidirish TaKoKe BbIOOP MOYTOBBIX AIPECOB /11 PacChlIKH 6) information about the/i computer®
4) Javob chegarasini sozlash imkoniyati bilan | Bce NepexXBaueHHbIE IaHHbIE JI0JDKHBI TIPEICTABIATHCS B up/down time, detailed stati of appLigzﬁ?on\\ %
raqamli barmoq izlari bo'yicha qidirish; bopme OTUETOB ClIEMYIOIMX BUIOB: activity and data on the perdegthge gf‘r?mngng“tﬂn,e\
5) Javob chegarasi va morfologiyasini hisobga | 1) OT4eT «AKTHBHOCTD [10JIb30BaTENIEiN»; in various applications; gy« &*\3};?\\\ Je /I

AN
S\ &
\’ea
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olish qobiliyati bilan lug'atlardan qidirish;

6) xesh  summalarining oldindan tuzilgan
banklari bo'yicha qidirish imkoniyati bilan ;

7) maxsus sezgirlik belgilarini 0'z ichiga olgan
ma'lumotni qidirish

8) qidiruv shartlarini guruhlarga birlashtirish

imkoniyati bilan "VA", "YOKI", "YO'Q" mantiqiy
operatorlari yordamida bir nechta oddiy qidiruv
shartlarini birlashtirish;

9) qidiruv shablonlarini yaratish va ulardan
foydalanish - boshga qo'shma gqidiruv so'rovlarida
ishlatilishi mumkin bo'lgan qidiruv so'zlari to'plami;
10) keyingi ish uchun sevimlilarga qidirish
shartini qo'shish;

11) qidiruv so'zlarini import va eksport qilish;
12) ko'rsatilgan qidiruv natijalari sonini cheklash.

9. Hisobotga qo'yiladigan talablar:
Tizim hisoboti moduli quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) faol guruhlar ma'lumotlariga asoslangan
hisobotlarni yaratish katalog ;

2) butun davr uchun ham, ma'lum bir oraliq
uchun ham hisobot yaratish;

3) hisobot imkoniyatlarining qisqacha tavsifi
bilan hisobot yaratish ustasining mavjudligi;

4) oldindan o'rnatilgan hisobotlarning
mavjudligi;

S) kamida 20 ierarxiya darajasiga ega guruhlar
va kichik guruhlarni yaratish;

6) sichqoncha bilan sudrab olib tashlash orqali

hisobotlarni guruhdan guruhga o'tkazish;

7) oddiygina sichqonchani surish orgali kichik
guruhlarni guruhdan guruhga o'tkazish;

8) har xil turdagi hisobotlarga kirish huquqini
o'rnatish

9) hisobotlarni

yaratish jadvalini o'rnatish,

2) OTYET MO MOJIb30BATENSAM;

3) TOTIl-oTuyeT MO MOJL30BATENSAM;

4) OTYET MO MOJIUTUKAM OE30MacHOCTH;

5) CBOJIHbII OTYET MO NOJIb30BATESAM;

6) oTueT Tadenb paboyero BpeMeHHu;

7 OTYeT 110 AKTUBHOCTH MPHIIOKEHHIA;

8) oTyeT Nno Opay3ep-aKTUBHOCTH.

9) otyeT 00 00LIel aKTUBHOCTH MOJIb30BATENs

9.1. TpeboBaHUsI K OTYETY «KAKTHBHOCTD MOJIb30BaTEJICH»:

«AKTHUBHOCTb MOJIb30BATEIS JO0JIKHA HarJisaiHO
NpeaAcCTaBIsATbL AKTUBHOCTD IMOJIB30BATEIS HA BpeMeHHOFI
CeTKe ¢ maromM B 1 yac u CoAepkKaThb CIIEAYHOLHE NJaHHbIC U
BO3MOXXHOCTH:

1) UHQOPMALIMS O KOJIMYECTBE OTIPABJICHHBIX K
TMOJTyYEHHBIX TUCEM;
2) MH(OPMALIKS O KOJIMYECTBE CECCHM NMepenrcKH

nosb3oBarens B IM-klIMeHTaX ¢ yKa3aHHEeM JUTUTEIbHOCTH U
KOJIMYECTBA COOOLEHHH B KQXK/10H CECCHHU MEePENUCKH;

3) uHdopmalus o konudecTse (aitoB, MOJYYEHHbIX U
OTIIPABJIEHHbIX T10J1b30BATE/IEM T10 JIEKTPOHHOH MouTe,
yepe3 IM-knuenTsl, no nporokoiaam HTTP(S) u FTP(S),
CKOINMPOBAHHbIX HA BHELIHHUE YCTPOHMCTBA, CETEBbIC PECYPChI,
B o0J1auHble XpaHWIIMLLIA MM pacrieyaTaHHbIX Ha
JIOKaJIbHbIX/CETEBbIX NPUHTEPAX;

4) uH$popmauus o konnyecTse noceteHHsix URL u
OTIPaBJIEHHbIX MTOMCKOBBIX 3aNPOCOB;

5) MH(OpMaLIMs O KOJIMYECTBE CICIAHHBIX CUCTEMOM
CHUMKOB 3KpaHa pabouero croia nojib30BaTelis;

6) MH(OpMaLUs 0 BpeMeHU paboThl/MpocTost
KOMIIbIOTEpA M0J1b30BaTeIs, 1eTallbHAsl CTATUCTHKA
AKTUBHOCTH NPUIOKEHUH U JaHHBIE O MPOLIEHTHOM
COOTHOWIEHHH BPEMEHHU paboThbl B pa3JIMYHbIX MPUIIOKEHHSIX;

) MHOpMALIMs O KOJIMYECTBE TOKYMEHTOB,
NoMelleHHbIX B Oydep oOmeHa;
8) MHpOpMaLUs O MOCELIeHUH BeO-CaiTOB C MOMOLLBIO

BeO-Opay3epa ¢ npefocTaBieHHeM KOMIUIEKCHON

7) information about the number of documents
placed on the clipboard;
8) information about visiting websites using a

web browser with providing comprehensive and
detailed statistics of time spent on various web
resources;

9) information about the number of characters
entered by the user from the keyboard;

10) the information should be dynamic and
interactive. Clicking on links should lead directly to
viewing the contents of intercepted documents or
web links.

11) it should be possible to save user activity to
an external HTML file with support for interactivity
of structural elements and access to intercepted data
in a web browser. In the advanced save settings,
you should be able to select internal storage formats
for different document types and influence their
display in associated viewers.

12) it should be possible to present information
in the form of graphs for individual types of
information (a graph for sent / received emails, the
number of sessions/messages of correspondence in
IM clients, the number of files received and sent,
the number of URLSs visited and web requests);

13) graphs by type of information should be
interactive and dynamic, to ensure that links (points
on the graph) are clicked directly to view the
contents of intercepted documents;

14) save statistics to an external PDF or XPS
file.
15) display in the form of a graph.ostable of

the user's relationship based on atiq;}
collected on it for a visual repgfséntation of t 1% \
circle of subscribers (both intfril and extefinal i

. . . <
fidated. »
with whom this user commugfidd W s N
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shuningdek, pochta jo'matmalari uchun elektron
pochta manzillarini tanlash
Barcha ushlangan ma'lumotlar quyidagi turdagi

hisobotlarda taqdim etilishi kerak:

1) "Foydalanuvchi faoliyati" hisoboti;

2) foydalanuvchi hisoboti;

3) Foydalanuvchilarning TOP hisoboti;

4) xavfsizlik siyosati hisoboti;

S) foydalanuvchilar hagida umumiy hisobot;
6) vaqt jadvali hisoboti;

7) dastur faoliyati to'g'risidagi hisobot;

8) brauzer faoliyati hisoboti.

9) umumiy foydalanuvchi faoliyati hisoboti

9.1. "Foydalanuvchi faoliyati" hisobotiga
qo'yiladigan talablar:

“Foydalanuvchi faoliyati™ 1 soatlik bosqichlarda vaqt
Jadvalidagi foydalanuvchi faoliyatini vizual tarzda
aks ettirishi va quyidagi ma’lumotlar va
imkoniyatlarni o°z ichiga olishi kerak:

1) yuborilgan va gabul qilingan xatlar soni
to'g'risidagi ma'lumotlar;
2) har bir yozishma sessiyasidagi xabarlarning

davomiyligi va sonini ko'rsatgan holda, IM
mijozlaridagi foydalanuvchi yozishmalari seanslari
soni to'g'risidagi ma'lumotlar;

3) foydalanuvchi tomonidan elektron pochta
orqali, IM mijozlari orqali, HTTP(S) va FTP(S) orqali
gabul qilingan va yuborilgan, tashqi qurilmalarga,
tarmoq resurslariga, bulutli xotiraga ko‘chirilgan yoki
mahalliy/tarmoq printerlarida chop etilgan fayllar soni
haqidagi ma’lumotlar;

4) tashrif buyurilgan URL manzillar soni va
yuborilgan qidiruv so'rovlari hagida ma'lumot;

5) tizim tomonidan olingan foydalanuvchi ish
stoli ekranining skrinshotlari soni haqidagi ma'lumot;
6) foydalanuvchi kompyuterining ish
vaqti/to'xtab qolish vaqti haqida ma'lumot, ilovalar

JI€TaNbHOM CTATUCTHKHU BPEMEHH, NMPOBEJICHHOIO Ha
pas3IMuHBIX BeO-pecypeax;

9) MH)OPMaLIMS O KOJIMYECTBE CUMBOJIOB, BBEJEHHbBIX
TMOJIb30BATEJIEM C KJIaBUATYPBI;

10) uHdopMaLMs 107KHA ObITh IMHAMUYECKAs U
MHTepakTHBHas. [lepexo/1 no cchbuikam J10/KeH NPUBOAMTH
HEMOCPEACTBEHHO K MPOCMOTPY COIEPIKHMOro
NepeXBaYEHHBIX JIOKYMEHTOB JIMOO BEO-CChLIOK;

11) JI0JIZKHA 00€eCcneYuBaThCs BOZMOKHOCTh COXPaHEHHUS
aKTUBHOCTH MOJib3oBaTess BO BHelHui HTML — daiin ¢
NOJIEPIKKON MHTEPAKTHBHOCTH CTPYKTYPHbIX 2JIEMEHTOB U
JIOCTYTIa K NepexBaYeHHbIM JaHHbIM B BeO-Opaysepe. B
pacUIMPEHHbIX HACTPOMKAX COXPAHEHUS NOJDKHA OBITh
BO3MOXKHOCTb BbIOOpa OpMaTOB BHYTPEHHErO XpaHEHHUs
Pa3HbIX THIOB IOKYMEHTOB U BJIMATH HAa MX OTOOpaKeHHE B
aCCOLMUPOBAHHbBIX MPOCMOTPUIMKAX.

12) J0JKHA ObITh MPelyCMOTPEHa BO3MOXKHOCTh
npeacTaBieHUs] HHPOpPMALIMK B BUJE rPpad)uKOB 110
OTIENbHBIM THNAaM UHpopMauuu (rpaduk no
OTNPaBJIEHHBIM/MIOJIyYEHHBIM TUCbMaM, MO KOJHYECTBY
ceccuit/coobiennii nepenucok B IM-kinenrax, no
KOJIMYECTBY TOJIyHEHHbIX W OTHPABICHHBIX (haidiioB,
kosnyecTBy noceiteHubiXx URL U BeG-3anpocos);

13) rpadguku no TunaM UHGOPMAaLIMK T0JHKHBI ObITH
HHTEPAKTHUBHBIMU U IMHAMHYECKHUMHU, T 0OecreyeHus
nepexo/ia no ccbulkam (Toukam Ha rpaduke)
HEMNOCPEACTBEHHO K MPOCMOTPY COACPIKUMOIO
NepeXBaYCHHbIX JOKYMEHTOB;

14) COXpaHeHHe CTaTUCTUKU BO BHEIIHHWI daiin popmaTa
PDF unu XPS;

15) oTtoOpaxkeHue B Bujie rpada wiu Tabiuiibl
B3aHMOCBS3H I10JIb30BaTEJIs HA OCHOBAaHUM COOPAaHHOM 1O
HeMy MH(DOPMALIMK [UIS HAMJISIIHOTO MPEICTABJIEHUS KpyTa
abOHEHTOB (KaK BHYTPEHHMX, TaK U BHEIHHUX ), C KOTOPbIMH
JlaHHBIN MOJIb30BaTENb O0LIAJICS;

16) ability to build a graph of relationships
based on intermediate relationships (the number of
intermediate relationships is up to 5)

17) support for grouping user contacts by
belonging to established and unrecognized contacts.
18) view relationships of an external subscriber
with users of the organization's network after
preliminary creation of an external user card.

19) selecting the scale of the report display
when viewing in the client console (indicating % of
the original size).

20) the ability to interactively switch from
viewing the relationship diagram to the content of
documents (letters, correspondence, files, etc.) that
the user exchanged with a specific subscriber.

21) support for saving the relationship report as
a graph to an external PNG file.

9.2. Requirements for the User Report:

The user report should provide the ability to create
a summary interactive report for a specific user, as
well as for several users, groups of users, or Active
Directory groups for the entire time of observation
or for a selected time interval.

The report should include the following
information:

Statistics of data interception, including:

1) the amount of information transmitted and
received by the user through all transmission
channels, including mail and instant messengers;

2) the number of sites visited and search
queries;

3) the number of files transferred/received via
FTP.

4) the number of printed d

pages;

5) the number of copy o
clipboard.
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faoliyati to'g'risidagi batafsil statistik ma'lumotlar va

turli ilovalardagi ish vaqtining ulushi haqidagi
ma'lumotlar;
7) buferga  joylashtirilgan  hujjatlar  soni

to'g'risidagi ma'lumotlar;

8) veb-brauzer yordamida veb-saytlarga tashrif
buyurish hagida ma'lumot, turli veb-resurslarga
sarflangan vaqtning to'liq va batafsil statistikasini
taqdim etish;

9) foydalanuvchi  tomonidan
kiritilgan belgilar soni hagida ma'lumot;
10) axborot dinamik va interaktiv bo'lishi kerak.
Havolalarni  bosish  to'g'ridan-to'g'ri  ushlangan
hujjatlar yoki veb-havolalar mazmunini ko'rishga olib
kelishi kerak;

11) Tarkibiy elementlarning interaktivligini va
veb-brauzerda ushlangan ma'lumotlarga Kirishni
qo'llab-quvvatlash bilan foydalanuvchi faoliyatini
tashqi HTML fayliga saqlash imkoniyati bo'lishi
kerak. Kengaytirilgan saglash sozlamalarida har xil
turdagi hujjatlar uchun ichki xotira formatlarini
tanlash va ularning tegishli tomoshabinlarda
ko'rinishiga ta'sir qilish imkoniyati bo'lishi kerak .

12) ma'lumotni ma'lum turdagi ma'lumotlar
uchun grafiklar ko'rinishida taqdim etish imkoniyati
bo'lishi kerak (yuborilgan/gabul gilingan xatlar uchun
grafik, IM mijozlaridagi
yozishmalar/sessiyalar/xabarlar soni, gabul gilingan
va yuborilgan fayllar soni, tashrif buyurilgan URL
manzillari va veb-so'rovlar);

klaviaturadan

16) BO3MOYKHOCTb IOCTPOEHUs rpada B3auMOCBs3el ¢
YYETOM MPOMEKYTOUHBIX CBSI3€l (KOJIMYECTBO
MPOMEKYTOUHBIX B3aUMOCBS3€H 10 5)

17) NoJICPIKKA IPYNMNUPOBKH KOHTAKTOB MOJIb30BATE]IS
M0 MPUHATIEKHOCTH K YCTAHOBIEHHBIM U HE PACTIO3HAHHbBIM
KOHTaKTaMm.

18) MPOCMOTP B3aUMOCBSI3eH BHELIHEro aDOHEHTa ¢
MOJIb30BATENIIMU CETH OPraHU3alUH 10CTIe
NpeABaPUTEILHOIO CO3/1aHUS KAPTOYKH BHELIHErO
NoJIb30BAaTEl.

19) BbIOOpP MacuiTaba oTOOpaskeHUs OTYETA NPH
MPOCMOTPE B KIIMEHTCKOW KOHCOH (¢ yKazanuem % pazmepa
OT OpUTHHasA).

20) BO3MOIKHOCTb MHTEPAKTUBHOI'O Mepexo/ia OT
NPOCMOTPa CXEMbl B3aUMOCBSA3EH K COAEPIKUMOMY
JIOKYMEHTOB (IUCbMa, Mepenucku, Gpaiibl U T.1.), KOTOPbIMU
MOJIb30BaTE) b OOMEHHBAJICS ¢ KOHKPETHBIM A0OHEHTOM.

21) MOJIJICPIKKA COXPAHEHUS OTYETA O B3aUMOCBA35X B
Buze rpada Bo BHelHHi ¢daiin popmara PNG.

9.2. TpeboBaHus K 0TYETY MO NOJb30BATE/ISAM:

OT4eT 1o MosIb30BaTENSIM JI0JIKEH MPEAOCTABJIATh
BO3MOXKHOCTb MOCTPOCHHSI CBOAHOIO MHTEPAKTUBHOIO OTYETa
KaK I10 OMpeJIeJIeHHOMY MOJ1b30BaTEINIO, TaK U 10
HECKOJIbKMM MOJIb30BaTe/IsIM, MY MoJib30BaTeei 1ubo
rpynmn Active Directory 3a Bce Bpemsi HaOIIOIE€HUS MK 3a
BbIOpAHHBIA MHTEPBAJI BPEMEHH.

OtyeT NoJDKeH BKIIIOUYaTh B ce0s Clie/1yIONLy0 HHPOPMALIHIO:
CTaTUCTHKA NepexBaTa JaHHbIX, B TOM YHCIIE:

1) KOJIMYECTBO MNepe/laHHON U MOJIyUYeHHON
noJjip30BaTesieM MH(OpMaLMK 10 BCEM KaHajiaM rnepeay,

6) the number of screenshots taken.

7) the number of files transferred to external
drives/network resources/cloud storage;

8) the number of keyboard keys pressed.
Information about the user's computer activity,
including:

1) the total time of active work of the user at
the PC;

2) the average daily time of active work of the
user on the PC;

3) total PC downtime;

4) average daily PC downtime;

5) the total time of the employee's presence at
work:

6) average daily time of employee's presence
at work;

7) average start time;

8) average end-of-work time;

9) total number of working days;

10) calendar of employee working days

accounting with indication of the start/end time of
work, computer activity/downtime for each day
(with color highlighting of the facts of early start of
work, late start of work, early end of work, late end
of work), as well as with a chart of
productive/neutral/unproductive work during the
day:

11) a histogram of the user's computer
activity/downtime for each day;

12) a bar chart of the user's

13) ushlangan hujjatlar mazmunini ko'rish uchun | Bkarouas nouty u MeCceHmIKepbI; productive/unproductive / neutral work time for
havolalar (grafikdagi nuqtalar) to'g'ridan-to'g'ri | 2) KOJIMYECTBO MOCELIEHHbIX CAMTOB W MOUCKOBbIX each day

kuzatilishini ta'minlash uchun axborot turlari bo'yicha | 3anpocos; Information about application a the user's
grafiklar interaktiv va dinamik bo'lishi kerak; 3) KOJIMUYECTBO (haiisioB, NepeJaHHbIX/TIPUHSTHIX 10 computer, including: o~ ¢,‘f_'. S

14) statistikani PDF yoki XPS formatida tashqi | FTP; 1) percentage of rungfing time in vartoQs
faylga saqlash; 4) KOJIMYECTBO pacrieyaTaHHbIX JOKYMEHTOB M cTpaHull; | applications (with a pie ? ™™\ ;

15)  ushbu foydalanuvchi mulogot  qilgan 7 ,w‘ - .o\-“ Nl |
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abonentlar doirasini (ichki va tashqi) vizual ko'rsatish

uchun  foydalanuvchining  o'zida to'plangan
ma'lumotlarga asoslangan munosabatlarini grafik
yoki jadval shaklida ko'rsatish;

16) oraliq aloqalarni hisobga olgan holda
munosabatlar  grafigini qurish qobiliyati (oraliq

aloqalar soni 5 tagacha).

17) foydalanuvchi  kontaktlarini aniglangan va
noma'lum kontaktlarga ko'ra guruhlashni qo'llab-
quvvatlash.

18) tashgi foydalanuvchi kartasini yaratgandan
so'ng tashqi abonentning  tashkilot tarmog'i
foydalanuvchilari bilan munosabatlarini ko'rish.

19) mijoz konsolida ko'rishda hisobotni ko'rsatish
shkalasini tanlash (asl nusxaning % hajmini
ko'rsatgan holda).

20) foydalanuvchi ma'lum bir abonent bilan

almashgan hujjatlar (xatlar, yozishmalar, fayllar va
boshqalar) tarkibiga munosabatlar diagrammasini
ko'rishdan interaktiv tarzda o'tish imKoniyati.

21) munosabatlar hisobotini tashqi PNG fayliga
grafik sifatida saqlashni qo'llab-quvvatlash.

9.2. Foydalanuvchi hisobotiga qo'yiladigan talablar:
faol guruhlar uchun ham umumiy interaktiv
hisobotni yaratish qobiliyatini ta'minlashi kerak.
Butun kuzatish davri yoki tanlangan vaqt oralig'i
uchun katalog .

Hisobot quyidagi ma'lumotlarni o'z ichiga olishi
kerak:

Ma'lumotlarni ushlash statistikasi, shu jumladan:

1) foydalanuvchi tomonidan barcha uzatish
kanallari, shu jumladan pochta va messenjerlar orqali
uzatiladigan va gabul gilingan axborot migdori;

2) tashrif buyurilgan saytlar soni va qidiruv
so'rovlari;

3) FTP orqali uzatilgan/qabul gilingan fayllar
soni;

5) KOJIMYECTBO Onepallnii KonupoBanus B 6ydep
obmeHa;

6) KOJIMYECTBO CHATHIX CKPHUHILIOTOR;

7) KOJIMYEeCTBO (hailoB, NepeJaHHbIX HA BHELLHHE
HaKONHTE/IH/CeTeBbIe pecypehi/o6auHble XpaHHIHILIA;
8) KOJIMYECTBO HAXKATBIX KJIAaBUII KJIABHATYPBI;

Hudopmanms 06 akTuBHOCTH nosb3oBaTens 3a
KOMIbIOTEPOM, B TOM UYHCJIE:

1) oluee Bpems akTHBHOM paboThl 110J1b30BaTE s 32
I1K;

2) CPEAHECYTOYHOE BPeMsi aKTUBHOM paboThlI
nosnp3osaresns 3a [1K;

3) obuee Bpems npocros I1K;

4) CpeJiHecyTouHOe BpeMs npocTtos [1K;

5) obLiee Bpemsi IPUCYTCTBUA COTPYAHHUKA HA pabore;
6) CPCAHECYTOUHOE BPEMs NPUCYTCTBHSI COTPYIHUKA HAa
pabore;

7) CpellHee Bpems Havajia paboThl;

8) CpellHee BpeMs OKOHYAHHsI paboThI;

9) obuiee KOM4ecTBO paboyux JHeil:

10) KaJleH1apb y4eTa paboumx JHel COTpyIHUKA C

YKa3aHHUEM BPEMEHH Hauala/OKOHYaHUst paboThl, BpeMeHH
aKTMBHOCTH/IPOCTOS1 KOMITBIOTEPA 32 KaXK/Ibli eHb (c
UBETOBBLIM Bbl/Ie/IeHHEM (haKTOB paHHEro Hauaa paGoTsl,
Havaia paboThl C ONO3/IAHHEM, PAHHErO OKOHYAHHS paboThI,
OKOHYaHHsl paboThI ¢ 3a/1ePKKOI), a TakxKe ¢ JiMarpaMmoit
NPO/lY KTHBHOM/HEHTpabHON/HENPO1y KTHBHOH paboThbl B
TEYEHUE JIHS;

11) FHCTOrpamMMmy 110 BPEMEHH aKTHBHOCTH/TIPOCTOS
KOMIIBIOTEPA MOJIb30BaTEIsl 32 KaK/IbIH J1CHb;

12) THCTOrpamMmy 1o BpeMeHH

MPO/LY KTHBHOH/HENPOY KTUBHOW/HEHTPasIbHOI paGoThI
NOJIb30BATENS 3a KAK/bIN 1EHb

HHpopmanms 06 akTMBHOCTH npuiioskeHuii Ha KOMIIBIOTEpE
NOJIb30BaTENS, B TOM YHCJIE:

2) a complete list of running applications with
an indication of the absolute running time in each of
them, indicating the number of the most popular
applications displayed;

Information about browser activity, including:

1) rating of visited web resources;

2) history of activity in the web browser.
Information about the number of recorded security
incidents initiated by the user and the corresponding
rules with varying degrees of detail.

Information about the number of cases under
investigation that the user is involved in, including:
1) open ones.

2) closed ones.

It should be possible to batch save and configure a
schedule for sending reports to multiple users with
pre-configuration of a single report form. At the
same time, it should be allowed to send a single file
to all users, or create a separate file for each user.
9.3. Requirements for the TOP User Report:

It should be possible to create rating interactive
reports on controlled data transmission channels
and statistical indicators for the entire time of
observation or for a selected time interval,
indicating the number of users, including:

1) the ability to create a TOP report for
randomly selected users, user groups, or Active
Directory groups;

2) the ability to configure the number of users
in the TOP report ("TOP-10", "TOP-20", etc.);
3) the ability to build top reports for the entire

time of observation or for a selecte
4) the ability to take into
total and the average daily v
corresponding parameters w,
reports (for example, a rep
users by the average daily n
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4) bosilgan hujjatlar va sahifalar soni;

S) buferga nusxa ko'chirish operatsiyalari soni;
6) olingan skrinshotlar soni;

7) tashqi disklarga/tarmoq resurslariga/bulutli
xotiraga o'tkazilgan fayllar soni;

8) bosilgan klaviatura tugmalari soni;

Foydalanuvchining kompyuter faoliyati hagida
ma'lumot, jumladan:
1) foydalanuvchi
ishlagan umumiy vagqt;
2) shaxsiy kompyuterda faol
ishining o'rtacha kunlik vaqti;

shaxsiy kompyuterda faol

foydalanuvchi

3) kompyuterning umumiy ishlamay qolish
vaqti;

4) kompyuterning o'rtacha kunlik ishlamay
qolish vagqti;

S5) xodimning ish joyida bo'lgan umumiy vaqti;
6) xodimning ish joyida bo'lgan o'rtacha kunlik
vaqti

7) o'rtacha boshlanish vaqti;

8) ishni bajarishning o'rtacha vaqti;

9) ish kunlarining umumiy soni;

10) Ishning boshlanish/tugash vaqtini, har bir kun

uchun  kompyuterning ish  vaqti/ish  vaqtini
ko'rsatuvchi xodimning ish kunlarini qayd qilish

1) NPOLIEHTHOE COOTHOLLIEHHWE BpeMEHHU paboThl B
Pa3JIMYHBIX MPUIIOKEHHUSX (C TOCTPOCHHEM KPYTrOBOH
JHarpammel);

2) NOJIHBIM CITUCOK 3aITyCKaBLIUXCS MPUIIOKEHHH C
yKazaHueM abCOJIIOTHOrO BpeMeHH paboThl B KayKAOM M3 HUX
C YKa3aHHEM KOJIHUeCTBa 0ToOpakaeMbIX Haubosee
NOMYJISPHBIX NPUIIOKEHHH;

Mudopmaums o Opay3ep-akTHBHOCTH, B TOM YHCIIE:

1) PEWTHHT MOCEUIeHHbIX BeO-pecypcoB;

2) XPOHOJIOTHsl aKTUBHOCTH B BeO-Opay3epe.
Mudopmanms o konnyecTse 3a)MKCHPOBAHHBIX MHLIMIEHTOB
6€30MacHOCTH, MHULIMMPOBAHHBIX MOJIb30BATENIEM, U
COOTBETCTBYIOUIMX MM MPABUJIAX C PA3IMUHOMU CTENEHBIO
JleTaIU3al|H.

Mudopmaims o konuuecTse paccieyeMbIX 1€, B KOTOpble
BOBJICYEH M0JIb30BaTENb, B TOM YHCJIE:

1) OTKPBITBIX;

2) 3aKPBITHIX.

JlomxHa ObITE MpelycMOTpeHa BO3MOXKHOCTh MAKETHOIO
COXPaHEHHUs U HaCTPOMKH pacnMCaHus pacChUIKH OTYETOB
JUISl HECKOJIBKMX MOJIb30BaTeNeH ¢ NpeBapUTeIbHOM
HacTpolKo# eauHOl Gopmbl oTueTa. [1pu aTom nosmkHa
JIOIYCKATbCsl KaK OTIPaBKa OJIHUM (haisioM 1o BCeM
NOJIb30BATENISAIM, TaK U CO3/IaHUe OT/Ie/IbHOTrO (aiina s
Ka)K0ro noJjb30BaTesl.

You should be able to configure the rating based on
various indicators, including:

1) the number of incoming / outgoing emails,
the total number of emails.
2) the number of incoming / outgoing

messages in instant messengers, the total number of
messages, the number of correspondences;

3) number and time of audio conversations in
instant messengers

4) number and size of sent / received files

5) the number/time of IP telephony audio
conversations;

6) the number of web pages visited;

7) the number of search queries.

8) the number of emails/publications in web-
based communications;

9) the number/size of files written to the USB

drive, network resources, and cloud storage.

10) the number of files sent/received, the total
number of files over the FTP protocol, the size of
files sent/received, the total size of all files over the
FTP protocol;

11) the number of printed pages/documents;

12) the number of operations for copying text to
the clipboard.

uchun kalendar (ishning erta boshlanishi, ishning kech | 9.3. Tpe6oanus k TOII-oT4eTy N0 NOJIL30BATEAM: 13) the number of keys pressed.
boshlanishi, ishning erta tugashi faktlarini rang bilan | Jlo;mkHa ObITh NpeOCTaBiIeHa BO3MOKHOCTH MOCTPOEHHUS! 14) the number of security incidents;
ajratib ko'rsatish bilan); ishning kechikish bilan | peliTHHIOBBIX HHTEPAKTHBHBIX OTYETOB MO KOHTPOJUPYEMbIM | 15) the number of cases involving the user.
tugashi), shuningdek kun davomida samarali / neytral | kaHaiam nepesaum JaHHbIX M CTATUCTHYECKMM MOKazatensM | 16) the time of active operation/downtime of
/ samarasiz ishlarning diagrammasi bilan; 3a BCE BpeMs HaOJIIOA€HHUs WM 3a BbIOPAHHbIM HHTEpBaJI the PC;
11) har bir kun uchun foydalanuvchining | BpeMeH#H ¢ ykazanuem uucia nosb3oBaresiei, B TOM YUCIe: 17) time of productive/unproductive work
kompyuter faoliyati/bo'sh vaqtining gistogrammasi; 1) BO3MOXHOCTb co3aanus TOIl-oruera pis 18) number of days late
12) foydalanuvchining har bir kun uchun samarali | npou3BobHO BEIGpaHHBIX MOJb30BaTENEH, FPYMN 19) number of days with ear, 7 4¢) X
/ samarasiz / neytral ish vaqtining gistogrammasi nonb3oBaresiel 1ubo rpynn Active Directory; 20) number of operations wfith, files an(y’{}ld@r‘g‘\‘
Foydalanuvchi kompyuteridagi dastur faoliyati 2) BO3MOXKHOCTb HACTPOMKH KoJIM4ecTBa nosb3opateneit | divided by operation type & o \ .
haqida ma'lumot, jumladan: B TOIT-otuete («TOIT-10%», « TOIT-20» u T.1.) ; 21) average start/end time ng‘f"tifﬁ}%)en g ’
1) turli xil ilovalardagi ish vaqtining ulushi at work. g _\‘*\\\‘\@ ‘f/‘

% <

/* e.s
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(dumaloq diagramma tuzish bilan);

2) ishga tushirilgan ilovalarning to'liq ro'yxati ,
ularning har birida mutlaq ish vaqtini ko'rsatuvchi,
ko'rsatilgan eng mashhur ilovalar sonini ko'rsatuvchi;
Brauzer faoliyati haqida ma'lumot, jumladan:

1) tashrif buyurilgan veb-resurslar reytingi;

2) veb-brauzerdagi faoliyat xronologiyasi.
Foydalanuvchi tomonidan boshlangan gayd etilgan
xavfsizlik hodisalari va turli darajadagi tafsilotlarga
ega tegishli qoidalar to'g'risidagi ma'lumotlar.
Foydalanuvchi ishtirok etgan davom etayotgan
holatlar soni hagida ma'lumot, jumladan:

1) ochiq;

2) yopiq.

Yagona hisobot shaklining dastlabki konfiguratsiyasi
bilan bir nechta foydalanuvchilarga hisobotlarni
yuborish jadvalini to'plamli saqlash va o'rnatish
imkoniyati bo'lishi kerak. Bunday holda, barcha
foydalanuvchilarga bitta faylni yuborish va har bir
foydalanuvchi uchun alohida fayl yaratish imkoniyati
bo'lishi kerak.

9.3. Foydalanuvchilar tomonidan TOP hisobotiga
qo'yiladigan talablar:

Kuzatuvning butun davri yoki tanlangan vaqt oralig'i
uchun monitoring qilinadigan ma'lumotlarni uzatish
kanallari va statistik ko'rsatkichlar bo'yicha reyting

3) BO3MOIKHOCTb [OCTPOECHMs TOM-OTYETOB 32 BCE BpeMsl
HaOMO1IeHHs WK 32 BBIOPAHHbIM HHTEPBAJl BPEMEHH |
4) BO3MOKHOCTb y4eTa Kak 00111ero CcyMMapHoro, Tak 1

CPEIHECYTOUHOTO 3HAYEHHUsI COOTBETCTBYIOIIMX [1apamMeTpoB
NPU COCTABJIEHWH TAaKUX OTUETOB (HANpUMep, OTYET BHU/1a
«TOII-10 nonp3oBaresiei Mo cpeiHeCyTOUHOMY KOJIUUECTBY
MOCEILEHHbIX CAUTOBY).

JlomkHa ObITh NpeayCMOTPEeHa BO3MOKHOCTh HACTPOHKH
pEeUTHHIra 1o pa3IMYHbBIM MOKa3aTessiM, B TOM YHUCIIE:

1) KOJIMUECTBO BXOASAIIMX/UCXOISIINX MMUCeM, obiiee
KOJIMYECTBO IMHUCEM;

2) KOJIMYECTBO BXOAALIMX/UCXOAAILMX COOOLIEHUH B
MecCeH pKepax, odlee KOJU4ecTBO COOOLIEHHUH, KOTMYEeCTBO
Nepernucok;

3) KOJIMUECTBO U BpeMsl ay/1H0-pa3roBOpPOB B
MecceHKepax

4) KOJIMYECTBO W pa3Mep OTIPABICHHbBIX/TIPUHATHIX
¢aiinos

5) KOJINYEeCTBO/BpeMsi ayIH0-pa3ropopos IP-
TenedOHMH;

6) KOJIMYECTBO MOCEIIEHHbIX BEO-CTPaHULL;

7) KOJIMYECTBO MOMCKOBbIX 3aMPOCOB;

8) KOJIMYECTBO nmuceM/myOnukauui B web-
KOMMYHHMKALIUSIX;

9) KonuuecTBo/pamep daiinios, 3anucanHbix Ha USB-

HAKOIMHUTECJ1b, CETEBBLIC PECYPCh, oOnayHbie XpaHWJIMLa;

9.4. Requirements for reporting violations:

It should be possible to create summary interactive
reports on security rule response statistics,
including:

1) view statistics for all users and groups of
users, as well as for individual users.

2) report details by day, week, month, and
user

3) creating a report for an arbitrary time period

with viewing the total number of triggers for each
rule separately, as well as the total number of
triggers for all existing security rules.

9.5 Requirements for the summary report for
users:

[t should be possible to create summary interactive
reports on the network and local activity statistics
of selected users, including:

1) the ability to select activity indicators for
which the report will be built.

2) view statistics for all users and groups of
users, as well as for individual users.

3) detailing the report by day, month, or any
time period and viewing summary statistics for
selected statistical indicators.

The report should be based on the following
activity indicators:

interaktiv hisobotlarini yaratish imkoniyati bo'lishi 10) KOJTMYECTBO OTIPABJICHHBIX/TIPUHATHIX (haiiios, 1) the number of incoming / outgoing emails,
kerak, shu jumladan foydalanuvchilar soni: obuiee konuuecTBo ¢aitnos no nporokony FTP, pazmep the total number of emails.

1) faol guruhlar uchun TOP hisobotini yaratish | ornpaBieHHbIX/NPUHATBIX (ailloB, OOLIKMIA pazmep Beex 2) the number of incoming / outgoing
imkoniyati katalog ; ¢aiinos no nporokony FTP; messages in instant messengers, the total number of
2) TOP hisobotida foydalanuvchilar sonini | 11) KOJIMUECTBO pacredyaTaHHbIX CTPAHHUL/JOKYMEHTOB; messages, the number of correspgs CTIEES:

sozlash imkoniyati ("TOP-10", "TOP-20" wva | 12) KOJIMUECTBO ONnepaluii KOMpoBaHHs TekcTa B Oydep | 3) number/time of audio gpv/e‘iﬂsaﬁgﬁ'&&%‘
boshqalar ); obmeHa; Skype, Lync, Viber, Telegraf S Teams',fZ i
3) vaqt oralig'i uchun eng yaxshi hisobotlarni | 13) KOJIMYECTBO HAXKATHIX KJIaBULI; 4) the number/time of fil lephqa}f‘ audLQ
yaratish qobiliyati ; 14) KOJINYECTBO MHLIMAECHTOB OE€30MacHOCTH; conversations; L e “\p

4) bunday hisobotlarni  tuzishda tegishli | 15) KOJIMYECTBO &)1 C YYACTHEM IOJIb30BaTelIs; 5) the number of web §

parametrlarning umumiy umumiy va o'rtacha kunlik | 16) BpeMs akTUBHOM paboTsl/mpocros [1K; 6) the number of search
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giymatini hisobga olish qobiliyati (masalan, "Kunlik
tashrif buyurilgan saytlarning o'rtacha soni bo'yicha
TOP 10 foydalanuvchi" kabi hisobot).

Reytingni turli ko'rsatkichlar asosida sozlash

mumkin bo'lishi kerak, jumladan:

1) kiruvchi / chiquvchi xatlar soni, xatlarning
umumiy soni;

2) messenjerlardagi  kiruvchi/chiqish xabarlari
soni, xabarlarning umumiy soni, yozishmalar soni;

3) messenjerlardagi audio suhbatlar soni va vaqti
4) yuborilgan/gabul qilingan fayllar soni va
hajmi

5) IP telefoniyadagi audio suhbatlar soni/vaqti;
6) tashrif buyurilgan veb-sahifalar soni:

7) qidiruv so'rovlari soni;

8) veb- kommunikatsiyalardagi xatlar/nashrlar
soni ;

9) USB diskida, tarmoq resurslarida, bulutli
xotirada yozilgan fayllar soni/hajmi;

10) yuborilgan/qabul qilingan fayllar soni, FTP
orqali fayllarning umumiy soni, yuborilgan/qabul
qilingan fayllar hajmi, FTP orqali barcha fayllarning
umumiy hajmi;

11) chop etilgan sahifalar/hujjatlar soni;

12) matnni buferga nusxalash operatsiyalari soni;
13) bosilgan tugmalar soni;

14) xavfsizlik hodisalari soni;

15) foydalanuvchi bilan bog'liq holatlar soni;

16) Kompyuterning faol/bo'sh vaqti;

17) unumli / samarasiz ish vagqti

18) kechikkan kunlar soni

19) erta tugatilgan kunlar soni

20) fayl va papkalar bilan operatsiyalar soni,

operatsiya turiga bo'linadi
21) ishning o'rtacha boshlanish/tugash vaqti,
ishda o'tkaziladigan vaqt.

17) BpeMsi MpOJ1y KTHBHOW/HENpPOAYKTUBHON paboThI
18) KOJIMYECTBO JIHEU C OMO3JaHHUEM

19) KOJIMYECTBO JIHEH C JOCPOYHBIM OKOHYAHHEM
20) KOJIMYECTBO onepauuii ¢ daifinamu M nankamu ¢

pasjie/IeHUeM 10 TUMaM OnepaLmii

21) cpe/iHee Bpems Hauana/okoH4YaHus paboTel, Bpemst
HaXoX/1eHHUs Ha pabore.

9.4. TpeGoBaHus K OTYETY N0 HAPYLIEHUSIM:

JlomxkHa ObITh MPEayCMOTPEHa BO3MOKHOCTD MOCTPOCHMS
CBOJIHBIX MHTEPAKTHBHBIX OTYETOB O CTATUCTHKE
cpabaTbiBaHUs NpaBui 0€30MACHOCTH, B TOM YHCIE:

1) MPOCMOTP CTATUCTUKH KaK 110 BCEM MOJb30BATEIIAM U
rpynmnam rnoJjib30Baresiei, Tak U Mo OTAe/IbHbIM
MOJIb30BaTENSIM;

2) JeTaIM3alMs OTUETA M0 HAM, HeJIesM, MecsLiam, 1o
MOJIb30BATEJISIM
3) MOCTPOEHHE OTYETa 3a NMPOU3BOJILHBIH BPEMEHHOM

NMPOMEKYTOK C MPOCMOTPOM UTOIOBOIO KOJTMYECTBA
cpabaTbIBaHUH MO KaXJIOMY MPaBUIly B OTIEIBHOCTH, a
TaK)Ke€ CYyMMAapHOTo KOJIM4yecTBa cpabaTbiBaHUH MO BCEM
CYLUECTBYIOILMM MpaBuyiaM 0€30MacHOCTH.

9.5 TpeGoBaHHs K CBOAHOMY OTYETY MO MOJIb30BATEISAM:
JlomkHa ObITh MpeycMOTpeHa BO3MOXKHOCTD MOCTPOCHHUS
CBOJIHBIX MHTEPAKTUBHBIX OTUETOB O CTATUCTUYECKUX
NoKa3aTeJisiX CEeTeBOM M JIOKaNbHOW aKTHBHOCTH BbIOPAHHBIX
noJsib30BaTesiel, B TOM YHcIie:

1) BO3MOJKHOCTb BbIOOpA Moka3zaTesiei akTUBHOCTH, 110
KOTOPBIM Oy/I€T MOCTPOEH OTYET;
2) MPOCMOTP CTATUCTHUKH KaK MO BCEM MOJIb30BATEIISIM H

rpynnam rnoJib30Bartesiei, Tak U no OTAe/IbHbIM
M0JIb30BATEJISAM;

3) JIeTajIM3alMs OTYeTa Mo AHIM, Mecsalam, 3a
NPOMW3BOJIbHBIN BPEMEHHOH MPOMEKYTOK U MPOCMOTP
CBOJHOM CTaTUCTUKHU MO BBIOPAHHBIM CTATUCTUYECKUM
rnokazareJieu.

OTtyeT NO/HKEH MpelycMaTpUBaTh MOCTPOSHHE 0
CJEYIOLIMM TMOKAa3aTesIsIM aKTUBHOCTH:

7) the number of emails/publications in web-
based communications;

8) the number/size of files written to the USB
drive, network resources, and cloud storage.

9) the number of files sent/received, the total
number of files over the FTP protocol, the size of
files sent/received, the total size of all files over the
FTP protocol;

10) the number of printed pages/documents;
11) the number of operations of copying text to
the clipboard;

12) the number of keys pressed.

13) the number of security incidents;

14) the number of cases involving the user.
15) the time of active operation/downtime of
the PC;

16) time of productive/unproductive work
17) charts of productive/unproductive work,

both with and without downtime

18) number of days late
19) number of days with early termination
20) number of operations with files and folders

divided by operation type
21) average start/end time of work, time spent
at work.

9.6 Requirements for the report "timesheet':
The report should record the use of working hours
by employees, including the time of arrival and
departure from work, active working hours, and the
time when employees are present at the workplace,
and also have the following features:

1) the ability to set a schedule of working
hours and highlight deviations from_the working
schedule; MIRE

2)  the ability to set the pff ”mmao

/

o\

activity and highlight deviafigh# from it; e
‘2? o
2} “
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9.4. Buzilish to'g'risida hisobot berish talablari:
Xavfsizlik qoidalarini ishga tushirish statistikasi
bo'yicha gisqacha interaktiv hisobotlarni yaratish
mumkin bo'lishi kerak, jumladan:

1) barcha foydalanuvchilar va foydalanuvchilar
guruhlari, shuningdek, alohida foydalanuvchilar
uchun statistikani ko'rish;

2) foydalanuvchilar tomonidan kunlar, haftalar,
oylar bo'yicha batafsil hisobot

3) har bir qoida uchun signallarning umumiy
sonini, shuningdek, barcha mavjud xavfsizlik

qoidalari uchun signallarning umumiy sonini ko'rib
chigish bilan ixtiyoriy vaqt davri uchun hisobot
yaratish.

9.5 Foydalanuvchilar tomonidan umumiy hisobotga
qo'yiladigan talablar:

Tanlangan foydalanuvchilarning tarmoq va mahalliy
faoliyatining statistik ko'rsatkichlari bo'yicha
umumiy interaktiv hisobotlarni yaratish mumkin
bo'lishi kerak, shu jumladan:

1) hisobot tuziladigan faoliyat ko'rsatkichlarini
tanlash imkoniyati;

2) barcha foydalanuvchilar va foydalanuvchilar
guruhlari, shuningdek, alohida foydalanuvchilar
uchun statistikani ko'rish;

3) hisobotni kun, oy, ixtiyoriy vaqt oralig'ida
batafsil bayon qilish va tanlangan statistik

ko'rsatkichlar bo'yicha umumiy statistikani ko'rish.
Hisobot quyidagi faoliyat ko'rsatkichlari asosida

qurilishni 0'z ichiga olishi kerak:

1) kiruvchi / chiquvchi xatlar soni, xatlarning
umumiy soni;

2) messenjerlardagi kiruvchi/chiqish xabarlari

soni, xabarlarning umumiy soni, yozishmalar soni;

3) Skype , Lync , Viber , Telegram , MS Teams
, Zoom dagi audio suhbatlar soni/vaqti ;

4) IP telefoniyadagi audio suhbatlar soni/vaqti;

1) KOJIMYECTBO BXOJISILLIMX/MUCXOASLIMX [THCEM, 00Lee
KOJIMYECTBO IMUCEM;

2) KOJIMYECTBO BXOASILIMX/UCXOAALMX COOOLLIEHHN B
MeCCeHpKepax, o0LIee KOJIMYeCTBO COODIEeHMH, KOJIMYeCTBO
NeperucoK;

3) KOJIMYECTBO/BpeMsl ayIM0-pa3roBopoB B Skype, Lync,
Viber, Telegram, MS Teams, Zoom:;

4) KOJIMUECTBO/BpeMsl ay1MO-pa3roBopos IP-
TesiehoHMH;

5) KOJIMYECTBO MOCELIEHHBIX BeO-CTPAHMULL;

6) KOJIMYECTBO IMOUCKOBBIX 3aITPOCOB;

7) KOJIMYECTBO NMucem/ny0auKkaumii B web-
KOMMYHHKALIUSAX;

8) KoJMuecTBO/pa3mep dainos, 3anucanybix Ha USB-
HAKOIHUTEb, CETEBbIE PECYPCHI, 00J1aUHbIe XPAHHUIIHILA;

9) KOJIMYECTBO OTIPABICHHBIX/TIPUHATHIX (aHIOB,

ob1ee konuuecTBo (aitnos no nporokony FTP, pasmep
OTNpaBJIEHHBIX/TIPUHATBIX daioB, oOuIMii pa3mep Bcex
¢aiinos no nporokony FTP;

10) KOJIMYECTBO pacreyaTaHHbIX CTPAHUL/IOKYMEHTOB;
11) KOJIMYECTBO ONepalrii KONUpOBaHUs TekcTa B Oydep
oOMeHa;

12) KOJIMYECTBO HAXKAThIX KJIABMIIL;

13) KOJIMYECTBO MHLIMJICHTOB OE30MacHOCTH;

14) KOJIMYECTBO JIEJI C y4aCTHEM I0JIb30BaTelIs;

15) BpeMsi akTUBHOM paboTsi/mpoctos [1K;

16) BpeMsl POy KTUBHON/HENPOAYKTUBHOM paboOThI

17) JAuarpammsl MpoayKTUBHOW/HENPO Ty KTHBHOM

paboTbl KaK ¢ y4eTOM BPEMEHH NPOCTOs, Tak U €3 Hero

18) KOJIMYECTBO JIHEH C OMO3JaHUEM
19) KOJIMYECTBO JIHEH C JOCPOUYHBIM OKOHYaHHEM
20) KOJIMYECTBO OMnepalui ¢ aiilaMy U nankamu ¢

pasziesieHHeM 10 THMaM ornepaiuii

21) cpeziHee BpeMsl Hayasia/OKOH4YaHHUsl paboThl, BpeMs
HaXOXKAEHHUsS Ha paboTe.

9.6 TpeboBaHus K 0THETY «Ta0esb pabo4ero BpeMeHn»:

3) the ability to exclude a certain time period
from accounting (for example, lunch time);
4) the ability to build a report for the current

calendar month, as well as for the specified month.
9.7 Requirements for the App Activity report:
The report should contain information about app
usage by employees and only take into account
working hours in active apps. It should also have
the following features:

1) the ability to build reports on applications
or on categories/productivity of applications, taking
into account the data of the application categorizer;

2) the report can be presented as a bar chart,
bar chart, or pie chart, or as a table.
3) the ability to configure a report on the

activity of work in certain applications, or exclude
certain applications from the report;

4) the ability to build a report in the context of
the most active users with an indication of their
number.

9.8 Requirements for the Browser Activity
report:

The report should contain information about the use
of working hours on sites and only take into
account working hours on sites in the active
browser tab. It should also have the following
features:

1) the ability to build reports on websites or by
categories/productivity of websites, taking into
account the data of the website categorizer;

2) the report can be presented as a bar chart,
bar chart, or pie chart, or as a tabl

the report;
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5) tashrif buyurilgan veb-sahifalar soni;

6) qidiruv so'rovlari soni;

7) veb- kommunikatsiyalardagi xatlar/nashrlar
soni ;

8) USB diskida, tarmoq resurslarida, bulutli
xotirada yozilgan fayllar soni/hajmi;

9) yuborilgan/qabul gilingan fayllar soni, FTP
orqali fayllarning umumiy soni, yuborilgan/qabul
gilingan fayllar hajmi, FTP orqali barcha fayllarning

umumiy hajmi;

10) chop etilgan sahifalar/hujjatlar soni:

11) matnni buferga nusxalash operatsiyalari soni;
12) bosilgan tugmalar soni;

13) xavfsizlik hodisalari soni;

14) foydalanuvchi bilan bog'liq holatlar soni;

15) Kompyuterning faol/bo'sh vaqti;

16) unumli / samarasiz ish vagqti

17) bo'sh  vaqtli va unumsiz ishlarning

diagrammalari

18) kechikkan kunlar soni
19)  erta tugatilgan kunlar soni
20) fayl va papkalar bilan operatsiyalar soni,

operatsiya turiga bo'linadi

21) ishning o'rtacha boshlanish/tugash vaqti,
ishda o'tkaziladigan vaqt.

9.6 "Vagqt jadvali" hisobotiga qo'yiladigan talablar:
Hisobotda xodimlarning ish vaqtidan foydalanishi,
ishdan kelish va ketish vaqtlari, faol ish vaqti,
xodimlarning ish joyida bo'lish vaqti gayd etilgan,
shuningdek quyidagi imkoniyatlarga ega bo'lishi
kerak:

1) ish vaqti jadvalini belgilash va ish jadvalidan
chetlanishlarni ajratib ko'rsatish qobiliyati;

2) foydalanuvchining faol ishi uchun normani
belgilash va undan og'ishlarni ta'kidlash qobiliyati;

3) ma'lum bir vaqtni buxgalteriya hisobidan
chiqarib tashlash imkoniyati (masalan, tushlik vaqti);

OTyeT 1071KEH PErncTPUPOBaTh HCIOIb30BaHHe paboyero
BPEMEHH COTPY/IHUKAMM, C PErMCTpallieii BpeMeHH Npuxo/1a
M yXoz1a ¢ paboTbl, aKTHBHOIO BPEMEHH paboThl, BpeMEHH
NPUCYTCTBHs COTPYAHUKOB Ha paboyeM MecTe, a Takxke
MMETD CJIEYIOLIHE BO3MOXKXHOCTH:

1) BO3MOXKHOCTb 3a/1aHuA rpaduka paboyero BpeMeHH u
BbI/ICJICHUsI OTKJIOHEHHMS OT paboyero rpaduka;

2) BO3MOYKHOCTb 3a/1aTh HOPMY aKTHBHOM paboThI
MOJIb30BaTE/Is M BBIAEATh OTKJIOHEHHS OT Hee;

3) BO3MOKHOCTb MCKJIIOYATh M3 yueTa OnpeieseHHbIH
BPEMEHHOM NMPOMEXYTOK (Hanpumep, Bpems 0bea);

4) BO3MOXKHOCTb MOCTPOEHHsI OTYETA 32 TeKY MM

KaJIeH1apHbIi MeCsLl, a TAKOKe 32 YKa3aHHbIH MeCHLL.

9.7 TpeboBanusl K 0TYETY N0 AKTHBHOCTH NPHJIOKEHHii:
Oruer pomkeH coaepkarh HHGOPMaLMIO 06 UCTIONTB30BAHHH
NPHUIOKEHHH COTPYIHUKAMH M YUUTHIBATh TOJBKO BpeMs
paboThl B aKTUBHBIX MPUIIOKEHHUSX, a TAKIKE UMETb
CJIElyYOLIHE BO3MOXHOCTH:

1) BO3MOKHOCTb MOCTPOEHHS OTYETOB 110 NMPUIIOKEHHAM
K00 MO KaTeropusiM/MpoyKTHBHOCTH MPUIIOKEHHUH ¢
YYETOM JIaHHBIX KaTEropu3aTopa NMpuiioKeHui;

2) NpeACTaBlIeHHE OTYETA Ha BLIOOP B BUJIE
IHCTOrpaMMBbl, TMHEHYATOM JIMGO KPYroBOi AMarpaMmel, B
BUJ1€ TaOJIULIBI;

3) BO3MOKHOCTh HACTPOMKH OTYETa MO aKTUBHOCTH
paboThbl B ONpEIENIEHHBIX MPUIIOKEHUAX, JIHOO UCKITFOYECHHUS
ONpeJIeJIEHHBIX PUIOKEHUH U3 OTYeTa;

4) BO3MOXXHOCTb MOCTPOEHUs OTYETA B pazpese
HauboJlee aKTUBHBIX MOJIb30BaTE/EN C YKa3aHUEM HX
KOJIMYECTBA.

9.8 TpeboBanusi K 0THETY 10 Opay3ep-aKTHBHOCTH:
Oruer nomKeH coepxarh HHPOPMALMIO 00 UCMONIB30BAHUH
pabo4ero BpeMeHH Ha caiTaX U y4UThIBATH TOJILKO BPeMs
paboThl Ha caliTax B aKTHBHOI BKJ1a/ike Gpay3sepa a Takike
MMETh CJIENYIOUIME BO3MOXKHOCTH:

4) the ability to build a report in the context of
the most active users with an indication of their
number.

9.9 Requirements for the General activity

report:

The report should contain information about the use
of working hours on sites and only take into
account working hours on sites in the active
browser tab. It should also have the following
features:

1) the ability to build reports on applications
and websites or on categories/productivity of
websites, taking into account the data of the website
and application categorizer;

2) the report can be presented as a bar chart,
bar chart, or pie chart, or as a table.
3) the ability to configure the report only for

certain websites and applications, or exclude certain
websites and applications from the report;

4) the ability to build a report in the context of
the most active users with an indication of their
number.

10. Requirements for creating security
rules/policies:

The system must have the functionality intended for
setting up a system for notifying authorized persons

about cases of violation of security rules.
Intercepted data should be analyzed automatically
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4) Joriy kalendar oyi uchun, shuningdek,
belgilangan oy uchun hisobot yaratish imkoniyati.
9.7 Hova faoliyati hisobotiga qo'yiladigan talablar:
Hisobot xodimlar tomonidan ilovalardan foydalanish
to'g'risidagi ma'lumotlarni o'z ichiga olishi va faqat
faol ilovalarga sarflangan vaqtni hisobga olishi,
shuningdek, quyidagi imkoniyatlarga ega bo'lishi
kerak:

1) ilovalar toifalari ma'lumotlarini hisobga olgan
holda ilovalar bo'yicha yoki ilovalar toifasi/ish
unumdorligi bo'yicha hisobotlarni yaratish imkoniyati

2) hisobotni gistogramma, chizigli yoki doiraviy
diagramma yoki jadval shaklida taqdim etish:
3) ma'lum ilovalarda ish faoliyati to'g'risidagi

hisobotni sozlash yoki hisobotdan ma'lum ilovalarni
chiqarib tashlash imkoniyati;

4) eng faol foydalanuvchilar  kontekstida
ularning sonini ko'rsatgan holda hisobot tuzish
qobiliyati.

9.8 Brauzer faoliyati hisobotiga qo'yiladigan talablar:
Hisobot saytlarda ish vaqtidan foydalanish
to'g'risidagi ma'lumotlarni o'z ichiga olishi va faqat
faol brauzer yorlig'ida saytlarda o'tkaziladigan vaqtni
hisobga olishi va quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) veb-sayt toifalari bo'yicha ma'lumotlarni
hisobga olgan holda veb-saytlarning toifalari /
mahsuldorligi bo'yicha hisobotlarni yaratish qobiliyati

2) hisobotni gistogramma, chiziqli yoki doiraviy
diagramma yoki jadval shaklida taqdim etish;

3) ma'lum  veb-saytlar uchun sozlash yoki
ma'lum veb-saytlarni hisobotdan chiqarib tashlash
imkoniyati ;

4) eng faol foydalanuvchilar  kontekstida
ularning sonini ko'rsatgan holda hisobot tuzish

1) BO3MOKHOCTb ITOCTPOEHUSI OTYETOB 1O BeO-caiiTam
MO0 MO KaTeropusiM/MPolyKTHBHOCTH BEG-CANTOR ¢ Y4EeTOM
JA@HHBIX KaTeropusaropa Be6-caiTos;

2) MpEACTaBICHHE OTYETA Ha BBIOOp B BUjIe
TMCTOrpaMMBbl, JIMHEHYAaTON JIMOO KPYrOBOM MarpaMMmbl, B
BUJI€ TaOJIHLbI;

3) BO3MOXKHOCTb HACTPOMKH OTYETA TOJIbKO I10
OnpeeHHbIM BeO-caiiTam, TM6O HCKITIOUeHUS
OMpe/IC/ICHHBIX BEO-CalTOB M3 OTueTa;

4) BO3MOJKHOCTB IOCTPOEHHS OTYETA B paspese
Haubosiee aKTUBHBIX MOJIb30BaTEIEH ¢ YKa3aHHeM MX
KOJIMYECTBa.

9.9 TpeGosanns Kk oTYeTY N0 00WIEH AKTHBHOCTH:
Ordyer nomken conepxkath HHHOPMALIMIO 06 MCTIONTB30BAHMMH
pabouero BpeMeHH Ha caifTaX M yYHTHIBATh TOIHKO BpeMmsi
paboThl Ha caifTax B aKTMBHOMN BKJ1ajke Opay3epa a Taxxke
MMETb CJICYIOLUIHE BO3MOIKHOCTH:

1) BO3SMOXHOCTb MOCTPOCHHA OTYETOB 110 TPUITOKEHUAM
H BeO-caiiTam 1160 no KaTeropusam/mpo1yKTUBHOCTH BeO-
CalTOB C y4ETOM JIaHHBIX KaTeropH3aTopa Be6-caiToB 1
NPHIIOKEHHUH;

2) NPE/ICTaB/ICHHE OTYETa Ha BLIOOP B BUE
FMCTOrpaMMBbI, JIMHEHYATOH IMOO KPYroBOM JMarpaMMmbl, B
BUJ1€ TaOJIMLIBI;

3) BO3MOXKHOCTb HACTPOHKH OTHYETA TOJIBKO 10
ONpE/IC/IHHBIM BeO-calTaM U NPUIOKEHUIM, JTHOO
MCKIIKOUCHHS ONPE/IC/ICHHBIX BEO-CAHTOB M NPUIIOKEHHI 13
OTueTa;

4) BO3MOKHOCTb IOCTPOEHHMS OTYETa B paspese
HauboJIee aKTMBHBIX M0J1b30BaTENIEH ¢ YKa3aHHEM HX
KOJIMYECTBA.

10. TpeGosauus k hopmupoaHmio NPaBUII/MOJUTUK
Oe3onacHoCTH:

Cucrema nomkHa obnanate dyHKLHMOHAIOM,
NpEIHA3HAYEHBIM JUI HACTPOHKH CUCTEMBI OMOBEIIEHHS
YNOJTHOMOYCHHBIX JIMLL O CIlyYasiX HapyLIEHHUs MPaBHII
GesonacHocTy. [TepexBaueHHbIe AaHHbIE TOHKHDI

1) configuring security rules using search
conditions using all available analysis tools: content
analysis, attribute analysis, search by recognized
images, prints, event analysis, etc.;

2) combining several simple search terms
using the logical operators "AND", "OR", "NOT",
with the possibility of combining search terms into

groups;
3) security rules for Active Directory groups;
4) security rules by site and app categories.

5) security rules for detecting files with certain
privacy labels

6) creating security policies using search

templates — a set of search conditions that can be
used when forming other security rules;

7) safety rules for digital fingerprints with the
ability to adjust the trigger threshold and choose the
direction of entry (forward, reverse, or maximum);
8) safety rules based on dictionaries, with the
possibility of taking into account the trigger
threshold and morphology:;

9) security rules for hash amounts, with the
ability to search through pre-configured hash sum
banks;

10) statistical security rules that control the
excess of quantitative indicators of user activity, for
example, the number of emails, correspondence in
messengers, visited sites, sent requests, printed files
and pages, as well as calculate the peg

activity of users and applications, eﬁ?‘dl/““& &

1) availability of pre-estabjoHetl
K
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qobiliyati.

9.9 Umumiy faoliyat hisobotiga qo'yiladigan talablar:
Hisobot saytlarda ish vaqtidan foydalanish
to'g'risidagi ma'lumotlarni o'z ichiga olishi va faqat
faol brauzer yorlig'ida saytlarda o'tkaziladigan vaqtni
hisobga olishi va quyidagi imkoniyatlarga ega
bo'lishi kerak:

1) va ilovalar toifalari ma'lumotlarini hisobga
olgan holda veb-saytlarning toifalari/mahsuldorligi
bo'yicha hisobotlarni yaratish qobiliyati ;

2) hisobotni gistogramma, chiziqli yoki doiraviy
diagramma yoki jadval shaklida taqdim etish;

3) ma'lum  veb-saytlar va ilovalar uchun
moslashtirish yoki ma'lum veb-saytlar va ilovalarni
hisobotdan chigarib tashlash imkoniyati ;

4) eng faol foydalanuvchilar  kontekstida
ularning sonini ko'rsatgan holda hisobot tuzish
qobiliyati.

10. Xavfsizlik qoidalarini/siyosatlarini
shakllantirishga qo'yiladigan talablar:

Tizim vakolatli shaxslarni xavfsizlik qoidalarini
buzish holatlari hagida ogohlantirish tizimini
o'rnatish uchun mo'ljallangan funksionallikka ega
bo'lishi kerak. Qabul gilingan ma'lumotlar xavfsizlik
goidalarining belgilangan ro'yxati asosida avtomatik
ravishda tahlil qilinishi kerak. Xavfsizlik siyosati
bilan ishlashda foydalanuvchi quyidagi
funksiyalardan foydalanishi kerak:

1) barcha  mavjud  tahlil  vositalaridan
foydalangan holda qidiruv shartlaridan foydalangan
holda xavfsizlik qoidalarini o'rnatish: kontentni tahlil
qilish, atributlarni tahlil qilish, tan olingan tasvirlar,
muhrlar, hodisalar tahlili va boshqalar bo'yicha
qidirish;

2) qidiruv shartlarini guruhlarga birlashtirish
imkoniyati bilan "VA", "YOKI", "YO'Q" mantiqiy
operatorlari yordamida bir nechta oddiy qidiruv

aHAJIM3UPOBATHLCS B aBTOMATUYECKOM PEKMME Ha OCHOBAHMH
3aJJaHHOTrO crucka npasui 6e3onacHoctu. Ilpu pabote ¢
NOJUTHKAMHK 0€30MaCHOCTH MOJIb30BATEIIO A0JIKEH ObITh
JIOCTYTIEH CleAyomni GyHKIMOHAN:

1) HacTpoika npasui 0€30MacHOCTH NMPHU MNOMOLLH
MOMCKOBBIX YCJIOBHH C UCMIOJBb30BAHHEM BCEX AOCTYITHBIX
MHCTPYMEHTOB aHaIM3a: KOHTEHTHbIN aHaIu3, aTpUOYTHBHBIN
aHaJIu3, MOMCK MO pacrno3HaHHbIM U300paKEHHUAM, 11€4aATAM,
COOBITHIHDBIN aHAJIU3 U JP.;

2) KOMOHWHHPOBaHHE HECKOJIbKUX MPOCThIX MOUCKOBBIX
YCJIOBUM MPU MOMOLIH JJOTHYECKUX onepaTropoB « My,
«MJIN», «HE», ¢ BO3MOXKHOCTHIO 00beIMHEHUS TOMCKOBBIX
YCJIOBUH B IpYMNIIBI;

3) npasuia 0e30MacHOCTH No rpynnam Active
Directory;

4) npasuia 0€30MacHOCTH MO KATEropusiM CalTOB U
NPHIJIOKEHHUH;

5) npaBuia 0e30MmacHOCTH Ha OOHapyskeHHe daiioB ¢
ornpe/ieJIeHHbIMA METKaMH KOH()HUIEHLHAIBHOCTH

6) CO3/1aH1E MOJUTHUK OE30MaCHOCTH € UCMOJIb30BAaHUEM

11a0JJ0HOB NOKCKA — Habopa MOUCKOBBIX YCIIOBUH, KOTOPbIE
MOYKHO MCIOJIb30BaTh NpH GOPMUPOBAHUM APYTHX NPaBHII
0€e30MacHOCTH;

7) npasuia 0e30MacHOCTH MO LKM(POBBIM OTNEYATKAM C
BO3MO>KHOCTbIO HACTPOHKH 1opora cpadaTbiBaHUs U
BLIOOPOM HarpaBlieHUs BXOXKIEHUs (MpsMoe, 00paTHoe, UK
HauOoJIbLIEe);

8) npapuia 0€30MacHOCTH MO CJIOBApsM, €
BO3MOYKHOCTBIO Y4eTa nopora cpabdarbiBaHust U MOP(HOIOrum;
9) npasuiia 0€30MacHOCTH MO Xell-CyMMaM, C
BO3MOYKHOCTBIO MTOMCKA 1O MPEAHACTPOCHHbIM DaHKaM Xell-
CYyMM;

10) CTAaTUCTHYECKHE MpaBuiia 0€30MacHOCTH,
KOHTPOJIMPYIOLLUE MPEBbILICHHE KOJIUYECTBEHHbIE
MoKa3aTesIu aKTUBHOCTH T0JIb30BaTeIsl, HAalIpUMep,
KOJIMYECTBO 3JIEKTPOHHBIX MUCEM, NEPENUCOK B
MECCEHKEPaX, MOCEIIEHHbIX CAaHTOB, OTIPAaBJIEHHbIX

12) ability to create groups and subgroups with
at least 20 hierarchy levels;

13) ability to disable security rules
14) filter on / off safety rules
15) the ability to transfer security policies from

group to group by simply dragging and dropping
the "mouse";

16)
to group by simply dragging and dropping with the

the ability to transfer subgroups from group

mouse;
17)
groups to which security policies can be applied;
18) adding, excluding, and editing security
server incident categories

19) the ability to execute scripts when a
security rule is triggered or an error occurs;

adding or excluding Active Directory

20) ability to send incident data to third-party
systems;
21) automatic delivery of notifications by e-

mail to the responsible person in case of triggering
the security policy (detecting an incident);

22) the incident contains general information
(the name of the security policy, the user who
committed the violation, the type of intercepted
data, the date/time of the incident, etc.), as well as a
link to opening the corresponding incident in the

user console or attachments with documents that
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shartlarini birlashtirish;

3) Faol guruhlar tomonidan xavfsizlik qoidalari
katalog :

4) saytlar va ilovalar toifalari bo'yicha xavfsizlik
qoidalari;

5) muayyan sezgirlik belgilariga ega fayllarni
aniqlash uchun xavfsizlik qoidalari

6) qidiruv shablonlari yordamida xavfsizlik

siyosatini yaratish - boshqa xavfsizlik qoidalarini
yaratishda foydalanish mumkin bo'lgan gqidiruv
shartlari to'plami;

7) javob  chegarasini  sozlash va  kirish
yo'nalishini tanlash (to'g'ridan-to'g'ri, teskari yoki eng
katta) qobiliyatiga ega ragamli barmoq izlari uchun
xavfsizlik qoidalari;

8) Jjavob chegarasi va morfologiyasini hisobga
olish gobiliyati bilan lug'atlarga asoslangan xavfsizlik
qoidalari;

9) oldindan tuzilgan xesh so‘m banklari orqali
qidirish  imkoniyati ~ bilan xesh summalariga
asoslangan xavfsizlik qoidalari ;

10) foydalanuvchi faoliyatining miqdoriy

ko'rsatkichlaridan oshib ketishini nazorat giluvchi
statistik xavfsizlik qoidalari, masalan, elektron pochta
xabarlari soni, messenjerlardagi yozishmalar, tashrif
buyurilgan saytlar, yuborilgan so'rovlar, bosma fayllar
va sahifalar, shuningdek, foydalanuvchi va ilovalar
faoliyatining davrlarini hisoblash va boshqalar. .;

11) oldindan belgilangan xavfsizlik qoidalarining
mavjudligi;

12) kamida 20 ierarxiya darajasiga ega bo'lgan
guruhlar va kichik guruhlarni yaratish qobiliyati;

13) xavfsizlik qoidalarini o'chirish qobiliyati

14) yoqilgan/o'chirilgan  xavfsizlik  qoidalari
uchun filtr

15) sichqoncha bilan shunchaki sudrab, guruhdan

guruhga xavfsizlik siyosatini o'tkazish imkoniyati;

3arpoCoB, pacnevyaTtaHHbIX GaiioB U CTPaHMIL, a TAKKe
BBIYMCIIATD MEPHObI AKTUBHOCTH T0JIb30BaTENEH 1
NPUIIOKEHUH, U AP.;

11) HajM4yue npeayCTaHOBIEHHbBIX MPaBUII
0€e30MacHOCTH;
12) BO3MOJKHOCTb CO3JJaHMsl TPYIII U MOArPYNN C

KOJIMYECTBO YPOBHEH Hepapxuu He menee 20);

13) BO3MOKHOCTB OTKJIIOYEHHS NpaBuiia 6€30MacHOCTH
14) GUABLTP BKIFOUYEHHBIX/BBIKITIOYEHHbBIX NPaBHJI
OGe3zonacHoCTH

15) BO3MOKHOCTB ME€PEeHOCa MOJIMTUK 0€30MacHOCTH U3

rPYMNIbl B IPYITY MPOCTBIM NEPETACKMBAHUEM «MbILIBIOY;
16) BO3MOKHOCTB NEpeHOca MOArPYII W3 IPyNibl B
rpynmny NpOCTbIM MEPETACKUBAHHEM «MBILLIBIOY

17) nobapneHue, MCKIOUeHUe rpynn Active Directory, k
KOTOPbIM MOT'YT ObITh MPUMEHEHBI MOJHUTHKH O€30MacHOCTH;
18) nobaBiieHre, UCKIIIOUEHHE, PeIaKTUPOBAHHE
KaTeropui MHLMIEHTOB cepBepa 0€30MacHOCTH

19) BO3MOY>KHOCTb BBITNIOJIHEHHUSI CKPUIITOB TMPH
cpabarbiBaHUK WM olIMOKe cpabaThiBaHMs NpaBuia
06e30MacHOCTH;

20) BO3MOKHOCTb OTIPABKM J@HHBIX O HHUMICHTAX B
CTOPOHHUE CUCTEMBI;

21) aBTOMaTH4YeCKas JOCTaBKa yBEJOMJICHUH MO
3JIEKTPOHHOM MOYTE OTBETCTBEHHOMY JIMILY B Clydyae
cpabaTbIBaHUsI MOJUTHKH 6€30MacHOCTH (BbISBIEHMS
MHLIMJICHTA);

22) MHLMACHT COAEPXKUT 0010 HHPOpMALIMIO
(Ha3BaHME NOJUTUKHK O0€30MaCHOCTH, MOJIb30BATENb,
JIONYCTUBLUMH HApYLUEHUE, TUIT MePEeXBAaYCHHbIX JaHHbIX,
Jata/BpeMsi MHLUMACHTA U JIp.), @ TAKKE CChIIKY Ha OTKPbITHE
COOTBETCTBYIOLIETO HHUMAEHTA B MOJIb30BATEIbCKOM
KOHCOJIM JIMOO BJIOXKEHUSI C IOKYyMEHTaMH, BbI3BaBIIMMU
cpabarbIBaHHE MOJIMTHKH OE30MaCHOCTH;

23) BO3MOXKHOCTb HACTPOMKH MEPUOJUYHOCTH OTIIPABKH
YBEIOMJIEHUH HA 3JIEKTPOHHYIO MOYTY (HEMeIeHHas
OTIIpaBKa YBEJIOMJIEHHS IO BbISIBJICHHIO MHLIMIEHTA JTHOO

with a specified frequency — once an hour, once a
day, etc.);

24) the ability to view all incidents according to
the selected security policy in the client console
with the ability to select viewed, unseen incidents
for each security officer working with the system;
25)
incident in the client console, the following

when viewing information about an

information is available: the user who committed
the violation, the date and time of the incident, the
type of document that triggered the security policy
(email, file sent for printing, etc.), the content of the
document (email, correspondence in the IM client,
file, etc.) which triggered the security policy, as
well as other additional information.

26) ability to assign a status for an incident
(incident not investigated, incident investigation
postponed, incident investigated, important
incident, unimportant incident, false positive);

27) ability to assign a color category to an
incident

28) ability to add comments to the incident
29) the ability to flexibly selectively view

incidents according to the security policy (for
example, show only new or unseen incidents; show
only the last 100 incidents; show incidents for the
next month but no more than the las

30)
delete incident records accordi

the ability to completels ‘t§al¢cﬁi\'fery \\

'\ ‘t&) t&q semmfy //“
policy (for example, delete all i cgj@nts Eer tyu

\
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16) sichqoncha bilan sudrab kichik guruhlarni
guruhdan guruhga o'tkazish imkoniyati;

17) qo'shish, faol guruhlar bundan mustasno
Xavfsizlik siyosati qo'llanilishi mumkin bo'lgan
katalog :

18) xavfsizlik  serveri  hodisalari
qo'shish, istisno qilish, tahrirlash

19) xavfsizlik qoidasi ishga tushganda yoki
ishlamay qolganda skriptlarni bajarish imkoniyati;

toifalarini

20) vogea ma'lumotlarini  uchinchi  tomon
tizimlariga yuborish imkoniyati;
21) xavfsizlik  siyosati ishga tushirilganda

(hodisalar aniglanganda) mas'ul shaxsga elektron
pochta orqali bildirishnomalarni avtomatik etkazib
berish;

22) hodisa umumiy ma'lumotlarni (xavfsizlik
siyosatining nomi, qoidabuzarlikni sodir etgan
foydalanuvchi, ushlangan ma'lumotlarning turi, vogea
sodir bo'lgan sana/vaqt va boshqalar), shuningdek
foydalanuvchi  konsolida yoki qo'shimchalarida
tegishli hodisani ochish uchun havolani 0'z ichiga
oladi. xavfsizlik siyosatini qo'zg'atgan hujjatlar bilan;
23) elektron pochta orqali bildirishnomalarni
yuborish chastotasini sozlash imkoniyati (hodisa
aniqglanganda darhol xabarnoma yuborish yoki
belgilangan chastotada bildirishnomalarni to'plash va
to'plash - soatiga bir marta, kuniga bir marta va
boshqalar);

24) tizim bilan ishlaydigan har bir xavfsizlik
xodimi uchun ko'rilgan va ko'rib chigilmagan
hodisalarni ajratib ko'rsatish imkoniyati bilan ko'rish

imkoniyati ;
25) Mijoz konsolida hodisa haqidagi
ma'lumotlarni  ko'rishda quyidagi ma'lumotlar

mavjud: qoidabuzarlikni sodir etgan foydalanuvchi,
voqea sanasi va vaqti, xavfsizlik siyosatini qo'zg'atgan
hujjat turi (elektron pochta, chop etish uchun

HaKOIJIeHWe ¥ MOPLUMOHHAsH OTIIPABKA YBEIOMJICHHIA ¢
3a/IaHHOM NMEePUOMYHOCTBIO — pa3 B 4ac, pa3 B CYTKH U T.J1.);
24) BO3MOKHOCTb [IPOCMOTpa BCEX HHUMAEHTOB 110
BbIOpaHHOMH NMOJMTHKE 0€30MaCHOCTH B KJIMEHTCKOW KOHCOJIH
C BO3MOJKHOCTBIO BbIJICJIEHUs] TIPOCMOTPEHHBIX,
HENPOCMOTPEHHBIX HHLIMICHTOB ISl KQXKI0ro oduLiepa
Oe3onacHocTH, padoTarouIero ¢ CHCTEMOM;

25) 1py npocMoTpe HHpopMaLK 00 MHLIMACHTE B
KJIMEHTCKOM KOHCOJIM IOCTYIHA clieaytouas HHhopmaLus:
NOJb30BaTEb, JOMYCTUBLIWNA HapyILIEHHUE, 1aTa U BpeMs
MHIIMCHTA, THI IOKYMEHTa, BbI3BABLIEr0O cpadaThiBaHUE
NOJUTHKK 0€30MacHOCTH (JIEKTPOHHOE MUCHMO, (haidsl,
OTMpaBJIEHHbIH Ha NeYaTh U T.J.), COAepIKaHUE IOKYMEHTa
(371€KTPOHHOI O MUChMa, rnepenucku B IM-knuenTe, daiina u
T./.), BbI3BaBLIEro cpabaTbiBaHHE MOJUTHKM O0€30MaCcHOCTH, a
TaKKe Apyras J0NOJHUTeNIbHAs MHOopMaLus.

26) BO3MOXXHOCTb HA3HAUEHUsl CTaTyca AJi1 MHLMIEHTA
(MHUMAGHT He pacciie/IoBaH, pacciieJOBaHUe HHLMACHTA
OTJIOXKEHO, MHLIMICHT pacciie/IoBaH, BXKHbBIH HHUMU/IEHT,
HEeBa)KHbIA MHLIMJIEHT, JIOXKHOE cpabaThIBaHUE);

27) BO3MOKHOCTb IPUCBOEHHUS LIBETOBOM KaTeropuu
MHLHACHTY

28) BO3MOYKHOCTbH JI0OABJIEHUS] KOMMEHTapHs K
UHLUICHTY

29) BO3MOJKHOCTh T'MOKOr0 BIOOPOYHOIrO MPOCMOTpa
MHIM/IEHTOB 1O MOJUTHKE 6€30MacHOCTH (Hanpumep,
M0Ka3aTh TOJAbKO HOBbIC MJIM HENPOCMOTPEHHbIE HHLIMIEHTBI;
NokKas3aTh ToJAbKO nocieanye 100 nHUMACHTOB; NoKa3aTh
MHLIMACHTHI 32 Onrkaiiuinii mecsu, Ho He Gosee 20
NOCJEAHUX; NMOKa3aTh UHLIMJEHTBI, UMEIOLIME CTATYC
«BaxkHbli» ¥ 3aperucTpupoBaHHble B TEUEHHUE 110C/Ie/IHEH
HeJeIu U T.1.);

30) BO3MOKHOCTb MOJIHOTO WJIH BBIOOPOYHOIO yAaJleHHUs
3anuceil 00 HHIMIEHTAX M0 MOJIMTHKE 0€30MacHOCTH
(Hanpumep, yAauTh Bce HHUMACHTHI cTapiue 10 aHei;
yaanuTh nociieqHue N HHUM/ICHTOB; yIaJIUTh BCe

10 days; delete the last N incidents; delete all
incidents with the status "Investigated"; delete
incidents based on data deleted from the database,
etc.);

31) ability to sort the list of incidents by various
parameters (by relevance, by date/time, by local /
remote user, by type/size of intercepted data, by
incident status, etc.);

32) ability to filter the list of incidents by
various parameters: by status (for example, display
only important ones), by data type (for example,
display only incidents caused by sending
information via mail protocols), by status (for
example, display only unseen ones) — and by
combinations of these parameters.

33) the ability to export the list of incidents to a
CSV, MS Excel, PDF, XML file (the following
information about incidents is saved — type of
intercepted data, local / remote user, date/time of
interception, size, incident status, and other
information);

34) the ability to export intercepted data that
triggered the security policy to files of the
appropriate formats;

35) maintaining a log of the security officer's
actions with the ability to export log events;

36) the following information is recorded in the
event log: creating, duplicati

security rules, viewing an
changing incident statuse, £1£.

. ® “«
11. System scaling requfrémests: . caaA®
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yuborilgan fayl va boshqalar). .), xavfsizlik siyosatini
ishga tushirgan hujjatning mazmuni (elektron pochta ,
IM mijozidagi yozishmalar, fayl va boshqalar),
shuningdek, boshga qo'shimcha ma'lumotlar.

26) hodisaga maqom berish qobiliyati (hodisalar
tekshirilmagan, vogea tergovi kechiktirilgan, vogea
tekshirilgan, muhim voqea, ahamiyatsiz hodisa,
noto'g'ri ijobiy);

27) hodisaga rang toifasini belgilash qobiliyati
28) vogeaga sharh qo'shish qobiliyati
29) xavfsizlik siyosatiga muvofiq intsidentlarni

tanlab ko'rish qobiliyati (masalan, fagat yangi yoki
ko'rib chigilmagan hodisalarni ko'rsatish; faqat oxirgi
100 ta hodisani ko'rsatish; keyingi oydagi hodisalarni
ko'rsatish, lekin oxirgi 20 dan ortiq bo'lmagan
hodisalarni ko'rsatish; "Muhim" maqomi va oxirgi
haftada ro'yxatdan o'tgan va hokazo);

30) xavfsizlik  siyosatiga muvofiq hodisalar
yozuvlarini to‘liq yoki tanlab yo‘q qilish imkoniyati
(masalan, 10 kundan ortiq bo‘lgan barcha hodisalarni
o‘chirish; oxirgi N hodisani o*chirish; “Tekshirilgan”
holati bilan barcha hodisalarni o‘chirish; o‘chirilgan
ma’lumotlarga asoslangan hodisalarni  o‘chirish
ma'lumotlar bazasi va boshqalar);

31) hodisalar ro‘yxatini turli parametrlar bo‘yicha
(muvofiqligi, sana/vaqt, mahalliy/masofaviy
foydalanuvchi, ushlangan ma’lumotlarning

turi/hajmi, hodisa holati va boshqalar bo‘yicha)
saralash imkoniyati;

32) hodisalar ro'yxatini turli parametrlar bo'yicha
filtrlash imkoniyati: holat bo'yicha (masalan, faqat
muhimlarini ko'rsatish), ma'lumotlar turlari bo'yicha
(masalan, faqat pochta protokollari orqali ma'lumot
yuborish natijasida yuzaga kelgan hodisalarni
ko'rsatish), holat bo'yicha (masalan, displey faqat
ko'rilmaganlar ) - va ushbu parametrlarning
kombinatsiyasi bo'yicha;

MHLIMJICHTBI, UMeroLIne cTatyc «PaccienoBan»; yaanurh
WHLMICHTBI 110 IaHHBIM, yJajleHHbIM U3 BJ1, v 1.1.);

31) BO3MOKHOCTb COPTHPOBKH CITMUCKA MHLIMAEHTOB 10
pa3/IM4YHbIM rapameTpam (Mo pejeBaHTHOCTH, 110
Jate/BpeMeHH, N0 JIOKaTbHOMY/y 1aJIEHHOMY TOJIb30BaTEIO,
10 THITy/pa3Mepy NepexBayeHHbIX JaHHbIX, 110 CTAaTyCy
WHLMAEHTA U T.J1.);

32) BO3MOKHOCTb (DUIIBTPALIMM CITUCKA HHUMAEHTOB 110
PasiMYHBIM NapamMeTpam: 1o cratycam (Hanpumep,
0TOOPa3UTh TOJILKO BayKHbIE), MO TUIIAM JAHHBIX (Hanpumep,
0TOOPa3UTh TOJILKO MHIMICHTbI, BbI3BAHHBIE NEPEChTKOM
MH(OPMALIMK O MOYTOBBIM MPOTOKOJIAM), TIO COCTOSHHIO
(Harpumep, 0TOOPa3UTh TOJIBKO HEIPOCMOTPEHHbIE) — U MO
KOMOMHAUMSAM 3THX 1apaMeTpoB;

33) BO3MOXKHOCTb HKCIOPTa CNMCKA HHUMICHTOB B (aii
dopmaros CSV, MS Excel, PDF, XML (npu 3Tom
CoXpaHseTcs cieayrowast MHGopMauus 06 MHUMAEHTAX — THIT
NePeXBAYEHHBIX NAHHbBIX, JOKATbHbIN/YIaIeHHbIH
MoJb30BaTeb, 1aTa/BpeMs Nepexsara, pa3Mep, CTaTyc
MHLIMJEHTA, npoyasi uHpopmaLus);

34) BO3MOYKHOCTb SKCIIOPTA MNEePEXBAYEHHbIX JJaHHbIX,
BbI3BABLIMX CpabaTbIBaHHE MOJHUTHKH 6€30MacHOCTH, B
(haiinbl COOTBETCTBYIOLIMX (JOPMATOB;

35) BeJICHHWE JKypHaua (Jiora) JeicTBuii oduuepa
0€30MacHOCTH ¢ BO3MOXKHOCTBIO 3KCIOPTA COOBITHIA
JKypHaua;

36) B )KypHaJjie COObITHI PeruCTpUpyeTCs ClieLyrolas
uHpopmalms co3nanue, 1yOIMPOBaHHs, pelaKTHPOBaHHE,
yZaneHue rnpasuia 6€30MacHOCTH, NPOCMOTP M yAalleHHe
MHLIM/ICHTA, U3MEHEHHs CTaTyCOB MHLMICHTA U JIp.

1. TpeGoBanus k MaclITabHPOBAHUIO CUCTEMbI:

1) Bce KOMMOHEHTBI 10JIKHBI KMETH BO3MOKHOCTD
YCTaHaBJIMBATbCs Ha OZIMH CEPBEP WIIM Pa3HECEHBI 10
pa3sHbIM, 4TOOBI 06ECTIEUUTD HY)KHYIO MacIITabUpyeMOCTh
MPH OJJHOBPEMEHHOM KOHTpOJI€ OOJIBLIOro KOJUYECTBa
COTPYAHUKOB;

1) All components should be able to be
installed on the same server or distributed across
different servers in order to provide the necessary
scalability while simultaneously controlling a large
number of employees;

2) depending on the network configuration,
the amount of intercepted data being processed, and
other parameters, the system should scale flexibly
to ensure control of a large and complex network,
as well as load distribution on network and
hardware resources:

3) the ability to install multiple data
interception servers - to parallelize the interception
of several controlled Internet access channels;

4) the ability to install multiple agent control
servers— for monitoring different network segments
or different groups of computers;

5) ability to install multiple intermediate agent
servers for network load balancing.

6) the ability to organize a cluster for
horizontal scaling of large loads across multiple
servers;

7) the ability to install multiple indexing
servers - to optimize and distribute the load on the
server and database;

8) The system should provide full support for
load balancing in multi-core and multiprocessor
systems.

12. System administration requireme

1) provide
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33) hodisalar ro'yxatini faylga CSV, MS Excel ,
PDF, XML formatlarida eksport gilish imkoniyati
(hodisalar hagida quyidagi ma'lumotlar saqlanadi -
ushlangan ma'lumotlar  turi, mahalliy/uzoq
foydalanuvchi, ushlab turish sanasi/vaqti, hajmi,
hodisa holati , boshqa ma'lumotlar);

34) xavfsizlik siyosatini qo'zg'atgan ushlangan
ma'lumotlarni tegishli formatdagi fayllarga eksport
qilish imkoniyati;

35)  jurnal hodisalarini eksport gilish imkoniyati
bilan xavfsizlik xodimlarining harakatlari jurnalini
(jurnalini) yuritish;

36) Voqealar jurnali quyidagi ma'lumotlarni qayd
etadi: xavfsizlik qoidasini yaratish, takrorlash,
tahrirlash, o'chirish, hodisani ko'rish va o'chirish,
hodisa holatini o'zgartirish va hokazo.

11. Tizimni masshtablashtirishga qo'yiladigan
talablar:

1) Barcha komponentlar bir serverga o'rnatilishi
yoki bir vaqgtning o'zida ko'p sonli xodimlarni kuzatib
borishi uchun zarur miqyoslilikni ta'minlash uchun
turli serverlar bo'ylab tagsimlanishi kerak;

2) Tarmoq konfiguratsiyasiga,  ushlangan
ma'lumotlarning qayta ishlanishi hajmiga va boshqa
parametrlarga qarab, tizim katta va murakkab
tarmoqni  boshqarishni, shuningdek, tarmoq va
apparat resurslariga yuk tagsimotini ta'minlash uchun
moslashuvchan tarzda kengaytirilishi kerak:

3) bir nechta ma'lumotlarni ushlab turish
serverlarini  o'rnatish imkoniyati - bir nechta
boshqariladigan Internetga kirish kanallarini tutib
olishni parallellashtirish;

4) bir nechta agent boshqaruv serverlarini
o'rnatish qobiliyati - turli tarmoq segmentlarini yoki
turli xil kompyuter guruhlarini boshqarish;

5) tarmoq yukini muvozanatlash uchun bir
nechta oraliq agent serverlarini o'rnatish imkoniyati.

2) B 3aBUCUMOCTH OT KOH(UIYpaLlMH CETH, OT 00bema
obpabaTbiBaeMbIX MepexBauye€HHbIX JAHHBIX U APYTHX
napaMeTpoB, CUCTEMa JOJDKHA T’MOKO MaclITabupoBaTLCS /115t
obecrneyeHust KOHTPOJIst OOJIBLLIOH U CII0XKHO OPraHM30BaHHOM
CEeTH, a TAKIKe pacripe/ie/ieHns Harpy3KH Ha CeTeBbIe U
annapaTHbIe pecypehl:

3) BO3MOKHOCTb YCTAHOBKHM HECKOJIbKUX CEPBEPOB
nepexsaTa JJaHHbIX— /Ul pacrnapajieIMBaHus rnepexnara
HECKOJIbKMX KOHTPOJIMPYEMbIX KaHAJIOB BbIX0/1a B MHTEPHET;
4) BO3MOJKHOCTb YCTAHOBKH HECKOJIbKHUX CEPBEPOB
KOHTPOJISl ar€HTOB— /17151 KOHTPOJISt pa3HbIX CErMEHTOB CETH
WJIX Pa3HBIX IPYMNI KOMITBIOTEPOB;

S) BO3MOYKHOCTb YCTAHOBKH HECKOJIbKUX
MPOMEKYTOYHBIX CEPBEPOB areHTOB JUTsi OaTaHCUPOBKH
Harpy3KH Ha CeTb.

6) BO3MOX»KHOCTb OPraHM3allUy KJlactepa AJis
rOPU30HTAJILHOIO MaclITabOMpoBaHuUs OOJILLIMX HArpy30K Mo
MHOYECTBY CEpPBEPOB;

7) BO3MOKHOCTb YCTAHOBKH HECKOJIbKUX CEPBEPOB
MHEKCUPOBAHUs— 711 ONTUMU3ALMU U pacnipeesieHUs
Harpy3kH Ha cepBep M 0a3y JlaHHBIX;

8) Cucrema nosmKHa obecneyrBaTh MOJHYIO MOIACPIKKY
pacnpenesieHnss Harpy3kyd B MHOTOSIIEPHBIX U
MHOIOMPOLIECCOPHBIX CUCTEMAX.

12. TpeboBaHust K AAMUHUCTPUPOBAHUIO CUCTEMBbI:

Cucrema 10/KHA NMpelycMaTpUBaTh CIIEAYIOIINHe
BO3MOXHOCTH:

1) obecneyuBaTh

2) LICHTPaJIM30BAHHOE YIPABJIEHUE BCEMH
KOMITOHEHTAMH CUCTEMbI U3 JIBYX KOHCOJIeH: eiMHas KOHCOJIb
aIMUHHUCTpPATOpa U €IMHast KOHCOJIb MOJIb30BaTEJs
(corpynnuka cnyx6sl Mb);

3) o0ecrneuynBaTh BOZMOXKHOCTb LU poBaHUs Tpaduka
MEXIY KOHCOJISIMHU U CEPBEPOM;
4) LEHTPaJIM30BaHHOE MOJAKIIIOYEHHE U HACTPOHKA

XpaHWIULL HHGOpPMALIMK 11 BCEX CEPBEPHBIX KOMITOHEHTOB
CUCTEMBbI;

2) centralized management of all system
components from two consoles: a single
administrator console and a single user console (an
information security service employee);

3) provide the ability to encrypt traffic
between consoles and the server;

4) centralized connection and configuration of
information repositories for all server components
of the system;

S) the ability to disable automatic management
of the system firewall;
6) the ability to add a computer to the profile

from the agent schema when configuring profiles
for agents, as well as copy/move objects between
profiles;

7) the ability to configure automatic launch of
programs and scripts when security rules are
triggered;

8) provide monitoring of the status of all
server components and services of the system in
real time, with the output of basic statistics for each
of them, as well as managing the launch of server
components and services from the system;

9) support parallel operation of several users
in the administrator console;

10) the ability to authorize the system's servers
in automatic and manual mode;

11) the ability to replace the syste in
exported documents with a custorgfogg ¥ e ,

v b
12)  the ability to translate (f e Zonete
improve the quality of viewing//da Yggg‘qiyedvﬁ&r\

other time zones z o
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6) bir nechta serverlar bo'ylab katta yuklarni
gorizontal o'lchash uchun klasterni tashkil qilish
imkoniyati;

7) bir nechta indekslash serverlarini o'rnatish
imkoniyati - server va ma'lumotlar bazasidagi yukni
optimallashtirish va taqsimlash;

8) Tizim ko'p yadroli va ko'p protsessorli
tizimlarda yuk muvozanatini to'liq qo'llab-quvvatlashi
kerak.

12. Tizim boshqaruviga qo'yiladigan talablar:
Tizim quyidagi imkoniyatlarni ta'minlashi kerak:

1) ta'minlash

2) ikkita konsoldan barcha tizim
komponentlarini markazlashtirilgan boshgarish: bitta
administrator konsoli va bitta foydalanuvchi konsoli
(axborot xavfsizligi xizmati xodimi);

3) konsollar va server o'rtasidagi trafikni
shifrlash imkoniyatini ta'minlash;

4) markazlashtirilgan ulanish va tizimning
barcha server komponentlari uchun axborot
omborlarini sozlash;

S) tizim xavfsizlik ~ devorini  avtomatik
boshqgarishni o'chirish imkoniyati;

6) agentlar uchun profillarni o'rnatishda agent

sxemasidan profilga kompyuter qo'shish, shuningdek,
ob'ektlarni profillar o'rtasida nusxalash/ko'chirish
imkoniyati;

7) xavfsizlik qoidalari ishga tushirilganda
dasturlar va skriptlarni avtomatik ishga tushirishni
sozlash imkoniyati;

8) real vaqt rejimida tizimning barcha server
komponentlari va xizmatlari holatini ularning har biri
bo‘yicha asosiy statistik ma’lumotlarni ko‘rsatgan
holda monitoringini ta’minlash, shuningdek tizimdan
server komponentlari va xizmatlarini ishga tushirishni
boshqarish;

9) administrator bir

konsolida nechta

5) BO3MOKHOCTb OTKJIFOYEHHUS] aBTOMATHYECKOI0
YIPaBJIEHUs: CUCTEMHbIM OpaHAMay3poMm;
6) BO3MOKHOCTb IPH HACTpOkKe npoduiiei 11s areHToB

J100aBISTE KOMIBIOTEP B MPOGMIIB U3 CXEMbI ar€HTOB, a
TaKKe KOIMUPOBATh/TiepeMeliaTh 00beKThl MEXKLY
npoguIIsIMu;

7 BO3MOKHOCTH HACTPOMKHM aBTOMATHUYECKOro 3aIycka
NporpamMm M CKpUNTOB NMpH cpadaThIBAHUU MPABHII
0e30MacHOCTH;

8) obecrnieynBaTh HaOJIIOJIEHHE 3a COCTOSTHHEM BCEX
CEPBEPHbIX KOMITOHEHTOB U CEPBUCOB CUCTEMbI B PEIKHUME
peasbHOro BpEMEHH, C BbIBOJJOM OCHOBHOM CTAaTHUCTHKH 1O
KaXA0MY U3 HUX, a TAK)KE YNpaBIeHUE 3aITyCKOM CepBEpPHbIX
KOMITOHEHTOB U CEPBUCOB U3 CHCTEMBbI;

9) MOAIEP/KUBATD NapajuiesbHy10 padoTy HECKOJIbKHUX
N0JIb30BaTes e B KOHCOJIM aIMMHUCTPATOPA;

10) BO3MO>KHOCTb @aBTOPH3ALIMH CEPBEPOB CUCTEMBI Ha B
ABTOMATHYECKOM U PYUHOM PEKHUME;

11) BO3MOKHOCTb 3aMEHbI JIOTOTHUIA CUCTEMbI B
9KCMOPTUPYEMBIX JOKYMEHTAX Ha MOJIb30BATEJIbCKHUH
JIOrOTHII.

12) BO3MOYKHOCTb NE€PEBO/IA YaCOBOr0 nosica s
yJlyudllleHUs: KayeCcTBa NMPOCMOTPA JaHHBIX MOJYYEHHbBIX W3
JIPYTMX YaCOBBIX MOSICOB

12. TpebGoBaHuUs K aBTOPHU3ALIMH NTOJIb30BATENCH:

Cucrema J0/HKHA NPEAOCTABIATh HECKOJIBKO BAPUAHTOB
aBTOpHU3ALMH

1) Ha OCHOBaHWM yueTHbIX 3anuceid Windows;

2) Ha OCHOBAHWHW BHYTPEHHEH CUCTEMBbI
ayTeHTU(UKALUH.

Cucrema noskHa 00J1aaTh C/IEAYIOLIMMH BO3MOXKHOCTSIMHU!
1) BO3MOKHOCTb OFpaHUYEHUs CpOKa IEUCTBHUS Maposis
(B AHSX), MO UCTEYEHUH KOTOPOIro JOCTYM K cucTeMe Oyaer
3aKpbIT;

2) BO3MOXKHOCTb OJIOKMPOBKH IM0JIb30BaTEs Mociie 3-X
HeyJauHbIX MOMbITOK BXO/A;

12. User authorization requirements:

The system must provide several authorization
options

1) based on Windows accounts.

2) based on the internal authentication system.
The system must have the following features:

1) the ability to limit the password validity
period (in days), after which access to the system
will be closed:;

2) the ability to block the user after 3 failed
login attempts;

3) the ability to save information about all
authorization attempts in the log;

4) the ability to set an additional password to
change the settings of the Administrator console;

5) the ability to automatically exit the consoles
when the set idle time is exceeded;

6) ability to automatically exit the console
after the specified session duration expires.

In the course of its operation, the system should not
have a negative impact on the functioning of the
Customer's application ICS.

13. Requirements for suppliers:

1) Authorization letter from the DLP solution
manufacturer.

2) Partner certificate, also from the manufacturer.
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foydalanuvchilarning parallel ishlashini qo'llab-
quvvatlash;

10) avtomatik va qo'lda rejimlarda tizim
serverlarini avtorizatsiya qilish imkoniyati;

11) eksport  gilinadigan  hujjatlarda  tizim
logotipini  maxsus logotip  bilan  almashtirish
imkoniyati.

12) boshqa vaqt zonalaridan olingan
ma'lumotlarni ko'rish sifatini yaxshilash uchun vaqt
zonalarini tarjima qilish imkoniyati

12. Foydalanuvchi avtorizatsiyasiga qo'yiladigan
talablar:

Tizim bir nechta avtorizatsiya imkoniyatlarini taqgdim
etishi kerak

1) Windows hisoblari asosida ;

2) ichki autentifikatsiya tizimiga asoslangan.
Tizim quyidagi imkoniyatlarga ega bo'lishi kerak:

1) parolning amal qilish muddatini cheklash
imkoniyati (kunlarda), shundan so'ng tizimga kirish
yopiladi;

2) 3 ta muvaffaqiyatsiz kirish urinishidan keyin
foydalanuvchini bloklash imkoniyati;

3) jurnaldagi barcha avtorizatsiya urinishlari
haqidagi ma'lumotlarni saglash imkoniyati;

4) Administrator konsoli sozlamalarini

o'zgartirish uchun qo'shimcha parol o'rnatish
imkoniyati;

5) bo'sh vaqtdan oshib ketganda avtomatik
ravishda konsollardan chiqish imkoniyati ;
6) belgilangan seans davomiyligidan so'ng

avtomatik ravishda konsoldan chigish imkoniyati.

3) BO3MOXKHOCTb COXpaHeHusl HHpopmauuu 000 Bcex
MOMbITKAX aBTOPU3aLMH B JKypHaJe;

4) BO3MOKHOCTb 3a1aHHUA JOTMOJIHUTEILHOIO NMapoJist
JUTSl ©3BMEHEHMsI HACTPOEK KOHCOIM AJIMUHUCTPATOPA;

5) BO3MOKHOCTb aBTOMAaTHYECKOIO BbIXO/1A M3
KOHCOJIEH NMPH NPEBbILIEHUH 3aJaHHOIO BPEMEHH MPOCTOS;
6) BO3MOKHOCTbh aBTOMAaTHUECKOTI'0 BBIXO/IA U3 KOHCOJIH

M0 MCTEYEHMH 3a/1JaHHOH NMPOJOJHKUTENILHOCTH CeaHca.

B npouecce cBoero yHKUMOHMPOBAHMS CUCTEMA HE JI0JKHA
OKa3bIBaTh HEraTUBHOTO BJIMSIHUS Ha GYHKIMOHUPOBAHHE
npurnaaseix UC 3akazuuka.

13. TpeGoBaHus K NOCTABIIHKAM:

1) ABTOpHM3aLIMOHHOE MUCHMO OT npousBoauTess DLP
peLIeHus.

2) Ceprudukar napTHepa, Tak ke OT MPOU3BOJUTENIS.

63
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Tizim o'z faoliyati davomida Buyurtmachining
amaliy axborot tizimlarining ishlashiga salbiy
ta'sir ko'rsatmasligi kerak.

13. Yetkazib beruvchilarga qo'yiladigan talablar:
1) DLP yechimini ishlab chigaruvchidan ruxsatnoma
2) Hamkor sertifikati, shuningdek ishlab
chiqaruvchidan.

2.2 Belgilash talablari

2.2 TpebGoBaHHs K MAPKHPOBKeE

2.2 Labeling requirements

Asosiy etiketka ma’lumotlari quyidagilarni o‘z ichiga
olishi kerak;

* tovar belgisi yoki ishlab chiqaruvchining nomi.

* mahsulotning asosiy parametrlarining nominal
giymatlari.

OcCHOBHbBIE MapKHpPOBOYHBIC JAHHbIC JOJIKHBI COoAEpKaThb,

° TOBaprlﬁ 3HAaK HWJIHW HaWMEHOBAHHWE MNpCAINpUATHS-
HU3IrOTOBUTEIIA.

* HOMUHaJIbHbIC 3HAYEHUSA OCHOBHBLIX napamMeTpoB TOBapa.

Basic labeling data must contain;

« trademark or name of the manufacturer.
 nominal values of the main parameters of the
product.

2.3 Ishonchlilik talablari

2.3 TpebGoBaHHUs 10 HAEKHOCTH

2.3 Reliability requirements

Texnik topshirigning 2.1 bandi asosida har bir Tovar
uchun ilova gilingan texnik hujjatlariga muvofiq
kafolat muddati davomida.

B cooTBeTcTBMM ¢ TeXHMYECKOM  JOKyMeHTalMei,
NpuIaraeMol K KakJIOoW eJUHMUE ToBapa B TEUYEHUH
YCTaHOBJICHHOTO 'apaHTUHHOIO CPOKaA, COIJTACHO MYHKTY 2.1
HacTosiero T3.

In accordance with the technical documentation
attached to each unit of goods within the
established

warranty period, in accordance with clause 2.1 of
this technical assigment.

2.4 Materiallarga bo‘lgan talablar

2.4 TpeGoBaHusi K MATEPHAIAM

2.4 Material requirements

Har bir tovar birligiga ilova gilingan texnik
hujjatlarga muvofiq, 2.1-bandga muvofiq

B cooTBeTcTBMM ¢  TeXHHYECKOW  JOKyMeHTaLHeil,
NpUIAraeMou K KaxJOW €MHHULIE TOBapa, COMNIACHO MYHKTY
2.1

In accordance with the technical documentation
attached to each unit of goods, in accordance with
clause 2.1

2.5 Atrof-muhit omillari ta’sirida barqarorlik va
parametrlarga qo‘yiladigan talablar

2.5 TpeboBanusi K cTaOHJIBLHOCTH H NAPAMETPAM NpPH
BO3JelHCTBHH ()AKTOB BHEIIHEN Cpeabl

2.5 Requirements for stability and parameters
when exposed to environmental factors

Har bir tovar birligiga ilova qgilingan texnik
hujjatlarga muvofiq, 2.1-bandga muvofig

B cooTBercTBMM ¢  TeXHMYECKOM  JOKyMeHTaLMeil,
NpUJIaraeMon K KaJOW €IMHMLE TOBapa, COMIACHO MyHKTY
2.1

In accordance with the technical documentation
attached to each unit of goods, in accordance with
clause 2.1

2.6 Quvvat/quvvat talablari

2.6 TpeGoBaHHs K 3JIEKTPONHTAHUIO/IHEPrONUTAHHIO

2.6 Power/Power Re

Har bir tovar birligiga ilova qilingan texnik
hujjatlarga muvofiq, 2.1-bandga muvofiq

B CoOTBeTCTBMM ¢  TEeXHHYECKOW  JOKyMeHTalLHei,
NpUIaraeMom K KaKIOW €MHHLE TOBapa, COMNIACHO MyHKTY
2.1

In accordance with the techni
attached to each unit of goo
clause 2.1

cumentatj.qn ¢\
& accquance wx\h\

et g\\}h
.4\\ ” h]




TEXNIK TOPSHIRIQ / TEXHUYECKOE 3AJIAHUE / TECHNICAL ASSIGNMENT

2.7 Komponentlar, dastlabki va ekspluatatsion
xom ashyo / materiallar, shuningdek tayyor
mahsulotlarga qo‘yiladigan talablar

2.7 TpeboBaHHUsI K COCTABHBIM Y4aCTHAM, HCXOAHBIM H
IKCIUIYaTAIHOHHBIM ChIPbIO/MAaTEePHAJIaM, 2 TAKKE
roTOBOM NPOAYKIHHA

2.7 Requirements for components, initial and
operational raw materials/materials, as well as
finished products

Har bir tovar birligiga ilova qilingan texnik
hujjatlarga muvofiq, 2.1-bandga muvofiq

B COOTBETCTBUM ¢ TEXHUYECKOH JOKYMEHTaLUeH,
NpUIaraeMol K KakJoW eJMHMLE TOBapa, COIacHO MYHKTY
2.1

In accordance with the technical documentation
attached to each unit of goods, in accordance with
clause 2.1

2.8 O‘lchami va qadoqlash talablari

2.8 TpeGopanusi K pazMepam M ynakoBKe

2.8 Dimensions and packaging requirements

Mahsulot ishlab chiqaruvchidan standart eksport
o‘ramiga (yopiq, muhrlangan gadoqlangan, yaxshi
holatda) qadoglanishi kerak, bu mahsulotning uzoq
muddatli saqlash va tashish paytida har ganday
shikastlanishdan to‘liq xavfsizligini ta’minlaydi,
bunda bir nechta ortigcha yuklarni hisobga oladi. yol.
Qadoglash yukni qo‘lda tashish uchun mo‘ljallangan
bo‘lishi va vaqtincha korroziyaga qarshi himoyaga ega
bo‘lishi kerak Sotuvchi uskunani noto‘g‘ri va/yoki
ehtiyotsiz qadoqlash yoki himoya qilish natijasida
yuzaga kelgan barcha yo‘qotishlar va/yoki zararlar
uchun javobgardir. Boshqa gadoqlash variantlari va
oflchamlari, ularning magbulligini hisobga olgan
holda,  Buyurtmachi  tomonidan  qo‘shimcha
tasdiglanishi kerak.

ToBap nomxen GbiTh YNakoBaH B 3KCHOPTHYIO CTaHAAPTHYIO
YMAaKOBKY (3aKpbiTas, repMeTHvHasi yNakoBKa, MCIpaBHas)
M3rOTOBHTENS, 0OECNEeYMBAIOLIYIO MOIHYIO €€ COXPaHHOCTb
OT BCAKOI'O pO/ia NOBPEKAECHHH NMPH JUTHTEILHOM XPaHEHHH H
NEPEeBO3Ke MPOAYKLHMH C YHETOM HECKOJIBKHX MEPErpy30K B
MyTH. YNakoBKa 10JKHa ObITh paccuMTaHa Ha oO6paboOTKy
rpy3a  Bpy4YHyl, a  TaKkKe  HMEThb  BPEMEHHYIO
AHTUKOPPO3UHHYIO 3aLIUTY

[IposaBent HECET OTBETCTBEHHOCTH 3a BCe MOTEpU /MM
YOBITKH, BO3HHKIIME W3-32 HeHAIeXKALUEH M/UIM HeOPEKHOIM
YNAaKOBKH MJIH 3aLUTbI 000y 10BaHHMS.

WMuple  BapuanTbl M pa3Mepbl  yNaKkOBOK  MOJJIEXkKAT
AOMOJHUTE/ILHOMY COIJIaCOBaHMIO 3aKa3YUKOM MPH YCIOBUH
MX MPHUEMIIEMOCTH.

The product must be packaged in standard export
packaging (closed, sealed packaging, in good
working order) from the manufacturer, ensuring its
complete safety from any kind of damage during
long-term storage and transportation of products,
taking into account several overloads along the
way. The packaging must be designed for manual
handling of cargo and also have temporary anti-
corrosion protection

Seller is responsible for all losses and/or damages
resulting from improper and/or careless packaging
or protection of the equipment.

Other packaging options and sizes are subject to
additional approval by the Customer, subject to
their acceptability.

3. QABUL QILISH VA QABUL QILISH
QOIDALARIGA QO‘YILADIGAN TALABLAR

3. TPEBOBAHMUSI 110 TIPABUJIAM CJAYU U
INTPUEMKH

3. REQUIREMENTS FOR THE RULES OF
DELIVERY AND ACCEPTANCE

3.1 Qabul qilish va qabul qilish tartibi

3.1 IlopsiioK cAa4YH U NPHEMKH

3.1 Order of delivery and acceptance

Qabul qilish xaridorning binosida qabul komissiyasi
tomonidan amalga oshiriladi. Noto‘g‘ri yoki to‘liq
bo‘lmagan tovarlar yetkazib berilgan taqdirda, mijoz
tovarni qaytarishga haqli.

Ilpuemka ocyllecTBASECTCS MPHEMOYHOM KOMHCCHI Ha
TEPPUTOPHH nokynarens. B ciaydae  nmocraBku
HECOOTBETCTBYIOUIEr0, HEKOMIUIEKTHOIO TOBapa 3aKa3uMk
BIIPaBE OCYILECTBUTH BO3BPAT TOBapA.

Acceptance is carried out by the acceptance committee
at the buyer’s premises. In case of delivery of
inappropriate or incomplete goods, the customer has

the right to return the goods. WIRE yj
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| 3.2 Tovarlarni etkazib berishda texnik va boshqa
hujjatlarni buyurtmachiga topshirish talablari

3.2 TpeboBanus no nepexaue 3aKa3YHKY TEXHHYECKHX H
HHBIX IOKYMEHTOB IIPH NOCTABKE TOBapa

3.2 Requirements for the transfer of technical and—{
other documents to the customer upon delivery of
the goods

Mahsulotga quyidagi hujjatlar ilova qilinishi kerak:
- mahsulotning muvofiqlik sertifikati;

- miqdori, birlik narxi va umumiy summasi
ko‘rsatilgan tovar tavsifi bilan sotuvchining hisob-
fakturasi (schyot-fakturasi);

- jo‘natish stansiyasi belgisi va belgilangan manzil
belgisi, Buyurtmachining nomi, amaldagi
shartnomaning ragami va imzolangan sanasi
ko‘rsatilgan yuk oluvchi nomiga berilgan yo‘l
varaqasi;

- faktura ragami va sanasi ko‘rsatilgan tovarning
kelib chiqishi to‘g risidagi sertifikat:

- o‘rama bo‘yicha hisob-kitob hujjati; Yuk-mol
hujjati;

- mahsulot xavfsizligi ma’lumotlar varag‘i

- sertifikatlar (xalqaro standartlar ISO 9001, 14001,
45001, 50001, ishlab chiqaruvchining sifat sertifikati
va/yoki xalqaro tan olingan laboratoriyalar va sinov
markazlarining boshqa sertifikatlari).

Tosap  nomxen CJIeyroLIei
JIOKYMEHTaLUEH:

- CePTH(HUKAT COOTBETCTBHS TOBapa;

- cuér-daxtypa (uHBoiic) IlpomaBua ¢ omnmcanuem
TOBapa, yKasaHUEM KOJIMYECTBA, LEHbl eIMHHLBI TOBapa M
o0u1e CyMMBbI;

- TPaHCNOPTHAas HAKJIA/IHAad, BBIMYLIEHHAs HAa MMS
Fpysononyyaresns ¢ OTMETKOH CTaHLUMH OTNpPABICHHUS M
OTMETKOM IMyHKTa Ha3HAYeHHs, HAMMEHOBAHMS 3akazyuka,
HOMEpA M 1aTbl NOANMCAHHS 1IEACTBYIOLIEr0 KOHTPAKTA;

- CepPTHQMKAT O NMPOMCXOKIACHHUH CTPaHb TOBapa ¢
YKa3aHHeM HOMepa U 1aThl MHBOIiCA;

- YIIAaKOBOYHBIH JIHCT;

- nacrnopt 6e30nacHoOCTH ToBapa

- cepTuduKaThl (MeX1YHAPOHbIE cranpaptel  1SO
9001, 14001, 45001, 50001, cepTHUKAT KayecTBa
NPOM3BOUTE/IS u/unu pyrue cepTuduKaTh
MEKIYHAPOIHO-TIPU3HAHHBIX  1a0OPaTOPUii M LEHTpOB
MCITBITAHUH).

COINpPOBOKAATHLCS

The product must be accompanied by the following
documentation:

- certificate of conformity of the product;

- invoice (invoice) of the Seller with a description of
the goods, indicating the quantity, unit price and total
amount;

- a waybill issued in the name of the consignee with a
mark of the departure station and a mark of the
destination, the name of the Customer, the number and
date of signing of the current contract;

- certificate of origin of the country of goods
indicating the invoice number and date;

- packing list;

- product safety data sheet

- certificates (international standards ISO 9001,
14001, 45001, 50001, manufacturer’s quality
certificate and/or other certificates of internationally
recognized laboratories and testing centers).

4. TRANSPORT TALABLARI

4. TPEBOBAHUSI K TPAHCIIOPTUPOBAHUIO

4. TRANSPORT REQUIREMENTS

mahsulotni almashtirishi shart.

Mabhsulot yuqori sifatli bolishi kerak, sifat kafolati
muddati etkazib berilgan kundan boshlab 12 oy.
Yetkazib beruvchi kafolat muddati davomida nosoz
mahsulotni bepul almashtirish majburiyatini oladi va
bildirishnoma olingan kundan boshlab 10 kun ichida
aniglangan nosozlikni bartaraf etishi yoki nosoz

TpancnoprupoBanme ToBapa B agpec 3akazumka Mosker
OCYIICCTBIIATLCS JIOOBIM 3aKPBITBIM BHOM TPaHCIIOPTa ¢
cobironeHHeM TpeGOBaHMii NMepeBO3KM IS AaHHOIO BU/1a
TpaHcnopra. Ilpu TpaHcnoprupoBke o6s3aTenbHO yyecThb
MaHUMYJIAUMOHHbIE 3HAKH NPOU3BOUTEIIS.

The product must be of high quality, the quality
guarantee period is 12 months from the date of
delivery. The supplier undertakes to replace the faulty
product free of charge during the warranty period and
must eliminate the identified fault or replace the faulty
product within 10 days from the date of receipt of the
notification.

5. TPEBOBAHUS K OFBEMY W/HWJIA CPOKY
NPETOCTABJIEHUSI TAPAHTHIA

ta'minlaydi. (GOST 51558-2014, GOST 15150)

Tovarlar yopiq, quruq holda saglanishi kerak, bu
ularning shikastlanish va ifloslanishdan xavfsizligini

ToBapel  noyKkHBI XpaHuTcs B 3aKPBITBIX TOMEIIEHHUSX,
CYXHMH, ¢ 06ecreueHHeM UX COXPAHHOCTH OT MOBPEXICHUA
u 3arpasHenuit. (FOCT 51558-2014, TOCT 15150)

Goods must be stored indoo
safety from damage and
51558-2014, GOST 15150)
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6. TPEBOBAHMS 110 PEMOHTHO
INMPUT'OJHOCTHU

6. REQUIREMENTS FOR THE VOLUME
AND/OR TERM OF GUARANTEES

Mabhsulot yuqori sifatli bo'lishi kerak, sifat kafolati
muddati etkazib berilgan kundan boshlab 12 oy.
Yetkazib beruvchi kafolat muddati davomida nosoz
mahsulotni bepul almashtirish majburiyatini oladi va
bildirishnoma olingan kundan boshlab 10 kun ichida
aniqlangan nosozlikni bartaraf etishi yoki nosoz
mahsulotni almashtirishi shart.

Toeap nomkeH ObITh KayeCTBEHHbIM, CPOK TapaHTHH
KayecTBa — 12 MecsLeB ¢ MOMEHTA NMOCTaBKH.

[TocraBuiuk Gepet Ha cebs oOs3aTenbCTBA M0 OECTUIaTHOM
3aMeHe HEWUCINPAaBHOIO TOBapa B MNEpUOJ TapaHTHHHOro
CpOKa M JIOJDKEH YCTPAHWThH BbISBJICHHYIO HEUCIPABHOCTb
WJIM 3aMEHUTb HEeHMCrpaBHblii ToBap B TeueHue 10 nHel c
MOMEHTA MOJIyY€HHs! OTNOBELIEHUS.

The product must be of high quality, the quality
guarantee period is 12 months from the date of
delivery.

The supplier undertakes to replace the faulty product
free of charge during the warranty period and must
eliminate the identified fault or replace the faulty
product within 10 days from the date of receipt of the
notification.

7. TA’MIRLASHGA TALABLAR

7. TPEBOBAHHS 11O PEMOHTHO
NNPUT'OJHOCTH

7. REQUIREMENTS FOR REPAIRABILITY

Mabhsulot dizayni ta’mirlanishi mumkin, texnik
xizmat ko‘rsatish xavfsiz va texnik xizmat ko‘rsatish
oson bo‘lishi kerak.

Konctpykuus ToBapa noskHa ObITh PEMOHTHO NPUTOAHOM,
6e30nacHOi B 00CITYKMBAHUH U JIErKO 00CTy>KUBAEGMOM.

The design of the Product must be repairable, safe to
maintain and easy to maintain.

11. TASNIF VA SIFATIGA QO‘YILADIGAN

11. TPEBOBAHMUSA K KAYECTBY U

11. REQUIREMENTS FOR QUALITY AND

TALABLAR KIJACCHPUKALIUHU CLASSIFICATION
Yetkazib beruvchi bu Yetkazib beruvchi rasmiy | [ToctaBmmk gomkeH mnpenoctaBuTh apropusauuoHHoe | The Supplier must provide an authorization letter from
hamkor maqomiga ega ekanligi va taklif etilayotgan | mucemo ot  mpousBoautenissi  (MAF-  manufacturer | the manufacturer (MAF-manufacturer authorization

asbob-uskunalar va dasturiy ta’minotni xarid qilish
tartibi talablariga muvofiq jo‘natish huquqgiga ega
ekanligi to‘g‘risida Buyurtmachi nomiga ishlab
chiqaruvchidan ruxsatnoma (MAF- manufacturer
authorization form) taqdim etishi shart.

Yetkazib  beruvchi  ishlab  chiqaruvchidan
O‘zbekiston Respublikasi hududida kamida bitta
xizmat ko‘rsatish markazi mavjudligini tasdiglovchi
xatni, shu jumladan yetkazib beriladigan uskunaga
ishlab chigaruvchining O‘zbekiston Respublikasi
hududidagi  rasmiy  servis markazlari  orqali
kafolatlanishi lozimligini tasdiglovchi xat taqdim etishi
shart.

authorization form) Ha ums 3aka3yukKa O TOM, YTO AAaHHBIN
[TocTaBuiuk umeeT oduLMaIbHBIA MAPTHEPCKUH CTAaTyC U
MMEeT MpaBO OTrpyxarTb IpeilaraeMylo TEXHMKY |
nporpaMmMHoe o0ecrneuyeHue COrjacHo  TpeOOBaHUAM
3aKyNOYHOH MpoLEeaypbl.

[TocTaBimiMk AOKEH MNPEJOCTaBUTh MHUCbMO  OT
NPOU3BOIUTENS O HATMYMU HE MEHee OJIHOr0 CePBMCHOIO
LeHTpa Ha Tepputopuu PecnyOiinku Y30ekucTaH, B TOM
4yuclie C MOATBEP)KACHHUEM, YTO TMOCTaBsieMas TeXHHUKa
NOJUIEKUT TapaHTUH 4epe3 O(dHLMaTIbHBIE CEPBUCHBIE
LEHTPbl MPOW3BOAUTENIE Ha TeppuTopuu PecrmyOnuku
VY36ekucraH.

form) addressed to the Customer stating that this
Supplier has official partner status and has the right to
ship the proposed equipment and software in
accordance with the requirements of the procurement
procedure.

The supplier must provide a letter from the
manufacturer confirming the pre
service center in the territ ce)‘f,%e\m’%
Uzbekistan, including conffiwafion that th
equipment is subject t ? arrantyf' thro
manufacturer’s official se i§:j e’é‘ﬁ’i‘em’-iu,jhate%r ory
of the Republic of Uzbekis n\\.\gﬂ c):“" //:',"/
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Yetkazib beruvchida O‘zbekiston Respublikasi
“Kiberxavfsizlik markazi” davlat unitar korxonasining
taqdim etilgan faol DLP dasturiy ta’minoti uchun
ekspertiza sertifikati bo‘lishi kerak.

DLP dasturiy ta'minoti O'zDST 2814:2024 davlat
standarti talablariga javob berishi kerak.

Mahsulot yuqori sifatli bo'lishi va mo'ljallangan
magqsadiga muvofiq talablarga javob berishi, zarur
iste'mol xususiyatlari va texnik xususiyatlari, ekologik
va sanoat xavfsizligi xususiyatlariga ega bo'lishi kerak.
Mabhsulot sifati ishlab chiqaruvchi tomonidan berilgan
sifat sertifikati bilan tasdiglanishi kerak.

Yetkazib beruvchi Buyurtmachiga u tomonidan sotib
olingan tovarlar ushbu uskunaning buyurtmachisi
tomonidan  e'lon  gilingan  uskunaning  texnik
xususiyatlariga mos kelishini kafolatlaydi.

Sifat kafolati muddati kamida 3 yil.

ITocTaBuink JIOJIKEH HUMETh ceptuduUkar
9KCNepTH3bl Ha nocrasiasemoe aktueHoe 110 DLP ot 'VIIT
«entp kubepbesonacHocTn» PY3.

[1O DLP noykeH COOTBETCTBOBATH TpeOOBaHHUAM
rocyaaperBeHHoro cranaapra O’zDST 2814:2024.

Tosap nomken GbITh KAYECTBEHHBIM M OTBEYAIOLIUM
MPEABLABISAEMbIM K HeMy TpeOOBaHMAM Ha3HAYeHMs,
MMCIOLIMM HEOOXOAMMbIE MOTPEOUTENLCKUE CBOMCTBA M

TEXHHUYECKHUE XApPAKTEPHUCTHKH, XapaKTEPUCTUKHU
9KOJIOrMYECKOH H npom bILLJIEHHOM 0e30macHOCTH.
KauyecTBo TOBapa JAOJKHO [IOATBEPKIAATHCS
CCpTH(i)MKaTOM KayecTna, BbIIAHHOI'O Ha 3aBojae
H3IrOTOBHTEIIA.

IlocTaBiimk rapaHTHpyeT 3aKazymky, 4To NpuOOpeTeHHBIN
MM TOBap COOTBETCTBYET TEXHHYECKMM XapaKkTePUCTHKAM
000pyIOBaHMs,  3afABJEHHLIM  3aKa34YMKOM  JAHHOIO
000py10BaHUs.

CpoOk rapaHTHM KauecTBa He MeHee 3 Jier.

The supplier must have an examination certificate for
the supplied active DLP software from the State
Unitary Enterprise “Cyber Security Center” of the
Republic of Uzbekistan.

DLP  software must comply with the
requirements of the state standard O°zDST 2814:2024.
The product must be of high quality and meet the
requirements for its intended purpose, have the
necessary consumer properties and technical
characteristics, environmental and industrial safety
characteristics. The quality of the product must be
confirmed by a quality certificate issued by the
manufacturer.

The Supplier guarantees to the Customer that the
goods purchased by him correspond to the technical
characteristics of the equipment declared by the
customer of this equipment.

The quality guarantee period is at least 3 years.

12. YETKAZIB BERISH MIQDORI, JOYI VA
MUDDATI UCHUN TALABLAR

12. TPEBOBAHHS K KOJIMYECTBY,
KOMILIEKTAIIUU, MECTY U CPOKY
(ITEPHOJIMYHOCTH) TIOCTABKH

12. REQUIREMENTS TO THE QUANTITY,
PACKAGING, PLACE AND TERM
(FREQUENCY) OF DELIVERY

Ushbu texnik spetsifikatsiyaning 2.1-bandiga muvofiq
konfiguratsiya.

Mahsulot GOST 2.601-2013 ga muvofiq operatsion
hujjatlar bilan birga bo'lishi kerak. Operatsion hujjatlar
texnik ma'lumotlarning kerakli migdorini va o'rnatish
va ishlatish bo'yicha ma'lumotlarni o'z ichiga olishi
kerak, bunda texnik xizmat ko'rsatish hajmi va tavsiya
etilgan chastotasi ko'rsatilgan.

Yetkazib berish vaqti va joyi etkazib beruvchining
taklifi va shartnoma bilan belgilanadi.

Komnnekrauus  cormacio  nywkry 2.1  paHHOro
TEXHUYECKOTO 3aaHHMsl.

K' ToBapy nomkHa npunaratbes SkcnulyaTanMOHHas
JIOKYME@HTaLus no I'OCT 2.601-2013.
OKCIUTyaTaHOHHas JOKYMEHTALMs J0JKHA COIePiKaTh
HEOOXOMMOE  KOJIMYECTBO TEXHHUYECKMX JaHHBIX M
CBEJICHHH O MOHT@Xy M JKCIUTyaTallMK C YKa3aHHEM
obbema u PEKOMEHIyeMOok NEePUOTUYHOCTH
TEXHUUYECKOI0 O0CTYKHBAHUS.

Bpemst u MecTo mocTaBku onpeaenseTcs npeanokeHHemM
NOCTaBILMKA U JIOTOBOPOM.

Configuration in accordance with clause 2.1 of this
technical specification.

The product must be accompanied by operational
documentation in accordance with GOST 2.601-2013.
The operational documentation must contain the
required amount of technical data and information on
installation and operation, indicating the scope and
recommended frequency of maintenance.

The time and place of delivery is determined by the

i

supplier’s offer and the contram
s 4 A
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Axborot xavfsizligi bo‘limi boshlig‘i: Q. Rustamov

AKT xizmati boshlig‘i: . Normatov

Ishonchlilikni boshqarish xizmati boshlig‘i: T. Diyorov

Bosh metrolog: X. Maxmudov

Material texnik resurslarni boshqarish guruhi muhandisi: Sh. Nizamov

Ushbu texnik topshiriq o ‘zbek, rus va ingliz tillarida tuzilgan. Agar rus va ingliz tillari o rtasida farqlar bolsa, rus tilidagi matn ustunlik giladi.
Hacmosiiyee mexnuueckoe 3adanue cocmasieHo Ha y36eKCKOMO, PYCCKOM U QHeIUNCKoM a3vikax. Tlpu nanuyuu paznoznacuit Mexcoy pycckum u aH2AuiUCKum

AZLIKAMU, MEKCIN HA PYCCKOM SA3blKe OyOem npesaiuposanty.
This technical assignment is drafted in Uzbek, Russian and English languages. In case of discrepancies between the Russian and English languages, the

Russian language shall prevail.
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