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TEXNIK TOPSHIRIQ TEXHUYECKOE 3AJIAHUE TECHNICAL ASSIGNMENT
“Sho‘rtan gaz-kimyo majmuasi” MChJ IT Ha 3aKynKy nporpamMmmHoro obecriederusi Kaspersky s For the purchase of Kaspersky for the IT
infratuzilmasi uchun Kaspersky dasturiy IT-undpacrpykrypsl OO0 “LUTXK” infrastructure of SGCC.

ta’minotini xarid qilish

1.UMUMIY MA’LUMOT 1. OBIIIUE CBEJAEHUS 1.GENERAL INFORMATION
1.1 NOMI 1.1 HanmenoBanue Name

Kaspersky virusga garshi dasturiy mahsulotini
yangilash va xarid qilish

[Tpo/uteHKe | 3aKyn aHTUBUPYCHOIO NPOrpaMMHOIO
npoaykra (ITIT) Kaspersky

Renewal and purchase of Kaspersky anti-virus
software product

1.2 Tovarlarni sotib oishdan maqsad va asos

1.2 OcnoBanue 1 HeJib NpHOOpETEeHHs TOBapa

1.2 Basis and purpose of purchasing goods

Asos: 2024-yil uchun yillik buyurtma.

Magsad: "SHGHK" MChJda 700 ta kompyuter uchun
dasturiy ta'minot litsenziyasining amal qilish muddatini
uzaytirish va 1 ta korporativ pochta foydalanuvchilari
uchun 300 ta dasturiy ta'minot litsenziyasining |
qismini 1 (bir) yilga sotib olish."

Ushbu ekish ostida sotib olingan antivirus dasturiy
mahsuloti quyidagi vazifalarni hal qilish uchun
mo'ljallangan:

* Kompyuterlarni, fayl serverlarini va ma'lumotlarni
viruslardan va boshqa tahdidlardan himoya qiladi.

* Litsenziyaning yillik yangilanishi murakkab axborot
tizimlarining doimiy himoyasini ta'minlash,

* Oyna kompyuterlarida zararli dasturlardan, veb-
kameralarni kuzatishdan, firibgarlardan va boshga
tahdidlardan himoya qilish.

* Nafaqat viruslar va troyanlarni aniqlash va yo'q qilish,
balki kompyuterda ishlaydigan har qanday dasturiy

OcHoBaHue: rooBas 3asBka Ha 2024 ron

Llensb: poanenue cpoka aeiicteuu nuuensuu I1I1 wa 700
KOMMbIOTepoB ¥ 3akyn | wryku jsuuensuu I ans 300
noJib30BaTesieil KopropaTuBHOW nmouthl Ha 1 (0AMH) roa B
000 «II'XK».

AHTHBUPYCHBIM TMPOrpaMMHbIN TPOIYKT, 3aKylnaemoe B
pamkax Hacrosiero T3, mnpeaHa3sHayeHO /Ul pelIeHHs
clielyIOLMX 3a/1a4:

. 3aumra KOMIBIOTEPOB, (ailIoBbIX CEPBEPOB U
JTAHHBIX OT BUPYCOB M JIPyTUX yrpos3.

. [Ipoasienre rogoBoOi  JMLEH3MH obecneyuBaeTt
HETPEPbIBHYIO  3allUTY  MH(POPMALMOHHBIX
KOMILIEKCa.

. 3ammruts 0T BpegoHocHoro [10, cnexku yepes Bed-
Kamepy, MOLIEHHHMKOB W APYrMX Yrpo3 Ha KOMIbloTepax
Windows.

CUCTEM

Basis: 2024 annual application

Purpose: Extension of the validity period of the
software license for 700 computers and purchase of 1
piece of the software license for 300 corporate mail
users for 1 (one) year in LLC "SGCC."

The anti-virus software product purchased under this
SOW is designed to solve the following tasks:

» Protect computers, file servers, and data from viruses
and other threats.

* Annual license renewal ensures continuous
protection of complex information systems.

* Protect against malware, webcam surveillance,
scammers, and other threats on Windows computers.
* The ability not only to detect and destroy viruses and
Trojans, but also to monitor and suppress potentially
dangerous actions of any software running on the
computer.
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ta'minotning potentsial xavfli harakatlarini kuzatish va

bostirish qobiliyatiga ega bo’lish.
* Zamonaviy tahdidlardan ishonchli himoyalanish

uchun moslashtirilgan xabar va ogohlantirishlarga ega

bo’lish.

. CriocoOHOCTb HE TOJIBKO BBISIBJISITH M YHUUTOXKATH
BUPYCHbIE H TPOSIHCKHE MPOrpaMMbl, HO M OTCJIe)KUBATh H
npecekaTh MOTEHIMAJILHO OMacHbie JIeHCTBUS JHOOOro

3anmyueHHOro Ha KOMIIbIOTEPE NPOrpaMMHOrO
obecneueHus.
. [lepconanuzupoBaHHbIe YBEIOMJICHUSI %

npeaynpexaeHus Ui HaJeKHOMN 3allUThl OT COBPEMEHHBIX
yrpo3

* Personalized alerts and alerts to protect against
today's threats

1.3 Yangi ekanligi haqida ma’lumot

1.3 CBenenusi 0 HOBH3HE

1.3 Information about novelty

Dasturiy mahsulotning amal qilish muddati: (yillik

litsenziya) 2024 yil 19 yil dekabr sanasidan boshlanishi
kerak. Dasturiy mahsulotning versiyasi eng dolzarb

bo'lishi hamda litsenziya "SHGKM"MCHJ nomiga

berilishi kerak

Cpok feicTBHE MPOrpaMMHOrO (romoBas
JIMLIEH3Us) J0J/bKHA HauuHaThes ¢ 19 nexadbps 2024 ropa.
Bepcus nmporpaMMHOro npojaykra JoJpkHa ObiTh Haubosee
aKTyaJIbHOM, JIMLIEH3US! JOJDKHBI ObITh BbllaHa Ha uMs: OO0
«ypranckuii I'XK»

NpPOJYyKTa:

Software product validity period: (annual license)
must begin on December 19, 2024. The version of the
software product should be the most up-to-date, the
license should be issued in the name of: LLC "SGCC"

2. Qo'llash sohasi

2. ObaacThr NpUMeHEHHS

2. 3. Scope of application

"SHGKM"MCHJ kompyuterlari, fayl serverlari va
ma'lumotlarni viruslar va boshqa tahdidlardan ofis

sharoitida uzluksiz ishlash rejimida himoya qilish
uchun

Jlnst 3a1muTa KOMNbIOTEPOB, (halIOBbIX CEPBEPOB U JaHHBIX
OT BHUPYCOB W APYIMX Yrpo3 B OecrnpepbIBHOM pexume
pabotsl B oducHbix yenoBusx OO0 “HITINXK”

To protect computers, file servers, and data from
viruses and other threats while they are continuously
operating in the office environment at SGCC LLC.

3. Foydalanish shartlari

3. YciioBus YKCILTYyaTallHA

3. Operating conditions

Dasturty mahsulot barcha SHGKM ob'ektlaridagi

kompyuterlar, serverlar va ma'lumotlarni viruslar va

boshqa turdagi tahdidlardan himoya qilish uchun
mo'ljallangan. U bino ichida foydalanish uchun
mo'ljallangan va yil davomida ishlatilishi mumkin.

[lporpaMmHbIid  MPOAYKT MpUMEHsIETCS Ul 3aliuTa
KOMITbIOTEPOB, CEPBEPOB M AaHHbIX Beex oobekToB LXK
OT BUPYCOB M JIpyrMX YIrpo3 NpeJHa3Hayaercs s
JKCIUTyaTalluh  BHYTPU  TMOMELIEHWH B pexume
KPYTJI0rOAM4HOr0 M0JIb30BaHHs

The software product is designed to protect computers,
servers, and data at all SGCC facilities from viruses
and other types of threats. It is intended for use indoors
and can be operated year-round.

4. TEXNIK TALABLAR

4. TEXHUYECKHUE TPEBOBAHUSA

4. TECHNICAL REQUIREMENTS

4.1 dasturiy mahsulotga (PP) asosiy texnik
talablar (Kasperskiy Antivirus dasturiy
mahsuloti)

4.1 OcHOBHBIe TeXHHYECKHE TPeOOBAHHA K HPOrPAMMHOMY
npoaykry (IIIT) (ARTHBHPYCHBIH NPOrpaMMHBIH NPOIYKT

Kaspersky)

software product (PP) (KAs '
software pfrax

Kasperskiy Endpoint Security for Business

Kaspersky Endpoint Security for Business

(Kengaytirilgan) - yangilash litsenziyasi:

(Pacmupennbiii) — Renewal license: Kaspersky Endpoint

Kasperskiy Endpoint Security 12.Windows

Kaspersky Endpoint Secur
Advanced - Renewal Licen
Endpoint Security 12.x for
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uchun x (ish stantsiyalari va fayl serverlari uchun)
va

Kaspersky Security 11.x Windows Server uchun
-700 ta kompyuter uchun 1 dona Kkalit

Kasperskiy xavfsizlik markazi (ma'muriy
konsol) — 700 ta kompyuterni boshqarish uchun 1
dona kalit

Security 12.x ajas Windows (Juist pabounx craHiuii u

(baityIoBBIX CepBEpOB) U

Kaspersky Security 11.x s Windows Server — 1
mITYK Kitoya Ha 700 KOMIIBIOTEPOB
Kaspersky security center (koHco.Jb

aJMHHHCTPHpOBaHus) — | ITyK Koy s ynpasieHus 700
KOMIMBIOTEPOB

(workstations and file servers), and Kaspersky
Security 11.x for Windows Server - 1 license per
700 computers. Kaspersky Security Center
(administration console) - 1 key to manage 700
computers.

Dasturiy ta'minot mahsuloti xalqaro standartlarga
asoslangan bo'lishi va quyidagi tamoyillarga rioya
qilishi kerak:

- Barcha komponentlar dizaynining modulligi

- dasturiy ta'minot va ma'lumotlar ierarxiyasi

- samaradorlik (ishlab chiqish va texnik xizmat
ko'rsatish uchun minimal resurs xarajatlari)

- Oson integratsiya (kengaytirish va o'zgartirish
qobiliyati)

- Moslashuvchanlik (o'zgartirishlar kiritish va
sozlash qobiliyati)

- Ishonchlilik (belgilangan algoritmga muvofigligi,
noto'g'ri pozitivlarning yo'qligi, ruxsatsiz kirish va
ma'lumotlarni yo'qotishdan himoya qilish)

- omon qolish qobiliyati (to'liq yoki gisman
muvaffaqiyatsizlikka uchragan taqdirda tayinlangan
funktsiyalarni bajarish, muvaffaqiyatsizlikdan keyin
tiklanish qobiliyati)

- Yechimlarni birlashtirish

- Dastur tarkibi, tuzilishi va manba kodining
soddaligi va ravshanligi

Amaliy dasturiy ta'minotga o'zgartirishlar kiritishda
parollarni o'rnatish va ruxsat etilgan kirish
darajalarini aniqlash imkoniyati bo'lishi kerak.
Litsenziyalangan mahsulotga operatsion hujjatlar
ilova qilinishi kerak.

[Iporpammuoe npoaykt (I111) nomxHo 6azupoBaThes HA
MEXAYHAPOAHBIX CTaHJAApTax W OTBEYATH CIICAYHOIIAM
MPUHIIUIIAM

MO/IyJIbHOCTH MOCTPOEHUS BCEX COCTABJISIFOLIHNX;
uepapxuaHocTh coOcTBeHHO [10 U naHHbIX;

3¢ PeKTUBHOCTH (MHHUMAJIbHBIE 3aTPaThl PECYPCOB
Ha co3ianue u obcmyxupanue [10);

IPOCTOTA MHTErPallii (BO3MOXKHOCTDH PACIITUPEHHMSI
¥ MO (pHMKALIUHN);

rHOKOCTB (BO3MOXKHOCTH BHECEHHSI HN3MEHEHHUI U
IIEPEHACTPOMKH);

HAJIEKHOCTH (COOTBETCTBUE 3aJaHHOMY aJITOPUTMY,
OTCYTCTBHE JIOXKHBIX CpadaTbIBaHUii), 3alIMTa OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYNA M pa3pyIleHHUs
KaK IporpaMM, Tak U JaHHbIX;

JKUBYUYECThH (BBIMOJIHEHUE BO3JIOKEHHBIX (QyHKIIHI
B MOJIHOM HJIM YaCTHYHOM 0OBbeMax Mpu cOosX u
OTKa3ax, BOCCTAHOBJICHUE TOcIie cO0eB);
yHUGDUKAIMS PEIICHMIA;

IPOCTOTA U HAIJIAHOCTH COCTaBa, CTPYKTYPHI U
HCXO/IHBIX TEKCTOB IIPOrpPaMM;

I[OJ'I)KHa HMETBHC BO3MOXXHOCTH 3aJaHHsd naponeifl 51
YCTAHOBJICHHs T'paHULl CAHKIIHOHHUPOBAHHOI'O JOCTYyIIa

npu

BHECEHHH u3MeHeHHid B mnpukiagHoe [1O.

The software product should be based on
international standards and adhere to the following
principles:

- Modularity of the design of all components

- Hierarchy of the software and data

- Efficiency (minimum resource costs for
development and maintenance)

- Easy integration (ability to expand and modify)

- Flexibility (ability to make changes and configure)
- Reliability (compliance with specified algorithm,
lack of false positives, protection against
unauthorized access and data loss)

- Survivability (ability to perform assigned
functions fully or partially in case of failure,
recovery after failure)

- Unification of solutions

- Simplicity and clarity of program composition,
structure, and source code

It should be possible to set passwords and define
authorized access levels when making changes to
the application software. The licensed product must
be accompanied by operational dg ion.

The license key should be in {Q}Lﬂ.ﬁf{m
electronic file. It must be ¢ y pgtible with t y
Kaspersky Endpoint Securjtys lismegs \\
(Advanced) version availa l% i)ﬁc'i‘he S’H@Hﬁ 7

Renewal license. This incl @ﬂ\ o
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Litsenziya kaliti elektron fayl shaklida bo'lishi
kerak. U SHGHK - Renewal litsenziyasida mavjud
Kaspersky Endpoint Security for Business
(Advanced) versiyasiga mos kelishi kerak. Bunga
quyidagilar kiradi:

- Ish stantsiyalari va fayl serverlarida Windows
uchun Kaspersky Endpoint Security 12.x

- Windows Serverda Kaspersky Security 11.x

- ma'muriyat uchun Kasperskiy xavfsizlik markazi
Qo'llab-quvvatlanadigan operatsion tizimlar
qatoriga Windows 7, 10, 11 va Windows Server
2008, 2012, 2016 va 2019 kiradi. Himoya
Windows, Linux, Mac, Android va iOS qurilmalari
uchun taqdim etiladi. Ilovani ishga tushirishni
boshqarish Windows serverlarida mavjud. Mobil
qurilma xavfsizligi ham o'z ichiga oladi. Ish
stantsiyalari uchun dasturni boshqarish, veb-nazorat
va qurilmalarni boshqarish mavjud. Xulg-atvorni
tahlil qilish va zararli harakatlarni qaytarish ham
qo'llab-quvvatlanadi.

- zaifliklarni tahlil qilish va ekspluatatsiyalardan
himoya qilish

- Atrof-muhitni almashtirish uchun ruxsatnomalar
va hujumni oldini olish tizimi

- AMSI, Microsoft AD, Syslog, RMM, PSA, EMM
bilan integratsiya

- Pochta va veb-tahdidlardan himoya qilish va
serverlarni boshqgarish vositalari

- Moslashuvchan anomaliyalarni boshqarish va
yamogqlarni o'rnatishni boshqarish

- shifrlashni boshqarish, shu jumladan operatsion
tizimga integratsiya

- SIEM tizimlari bilan ilg'or integratsiya va OT va
uchinchi tomon dasturlarini o'rnatish

®upmMeHHOe 111 JIOJDKHO
SKCIUTYyaTallHOHHON JOKYMEHTaIueN.

COIMMPOBOXAATHCs

JIMIeH3MOHHBIN KITFOY B BHJIE QJIEKTPOHHOTO (aiiiia Kirroua

JInneH3uoHHbI K04 JIOJDKEH OBITh COBMECTHM C
umeromuMes B III'XK nporpamMubiM obecrnieueHnem

Kaspersky Endpoint Security for Business
(Pacmnpennbiii) — Renewal license:
 Kaspersky Endpoint _Security 12.x s

Windows (nns pabounx craHuuii U (aiaoBbix

CepBEpOB)
«  Kaspersky Security 11.x qis Windows Server
« Kaspersky security center (koHCOJIbL
A/MHHHCTPHPOBAHHS)
[lopnepxuBaemble  ONEPAMOHHBIE  CUCTEMBI  JUIs

pabounx crannmit u cepsepoB: Windows 7, Windows
10, Windows 11, Windows Server
2008/2012/2016/2019

- 3ammra Windows, Linux, Mac, Android u i0S

- KonTposs 3amycka npuioXeHHH Ha cepBepax
Windows

- be3onacHocTh MOOMIIBHBIX YCTPOHUCTB

- Kontposns mporpamMm, BeO-KOHTPOJIb M KOHTPOJIb
YCTPOUCTB Ha pabOUYUX CTAHIUSX

- IloBenenuecknii anamu3, OTkar
JIEUCTBHI

- Amnanu3 ysi3BUMOCTEH M 3allMTa OT IKCILIONTOB

- Paspemenuss Ha nepexiOYEHUE CpeIbl U CHCTEMaA
IIPEIOTBPAIICHUS] BTOPXKEHUM

- Wurerpanus ¢ AMSI, Microsoft AD, Syslog, RMM,
PSA, EMM

BPE€IOHOCHBIX

- Kaspersky Endpoint Security 12.x for Windows
on workstations and file servers

- Kaspersky Security 11.x on Windows Server

- Kaspersky security center for administration
Supported operating systems include Windows 7,
10, 11 and Windows Server 2008, 2012, 2016, and
2019. Protection is provided for Windows, Linux,
Mac, Android, and iOS devices. Application launch
control is available on Windows servers. Mobile
device security is also included. Program control,
web control, and device control are available for
workstations. Behavioral analysis and rollback of
malicious activities are also supported.

- Vulnerability analysis and protection against
exploits

- Environment switching permissions and intrusion
prevention system

- Integration with AMSI, Microsoft AD, Syslog,
RMM, PSA, EMM

- Protection against mail and web threats and
control tools for servers

- Adaptive anomaly control and patch installation
management

- Encryption management, including integration
into the operating system

- Advanced integration with SIEM systems and
installation of OS and third-party software

The software product should be completely original

support from the manufacturer, yic|
updates, fixes, security patches; an
materials on the manufacturer w’ bgite du\rmg thq

license period. i \ X “« YLos At
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Dasturiy ta'minot mahsuloti to'liq original bo'lishi
va ishlab chiqaruvchidan barcha zarur texnik va
dasturiy ta'minotga ega bo'lishi kerak, jumladan,
litsenziya muddati davomida ishlab
chiqaruvchining veb-saytidagi yangilanishlar,
tuzatishlar, xavfsizlik yamogqlari va ma'lumotnoma
materiallariga kirish.

- 3ammMra OT NOYTOBBIX U BEO-YIpo3 U MHCTPYMEHTHI
KOHTPOJISI JIJIsi CEPBEPOB

- AanTUBHBIM KOHTPOJIb aHOMAIUH W YipaBiieHUe
YCTaHOBKOM MCIIpaBICHUMN

- VYnpaenenue mmMdpoBaHHEM, B
BCTPOECHHBIM B OIIEPAIHOHHYIO CHCTEMY
- IlponBunyrass wunterpaunusi c¢ SIEM-cucremamu,
ycranoBka OC u ctoponsero [10

[IporpaMMHBIit IPOJTYKT JOJIKEH OBITH MOJTHOCTBIO
OPUTMHAIBHBIM, UMETh BCIO COOTBETCTBYIOILY IO
TEXHUYECKYIO U IPOrPaMMHYIO IOIEPAKKY CO CTOPOHBI
€ro M3rOTOBHUTEJIS, BKJIIOYAsi, HO HE OTPAaHUYHMBASICh:
JIOCTYIIOM KO BCeM OOHOBIICHHSIM, UCIIPABICHUSIM,
naryam 0€301macHOCTH B IPOU3BOAUTEILHOCTH,
CIPaBOYHBIM MaTepualaM U PyKOBOJICTBAM Ha caiite
U3rOTOBHUTEISI B TEUCHHE BCETO CpOKa JICHCTBHS
JTUICH3HH

TOM YHUCIIC

2. Kasperskiy xavfsiz pochta shlyuzi (korporativ
pochtani himoya qilish uchun) - 300
foydalanuvchi uchun 1 dona litsenziya

2. Kaspersky Secure Mail Gateway (nis 3a%
KOPIIOPAaTUBHOM 1MOYTHI) — 1 MITYKA JIHIEH3HH H \3(_)0J
10JIb30BaTeIeH

2. Kaspersky Secure Mail Gateway (to protect
corporate mail) — 1 piece of license for 300 users

Dasturiy mahsulot (PP)

* Foydalanishga tayyor virtual qurilma

VMware ESXi va Microsoft Hyper-V kabi eng
mashhur platformalar uchun virtual qurilmaning
oldindan sozlangan versiyalari.

Kasperskiy Secure Mail Gateway yechimi
pochta shlyuzini qayta ishlangan trafik hajmiga
qarab kengaytiriladigan Klaster tizimi sifatida
joylashtirish va uni tashkilotning mavjud pochta
infratuzilmasiga integratsiya qilish imkonini beradi.
Pochta Shlyuzida operatsion tizim, pochta serveri va

IIporpammusrit mpoaykt (I1I1)
I'oToBOE€ K HCII0/Ib30BAHHIO BHPTYAJILHOE YCTPOHCTBO
[IpenBapuTeibHO HACTPOEHHBIE BEPCUU BUPTYAIBHOT'O
yCTpoicTBa Ui OOJBIIMHCTBA HamboJsiee MOIMYISIPHBIX
matdopm, Bkimodas VMware ESXi u Microsoft Hyper-V.
Pemenne Kaspersky Secure Mail Gateway
MO3BOJISIET  PAa3BEpPHYTh [MOYTOBBIM IIUII0O3 B  BHJIC
KJIACTEPHOU CHUCTEMBbI, MacIlITabUpyeMOi B 3aBUCHMOCTH
oT obbeMa oOpabarbiBaeMOro Tpaduka, U UHTEIPUPOBATH
€e B CYIIECTBYIOIIYIO IOYTOBYIO HH(PACTPYKTYpPY
opraHu3anuu. Ha nouytoBom mumo3e mpejycTaHOBIICHA

Software Product (PP)

* A ready-to-use virtual device

Pre-configured versions of the virtual device are
available for most popular platforms, including
VMware ESXi and Microsoft Hyper-V.

The Kaspersky Secure Mail Gateway solution allows

can scale dependmg on the/ a:gbunt of
niq/the existinge aﬂ:
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Kasperskiy laboratoriyasining antivirus dasturi

oldindan o'rnatilgan.

Kasperskiy Secure Mail Gateway kiruvchi va
chiquvchi pochta xabarlarini zararli ob'ektlardan,
spam va fishingdan himoya qiladi, xabarlarni
tarkibni filtrlaydi.

Kasperskiy xavfsiz pochta shlyuzi quyidagilarga
imkon beradi:

Antivirus xabarlarini tekshirishni amalga oshiring:

- Xabarlarni viruslar va zararli dasturlar, makrolar
(masalan, makrosli Microsoft Office formatidagi
fayllar) uchun tekshiring; shifrlangan ob'ektlar,
arxivlar (shu jumladan arxivlar va kompozit
ob'ektlar ichidagi fayl turlarini tanib olish).

- Yangi tahdidlarga javob berish tezligini oshirish
uchun  Kasperskiy  xavfsizlik  tarmog'idagi
ma'lumotlardan foydalaning.

- Internetga kirish ichki qoidalar va siyosatlar bilan
cheklangan tashkilotlar uchun Kasperskiy Private
Security Network (keyingi o'rinlarda KPSN deb
yuritiladi) bilan integratsiya.

- Masalan, nol kunlik hujumlar, maqsadli hujumlar
va advanced persistent threats (APT) ning murakkab
magqsadli hujumlari kabi tahdidlarni aniqlash uchun
Kasperskiy Anti Targeted Attack Platform (keyingi
o'rinlarda KATA deb yuritiladi) bilan integratsiya.

Anti-spam moduli bilan xabarlarni tekshirishni
amalga oshiring:

-Spam, taxmin qilingan spam, ommaviy pochta
xabarlari uchun xabarlarni tekshiring (shu jumladan
soxta domenlarni aniqlash va ip-manzillarning

ornepalMoHHas ~ CHCTeMa, [OYTOBBIH  cepBep U
anTuBUpycHas nporpamma "Jlaboparopun Kacnepckoro".
Kaspersky Secure Mail Gateway oGecnieyuBaeT 3amury
BXOJSIIEH M HMCXOJAIIEH TIMOYThI OT BPEIOHOCHBIX
00BEKTOB, criaMa ¥ (DUIIMHIA, BBINOJIHAET KOHTEHTHYIO
(GUIBTPALMIO COOOIECHHHA.

Kaspersky Secure Mail Gateway no3BoJisiet:

BBINOTHATE AHTHBHPYCHYIO IIPOBEPKY COOOLICHHMIA:

- ITpoBepsiTe cOOOIIEHHS HA HAJIMYHE BHPYCOB H
BPEJIOHOCHBIX MPOrpaMM, MakpocoB (Hampumep, (aiios
¢dopmatoB  Microsoft  Office ¢ maxkpocamm);
3amuppoBaHHBIX OOBEKTOB, apXWBOB (B TOM YHCIIE
pacrnio3HaBaTh THIIbI ()aliJIOB BHYTPH AapXUMBOB U
COCTaBHBIX OOBEKTOB).

- Ucnonp3oBare  uHpopmanmio u3  Kaspersky
Security Network, 4T00bl yBEIHYUTH CKOPOCTh PEaKIIUU
Ha HOBBIE YTPO3bI.

- UnrerpupoBarbess ¢ Kaspersky Private Security
Network (manmee taxke KPSN) mis Tex opranusanui, B
KOTOPBIX JIOCTYIl B MHTEPHET OrpaHMYEH BHYTPCHHHUMH
NIPaBUJIAMM H [TOJTUTUKAMH.

- UnrerpupoBarbest ¢ Kaspersky Anti Targeted
Attack Platform (manee Taxxe KATA) s o6HapyxeHus
TAKUX Yyrpo3, Kak, HAlpUMep, aTakd '"HyJeBoro mHs",
IIeJIEBbIE aTaKd W CJOXKHBIE 1eneBble araku advanced
persistent threats (APT).

BeImoHsTh poBepky coodmenuit moayineM AHTH-Criam:
- [IpoBepsiTh CcOOOIICHUST Ha HAJIUYME Clama,
MpeJInoiaraeMoro crnamMa, MacCOBBIX PacChUIOK (B TOM
YHUCJIE C MCIOJb30BAHUEM TEXHOJOTHU PaClO3HABAHMS
NOJUICNIBHBIX JIOMEHOB M IpoBepku pemyrtanuu [P-
aJpecoB).

server, and Kaspersky Lab anti-virus software pre-
installed.

Kaspersky Secure Mail Gateways protect incoming
and outgoing email from malicious objects, spam,
and phishing. They also perform content filtering of
emails.

With Kaspersky Secure Mail Gateway, you can:

- Perform an antivirus scan on messages to check for
viruses, malware, and encrypted objects. This
includes files with macros (e.g., Microsoft Office
files) and archives. It also recognizes file types
within archives and composite objects.

- Use information from the Kaspersky Security
Network to improve the speed of response to new
threats.

- Integrate with the Kaspersky Private Security
Network for organizations where internet access is
restricted by internal rules and policies.

- Collaborate with the Kaspersky Anti-Targeted
Attack Platform to detect threats such as zero-day
attacks, targeted attacks, and advanced persistent
threats.

To filter messages with the anti-spam module:

- Filter messages for spam and suspected spam, as
well as mass mailings using technology to recognize
fake domains and check the reputation of [P
addresses.

- Detect Unicode spoofing in messages. If Unicode
spoofing is detected, the message will be considered

unmm\eSp%of‘
label to the X-KSMG-AntiSpéfu }(]ethod heade vof

the message. /\s',;-i N \
- Add X-headers "X-MS- fchange‘érgamzaﬁon

2

SCL" to messages conta tgg ‘i{w{
3 N\

‘SCL (sparﬁ
A
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obro'sini tekshirish texnologiyasidan foydalangan
holda).

-Unicode firibgarligi bilan xabarlarni aniqlang. Agar
Unicode firibgarligi anigqlansa, xabar spam deb
hisoblanadi. Dastur X-KSMG-AntiSpam-Method
xabar  sarlavhasiga
qo'shadi.
-Spam-tekshiruv natijalariga ko'ra x-MS-Exchange-
Organization-SCL sarlavhalarini o'z ichiga olgan
xabarlarga qo'shing.

-Anti-spam karantiniga xabarlarni joylashtirish, veb-
interfeysda anti-spam karantinini boshqarish.
-Anti-Fishing moduli bilan xabarlarni tekshirishni
amalga oshiring.

- Xabarlarni zararli yoki reklama havolalari,
shuningdek qonuniy dasturiy ta'minot bilan bog'liq
havolalarni tekshirishni amalga oshiring.

- Xabarlarni tarkibni filtrlashni amalga oshiring:
nomi bo'yicha; hajmi bo'yicha; qo'shimchalar turi
bo'yicha (Kasperskiy Secure Mail Gateway
kengaytmasidan qat'i nazar, qo'shimchaning haqiqiy
formati va turini aniqlashga imkon beradi).

- SPF, DKIM va DMARC texnologiyalaridan
foydalangan  holda yuboruvchilarning
haqiqiyligini tekshirish.

- Domen foydalanuvchilari hagida ma'lumot olish
uchun Active Directory integratsiyasini sozlang.

- Dastur ishidagi voqealar to'g'risida ma'lumot olish:
vogealarni qulay qidirish uchun filtrlash imkoniyati
bilan pochta trafigini qayta ishlash hodisalarini,
shuningdek dasturning tizim voqealarini jurnalga
yozib olish; vogealarni CSV formatiga eksport
qilish.

-Syslog protokoli bo'yicha tashkilotda ishlatiladigan
SIEM tizimida dastur ishlayotganda sodir bo'ladigan

unicode spoof  yorlig'ini

xabar

- O6napyxuBatb  coobmenuss ¢ lOnmkox-
cinydunrom. B ciydae oOHapyxenus FOnukoa-ciydunra
coobOmienne cumtaercs cnamoMm. IIporpamma noGasnser
MeTKy unicode spoof k 3arosnoBky coobmenus X-KSMG-
AntiSpam-Method.

- JloGaBnsate B cooOmenus: X-3arojoBku X-MS-
Exchange-Organization-SCL, conepxarmue SCL-oneHky,
1O pe3yJbTaraM IIPOBEPKH Ha CIiaM.

- [Tomemars coobuienuss B AHTU-CriaM KapaHTHH,
ynpaBisith AHTH-CliaM KapaHTHHOM B BeO-uHTEpderice.

- BBInoJIHSTE  MPOBEPKY COOOIICHWH  MOJIyJieM
AHTH-OULIHHT.

- BhInosHsaTh MpoBepKy COOOIICHUH Ha Haludue
BPEJIOHOCHBIX MJIM PEKJIAMHBIX CCBUIOK, a TAKXKE CCBUIOK,
oTHOcsUXcs K jeranbHomy 110.

- BbImoaHsTh KOHTEHTHYIO ¢ubTpanuo
COOOIIEHHIt: 10 UMEHH; [0 pa3Mepy; M0 TUILY BIOXKECHHH
(Kaspersky Secure Mail Gateway 1no3BoJsieT Onpeaensrhb
WUCTHHHBIA (JOpMAT U THII BIOKCHHS, HE3AaBUCUMO OT €ro
pacuIupeHus).

- OcyuiecTBIsTh MIPOBEPKY HOJUTHHHOCTH
OTIIpaBUTEICH COOOIIEHNH ¢ MOMOIIBIO TexHoorui SPF,
DKIM u DMARC.

- HacrpauBats unTerpammio ¢ Active Directory st
MOJIyYeHHsI HH(OPMALIUH O MOJIb30BATENAX JOMEHA.

- [Tonyuats wHpOpMAIMIO O COOBITHSX B padore
[POrpaMMBI: 3aIKChIBATH COOBITHS 00PabOTKH OYTOBOTO
Tpaduka, a TaKKe CHCTEMHBIE COObITHS pPabOTHI
IPOrpaMMBI B 5Ky PHAJI, C BO3MOXKHOCTBIO (DHIIbTPALIUH JUIs
yJI00HOTO MoMCKa COOBITHI; SKCIIOPTHPOBATh COOBITHS B
¢opmar CSV.

confidence level) score based on the results of spam
checks.

- Place spam-quarantined messages in the Anti-
Spam folder, manage the Anti-Spam quarantine
folder in the web interface.

- Verify messages using the Anti-Phishing module.
- Check for malicious or promotional links, as well
as legitimate software links in messages.

- Filter message content: by name, size, attachment
type (Kaspersky Secure Mail Gateway can
determine the true format and attachment type,
regardless of the extension).

- Verify the authenticity of sender domains using
SPF, DKIM, and DMARC.

- Integrate with Active Directory for
information.

- View program events: record mail traffic and
system events in a log with easy search and export to
CSV.

- Publish events that occur during the operation of
the program to the SIEM (Security Information and
Event Management) system used in the organization,
using the Syslog protocol. Each program event is
sent as a separate Syslog message in CEF (Common
Event Format) format.

- Configure settings and manage the operation of the
program via the web interface.

- Monitor mail traffic, system resource usage, and
view lists of recent threats in the program's web
interface.

user

based system.
- Enable single sign-on auth
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voqealarni nashr etish. Dasturning har bir hodisasi
to'g'risidagi ma'lumotlar cef formatidagi alohida
syslog xabari sifatida uzatiladi.

- Sozlamalarni sozlash va veb-interfeys orqali
dasturning ishlashini boshgarish.

-Pochta trafigi holatini va tizim resurslaridan
foydalanishni kuzatib boring, dasturning veb-
interfeysida topilgan so'nggi tahdidlar ro'yxatini
ko'ring.

- Rolli tizim yordamida foydalanuvchilarning dastur
funktsiyalariga kirishini farglash.

- Yagona kirish texnologiyasi
autentifikatsiyani sozlang.
-Dasturning veb-interfeysi orgali klasterdagi barcha
serverlarni markazlashtirilgan boshqarish
qobiliyatiga ega bo'lgan echimni (gorizontal va
vertikal ravishda) masshtablash uchun Klaster
yarating.

- Saqlashni boshqarish: tekshirish natijalari bo'yicha
xabarlarning zaxira nusxalarini saqlash; xabarlarni

yordamida

xotiradan  faylga saqlash; xabarlarni qabul
qiluvchilarga  yuborish;  turli ~ domenlardan
foydalanuvchi ma'lumotlarini olish va

foydalanuvchilarga shaxsiy xotiraga kirish huquqini
berish.

- Pochta tizimining ma'lum manzillardagi xabarlarga

javobini aniqroq sozlash imkonini beradigan
tagiqlangan va ruxsat etilgan manzillar ro'yxatini
yarating.

- Dastur bazalarini Kasperskiy laboratoriyasining
yangilanish  serverlaridan va  foydalanuvchi
resurslaridan jadval va talab bo'yicha yangilang.

- [TyGnukoBaTh COOBITHSI, TPOUCXO/ISAIITHE BO BPEMSI
pabotsl nporpammel, B SIEM-cuctemy, ucnomnbssyemyio B
opranm3anuu, mo mporokoiay Syslog. Wubopmanus o
KaX/IOM COOBITHH MPOTPaMMBbI NE€PEJIaeTCsl KAK OTAEIbHOE
syslog-coo6menue ¢popmara CEF.

- HactpauBarh mapameTpsl U yHIpaBisiTh pabOTOM
porpamMMmbl yepe3 BeO-uHTepdeiic.

- OcymecTBisiTh MOHHUTOPUHT COCTOSTHHSI
MOYTOBOIO TpaduKa U UCIIOJIb30BaHKS PECY PCOB CUCTEMBI,
MPOCMATPHBATH CITUCKH MOCJIETHUX OOHAPYIKEHHBIX YTPO3
B BeO-UHTEp(eiice NporpaMmBbl.

- Pa3rpannumMBarh  JOCTYIl  IOJIb30BaTelied K
(GYHKIHSIM POrPaMMBI € IIOMOIIBIO POJIEBOM CHCTEMBI.

- HacrpauBath ayTeHTHQHKAIMIO C  IOMOIIBIO
TEXHOJIOTUHU €UHOTO BXO/1a.
- CozpmaBare KiIacTep Ui MacIITaOMpPOBaHHS

pemieHust (KaKk TOPH30HTAIBHO, TaK M BEPTUKAIBHO), C
BO3MOXHOCTBIO [EHTPAJIM30BAHHOIO YIIPABJICHMSI BCEMH
cepBepaMu Kjactepa d4epe3  BeO-uHTepdeiic
IIPOrPaMMBL.

- VYpasnste XpaHUIHIIEM: COXPAHATh PE3EpBHbIE
KONMM cooOmennit B XpaHWIMILE 110 pe3yJibraram
npoBepkH; CoxpaHsiTh cooOmmeHuss u3 XpaHWIHIA B
¢aiin; [lepecbuiate cooOmenus nomyyarensm; [lonydars
UHPOPMAIIHIO O MOJIL30BATENSAX M3 pa3HbIX JOMEHOB U
MPEAOCTABIIATH MOJIB30BATEISAM JJOCTYII K [IEPCOHATIBHOMY

us3

XpaHUuJIuLy.

- CoziaBaTh CIIMCKH 3alIPEIICHHBIX U Pa3pEIICHHBIX
aJIpECcoB, MO3BOJISIOIIKE O0JIee TOYHO HACTPOUTH PEAKIIHIO
MOYTOBOM CHCTEMbl Ha COOOIIEHUSI C OINpeAesIeHHbIX
aJIpecoB.

- Create a scalable solution cluster (both horizontally
and vertically) with centralized management of all
cluster servers through the program's web interface.
- Manage the Repository: Save backup copies of
messages in the repository based on the verification
results. Save messages from the repository to a file.
Forward messages to recipients. Receive
information about users from different domains and
provide users with access to personal storage. .

- Create lists of prohibited and permitted addresses
to allow you to more accurately adjust the response
of the mail system to messages from certain
addresses.

- Update program databases from Kaspersky Lab
update servers and user resources on schedule and on
demand.

Configure email notifications: Notify the sender,
recipients, and other recipients about objects found
in the message. Send notifications to users about
system events in the program.

Add notes to outgoing and incoming messages and
warnings about unsafe messages. Create and view
reports on message processing results and program
events.

- Process email messages according to the rules set
for groups of senders and recipients.

- Add, change, or delete information about domains
(including the organization's local domains) and
email addresses Configure KaSpersky Secure Mail

- Configure the MTA.
- Add, modify, and dele
encryption keys.
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- Pochta xabarnomalarini sozlash: jo'natuvchini,
qabul qgiluvchilarni va boshqa qabul giluvchilarni
xabarda topilgan narsalar to'g'risida xabardor qilish;
dastur  ishidagi tizim  hodisalari  to'g'risida
foydalanuvchilarga xabarnoma yuborish.

- Chiquvchi va kiruvchi xabarlarga eslatmalar
qo'shish va xavfli xabar haqida ogohlantirishlar
qo'shish.

- Xabarlarni qayta ishlash natijalari va dastur
voqealari to'g'risida hisobotlarni yaratish va ko'rish.
- Elektron pochta xabarlarini jo'natuvchilar va qabul
qiluvchilar guruhlari uchun belgilangan qoidalarga
muvofiq qayta ishlash.

- Domenlar (shu jumladan tashkilotning mabhalliy
domenlari) va elektron pochta manzillari to'g'risidagi
ma'lumotlarni qo'shish, o'zgartirish yoki o'chirish,
ushbu domenlar va elektron pochta manzillari uchun
Kasperskiy Secure Mail Gateway sozlamalarini
sozlash va elektron pochtani yo'naltirish.
- MTA-ni sozlash.

- Dkim-va TLS-shifrlash kalitlarini
o'zgartirish va o'chirish.

- SNMP protokoli yordamida dastur statistikasini
oling, SNMP tuzoqlarini yuborishni yoqing va
o'chiring.

qo'shish,

Kasperskiy Secure Mail Gateway VMware ESXi
yoki Microsoft Hyper-V gipervizorida joylashtirish
uchun mo'ljallangan virtual mashinaning ISO tasvir
formatida tarqatiladi.

Tasvirni joylashtirish natijasida oldindan o'rnatilgan
operatsion tizim, pochta serveri va Kasperskiy
Secure Mail Gateway dasturi bilan virtual mashina

- OOHoBsATH 0a3bl  MporpaMMbl  C  CEPBEPOB
0OHOBIEHUI "JlaGoparopuu Kacnepckoro" U
MOJIb30BATEIILCKUX PECYpPCOB IO PACIHMCAHHIO U 10
TpeOOBaHUIO.

- HacrpauBatb MOYTOBBIE yBEJIOMJICHHSL:
VYBeAOMIISITH  OTHpaBHUTENs, TMOJy4yaTeled W JIpyrux
ajpecatoB 00 OOHApY)KEHHBIX B COOOIICHUH OOBEKTaX;
OTMPABIISATH YBEJOMJICHHSI MOJIH30BATENISIM O CHCTEMHBIX
COOBITUSIX B paboTe MPOrpamMMmBbl.

- JloGaBisiTh  NpUMEUaHUST K  UCXOJSIIUM U
BXOISIIUM  COOOLIEHHsIM, a  Takke  JI00aBIsATh
IpeyNpexIeHus 0 HeOe30MacHOM COOOIEHHH.

- CozmaBarh W mpocMaTpuBarh  OTYETHI O
pe3ynbratax 00paboTKH COOOIEHUN U COOBITHAX pabOThI
IPOrpaMMBI.

- OOpabatpiBaTh COOOIICHHUS DJIEKTPOHHOH IOYTHI
COIJIACHO IpaBWJIaM, 3aJIaHHBIM JUISI TPYI OTIIPABUTENIEH
Y [OoJIy4aTesieu.

- Jlo06aBiATh, M3MEHATH WIH YIQJIATh HHOOpMAIUIO
0 JoMmeHaXx (B TOM 4HCJE JIOKaJIbHBIX JOMEHAxX
OpraHu3allid) M  aJpecax  DJIJIEKTPOHHOW  IOYTHI,
HacTpauBaTh napamerpbl Kaspersky Secure Mail Gateway
JUISL 9TUX JIOMEHOB M aJ[peCcOB JJIEKTPOHHOW IIOYTHI, a
TAK)KEe MapIIPy TU3ALHKIO JIEKTPOHHOM MOYTHI.

- OcymecTBisTh HacTpoitky MTA.

- Jlo6asmsith, u3MensaTh u ynainsate DKIM- u TLS-
KITIOYM MM POBAHHUSL.

- [Tosydyars craTHcTHKY pabOTBI IPOrpaMMbl 110
nporokosry SNMP, Bkmouarh W OTKIIOYATH OTIIPABKY
SNMP-noBy11€ex.

- Receive program operation statistics using the
SNMP protocol. Enable and disable sending SNMP
traps.

Kaspersky Secure Mail Gateway is distributed as an
ISO image of a virtual machine designed for
deployment on VMware ESXi or Microsoft Hyper-
N

After image deployment, a virtual machine with a
pre-installed operating system, mail server, and
Kaspersky Secure Mail Gateway will be created.
After deployment, the virtual machine can be
configured using the Initial Configuration Wizard.
MULTI-LEVEL PROTECTION AGAINST
MALWARE

- Multi-layered threat protection with cloud-based
Kaspersky Security Network support

- Reputation filtering of malicious URLs and IP
addresses through Kaspersky Security Network
network

- Detection of malicious macros and ActiveX
controls in Office files

- Urgent Detection System 2 for enhanced spam
blocking

ANTISPAM AND CONTENT FILTERING

- Anti-spam engine

- Cloud anti-phishing

- Mass mailing detection

- Anti-spam quarantine

- Spam Confidence Level assessment

- Extended character support

- Object detection inside nested a
INTEGRATION CAPABILITAE o
- Integration with Kaspersky Afitf j;argeteﬁhﬂﬁaek“ ;
- Integration with Kaspersky P v%x Seeurity “‘/l 2
Network O\ - ’

S

£
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yaratiladi.  Joylashtirilgandan so'ng, dastlabki
sozlash ustasi yordamida virtual mashinani sozlash
imkoniyati bo'lishi kerak.

KO'P DARAJALI ZARARLI
DASTURLARDAN HIMOYA QILISH

* Kasperskiy xavfsizlik tarmog'ini qo'llab-
quvvatlaydigan ko'p darajali tahdidlardan himoya
qilish

* Kasperskiy xavfsizlik tarmog'ining bulutli
tarmog'idan foydalangan holda zararli URL va IP -
manzillarning obro'li filtri

* Office fayllarida zararli macros / ActiveX
boshqaruvini aniqlash

* Spamni yanada samarali blokirovka qilish uchun
Urgent Detection System 2 tezkor aniqlash tizimi
ANTISPAM VA KONTENTNI FILTRLASH

* Antispam yadrosi

* Bulutga asoslangan antifishing

* Ommaviy axborot vositalarini aniglash

* Antispam karantini

* Keraksiz pochta ehtimoli darajasini baholash
(Spam ishonch darajasi)

* Kengaytirilgan belgilarni qo'llab-quvvatlash

* Ichki arxivlar ichidagi ob'ektlarni aniglash
INTEGRATSIYA IMKONIYATLARI

* Kasperskiy maqgsadli hujumga qarshi integratsiya
* Kasperskiy xususiy xavfsizlik tarmog'i bilan
integratsiya

QULAY MONITORING VA
MOSLASHUVCHAN HISOBOT TIZIMI

* Texnik yordam mutaxassislari uchun qulay
foydalanish

* Boshqaruv paneli

* SNMP-ni to'liq qo'llab-quvvatlash (Simple
Network Management Protocol)

Kaspersky Secure Mail Gateway pacnpocrpansieTcs B
(dbopmare [SO-06pa3a BUPTYaJIbHOM MAIlIUHBbI,
NpeAHa3HAYEHHOTO JUUIS pa3BepThIBAHHS B T'MIIEPBH30pE
VMware ESXi unu Microsoft Hyper-V.

B pesynbrare pas3BepThiBaHMs ~oOpa3a  co3jaercs
BUPTYyaJIbHASI MallMHa c Ipe/ly CTAaHOBJIEHHOM
ONEpPALlMOHHON  CHUCTEMOMW, IIOYTOBBIM CEPBEpOM H

nporpammoii  Kaspersky Secure Mail Gateway. Ilocie
pa3BepThIBaHMs JO0JDKHA OBITH BO3MOXHOCTH HACTPOMKHU

BUPTYyaJIbHOM  MallMHBI €  [OMONIIBIO  MacTepa
[IEpBOHAYAIILHON HACTPOMKH.

MHOTI'OYPOBHEBAS JAIIUTA oT
BPEJOHOCHOI'O 11O

MHoroypoBHeBasi 3aliMra OT YIpo3 C IIOJUICpPKKON
obauno# cetu Kaspersky Security Network
Penyrammonusii  puinbtp BpemoHocHblx URL- u IP-
aJIpecoB ¢ wmcrosb3oBanueM obiaynoi cetn Kaspersky
Security Network

O6Hapy»eHHe BpEJIOHOCHBIX MaKpOCOB / 3JIEMEHTOB
ynpasiieHust ActiveX B ¢aitax Office

Cucrema OpicTporo oOnapyxenust Urgent Detection
System 2 juist 6051e€ 3 PeKTUBHOTO OIOKMPOBaHHS cllama
AHTUCIIAM U ®PWIBTPALIMSA KOHTEHTA
AHTHCIIAM-51]IPO

O6naunblii aHTUQUIIUHT

OO6HapyXeHHEe MAaCCOBBIX PaCChUIOK

Kapantun antTucnama

OrneHKa YpOBHS BEPOSTHOCTH HEXKEJIATEIbHOM IOYTHI
(Spam Confidence Level)

PacimumpenHast no/yiepiKa CHMBOJIOB

O6HapyxeHue 00bEKTOB BHYTPU BIIOKEHHBIX apXUBOB

USER-FRIENDLY MONITORING AND
REPORTING SYSTEM

« Convenient access for technical support specialists
* Information panel

* Full support for SNMP (Simple Network
Management Protocol)

» Web-based management

* Detailed flexible reports in PDF format

* Notification system

» Event logs

* Advanced features for technical support

« Features for advanced notification systems

* Integration with SIEM

CONVENIENT INSTALLATION AND
MAINTENANCE

« Easy installation

» Active Directory and OpenLDAP integration
* Rules for managing email traffic

« [Pv6 support

* Scalable architecture

» Upgrade

LICENSE AND SUBSCRIPTION
MANAGEMENT

* Licensing options

* Activation using a code

* Software

Deploy a virtual image

License key in the form of a fileThe software
product must be completely original and h

the necessary technical and software ’P’éﬁ%
‘joall %

the manufacturer. This includes ac 5§
updates, fixes, security patches, p tb ap;.;p
improvements, reference material
the manufacturer's website throug ”
validity period.

TARA.,
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* Veb-interfeys orqali boshqarish

* PDF formatida batafsil moslashuvchan hisobotlar
* Bildirishnomalar tizimi

* Batafsil voqealar jurnallari

* Kengaytirilgan texnik qo'llab-quvvatlash
imkoniyatlari

* Xabarnoma tizimining kengaytirilgan
xususiyatlari

* SIEM bilan integratsiya

QULAY O'RNATISH VA TEXNIK XIZMAT
KO'RSATISH

* Oson o'rnatish

* Active Directory va OpenLDAP integratsiyasi

* Elektron pochta trafigini boshqarish bo'yicha
keng qoidalar to'plami

* IPv6-Ni Qo'llab-Quvvatlash

* Kengaytiriladigan arxitektura

* Oddiy yangilanish

LITSENZIYALAR VA OBUNALARNI
BOSHQARISH

* Kengaytirilgan litsenziyalash imkoniyatlari

Kod bilan faollashtirish qobiliyati

* Dasturiy ta'minot

Virtual tasvirni joylashtirish uchun

Litsenziya kaliti kalit fayli sifatida.

Dasturiy ta'minot mahsuloti to'liq original bo'lishi
kerak, uning ishlab chiqaruvchisi tomonidan barcha
tegishli texnik va dasturiy ta'minotga ega bo'lishi
kerak, shu jumladan, lekin ular bilan cheklanmagan
holda: ishlab chigaruvchining veb-saytidagi barcha
yangilanishlar, tuzatishlar, xavfsizlik va ishlash
yamoqlari, ma'lumotnomalar va qo'llanmalarga
amal qilish muddati davomida kirish

BO3MO>XXHOCTHU UHTEI'PALIMHN

Unrerpanus ¢ Kaspersky Anti Targeted Attack
Wurerpanus ¢ Kaspersky Private Security Network
VJIOBHBIN MOHUTOPUHIT U I'UBKAS
CUCTEMA OTYETOB

VY n00HBIH ToCTyN ISl CHEIUAIIMCTOB TEXIIOAIEPKKI
WUudopmanronHast naHelsb

[lonnass  momnmepxkka SNMP  (Simple  Network
Management Protocol)

VYnpasienue yepe3 BeO-unTepdeiic

[Topobubie rubkue otyetsl B popmare PDF

Cucrema yBeoMiieHui

[ToxpoOHbIe xypHaJIBI COOBITHIH

PacuipeHHbie BO3MOXKHOCTH TEXHUYECKOH IOUIEPIKKH
PacimmpeHHbie BOBMOKHOCTH CUCTEMBI YBEIOMIICHU I
Wurerpanus ¢ SIEM

YAOBHASI YCTAHOBKA U OBCJIYKUBAHUE
[Ipocras ycranoBka

Active Directory u unterpauus ¢ OpenLDAP

[Hlupoxuit HaGoOp mpaBwi JUIsl yNpaBieHUs Tpapukom
DJIEKTPOHHOM MOYTHI

[Tonnepxka [IPv6

Macmrabupyemast apXuTekTypa

IIpoctoe oGHOBIEHUE

YIPABJIEHUE JIMIIEH3USIMHU U TTIOANMUCKOM
PacmupenHbie BO3MOKHOCTH JIMIEH3HPOBAHUS
B03MOXHOCTEH aKTUBUPOBATH € TOMOIIBIO KOJIa
IIporpammuoe obecnevenne

Jlnst pa3BeprhiBanus 00paza BUPTYyaIbHOTO
JInneH3uOHHBIH KITI0Y B BH/JIE daiina kioya.
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[IporpaMMHBIi TPOAYKT JIOJDKEH OBITH IOJHOCTBIO
OpUTMHAJIBHBIM, HMETh BCIO  COOTBETCTBYIOLIYIO
TEXHUYECKYIO U IPOTPAMMHYIO MOJUIEPKKY CO CTOPOHBI
€ro HM3roTOBUTENS, BKJIIOYAs, HO HE OrpPaHMYHMBASCK:
JIOCTYIIOM KO BCEM OOHOBJICHUSIM, MCIIPaBJIECHUSM,
naryaM  0e30MacCHOCTH M NPOU3BOJMUTEILHOCTH,
CIPAaBOYHBIM MaTepHajlaM M PYKOBOJCTBAM Ha caiite
W3rOTOBHUTEISI B TEYEHUE BCErO CpOKa JIEMCTBHS
JIMLICH3UH

4.2 Ishonchlilik talablari

4.2 TpeOoBaHHA MO HA/IEKHOCTH

4.2 Reliability requirements

Litsenziyalangan dasturiy ta'minot mijozning
kompyuter uskunasining apparat va dasturiy ta'minot
qismiga to'liq mos kelishi kerak. Litsenziyalangan
dasturiy  ta'minotdan  foydalanish  mijozning
kompyuter va server uskunalarida nosozliklar,
nosozliklar, ~ma'lumotlarning  yo'qolishi  yoki
ishlashning pasayishi holatlariga olib kelmasligi
kerak.

JluueHsupyemoe nporpamMMHoe obecriedeHue NO0JDKHO ObITh
MOJTHOCTBIO COBMECTHMO C annapaTHOM W NpOrpaMMHOM
4acThiO KOMITBIOTEPHOTO  000OpyI0BaHMs 3akazuuka.
Hcnonb3oBanue JIULIEH3UPYEMOTO MPOrpaMMHOTO
obecriedyeHHss HE JOHKHO MPUBOAMTH C cOOSIM, OTKaszaM, K
noTepu JIAHHBIX WM CHWIKEHHMS
MPOU3BOJMTEILHOCTH HAa KOMIBIOTEPHOM MW CEpBEPHOM
obopyioBaHuu 3akazumka.

curyauusim

The licensed software must be fully compatible with
the hardware and operating system of the customer's
computer. The use of licensed software should not
cause any issues, such as crashes, data loss, or
decreased performance on the customer's computer
Or server.

4.3 tarkibiy qismlarga, boshlang'ich va
operatsion xom ashyo/materiallarga, shuningdek
tayyor mahsulotlarga qo'yiladigan talablar

4.3 Tpe6oBaHusi K COCTABHBIM YACTSIM, HCXOAHBIM H
IKCILIYATANHOHHBIM ChIPbIO/MATEPHAJIAM, 2 TAKIKE
roTOBOH NPOAYKIHH

4.3 Requirements for components, initial and
operational raw materials/materials, as well as
finished products

Barcha manba foydalanuvchi dasturlari va
ma'lumotlarini alohida olinadigan ommaviy axborot
vositalarida saqlash va agar kerak bo'lsa, mijoz
tomonidan ishlab chiqaruvchini jalb qilmasdan to'liq
hajmda qayta o'rnatish imkoniyati ta'minlanishi
kerak.

JloybkHa npelycMaTpUBaThCs BO3MOMHOCTh COXPAHEHHs BCEX
MCXOJHBIX [0JIb30BATE/IbCKUX MPOrpaMM M JaHHbIX Ha
OT/IE/IbHBIX ChEMHBIX HOCHUTENSX U MPH HEOOXOJMMOCTH - B
cllyyae MOBTOPHOM HMHCTAJUILIMM 3aKa3YMKOM B  TOJIHOM
obbeme Oe3 npusiieyeHus Pazpadboruuka.

It should be possible for the customer to save all their
original user programs and data on removable media,
and if necessary, to reinstall the system without the
involvement of the developer.

4.4 Belgilash talablari

4.4 TpeboBanusi K MAapKHPOBKe

Markirovka o 'zbekiston Respublikasida amalda bo'
Igan normativ hujjatlarga to 'liq muvofiq amalga

MapkupoBka AokHa  ObITb  BBINOJHEHA B MOJIHOM
COOTBETCTBUHM C JeHcTByroIMMHU B Pecriybiuku Y3bekucran

HOPMATUBHbIMH JOKYMECHTAMH, a4 TAKIKE COACPKATH:

The marking must be done in fj kl!,é‘
the relevant regulations in forc
Uzbekistan and should include:
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oshirilishi,
olishi kerak:
* tovar belgisi va (yoki) ishlab chiqaruvchining
boshqa tafsilotlari;

* belgi;

* seriya raqami;

* ishlab chiqarilgan sana;

* muvofiqlik sertifikati belgisi (agar mavjud bo'lsa).

shuningdek quyidagilarni o' z ichiga

. TOBAapHbIM  3HAaK  M(WIM)  JAPYrHe€  PEKBH3HTHI
NpeNPUATUS-U3TOTOBUTE]IS;

. YCJ0BHOE 0003HAUYEHHE;

. CepHIHBII HOMED; '

. J1aTy W3rOTOBJIEHHS;

. 3HaK cepTH(UKATa COOTBETCTBUS (IPH €r0 HAJIMYWH).

- the trademark and/or other details of the
manufacturer;

- a symbol;

- serial number;

- date of manufacture;

- the mark of the certificate of conformity (if
applicable).

4.5 Qadogqlash talablari

4.5 TpeboBanus ynakoBke

4.5 Packaging requirements

Mahsulot bo'lishi kerak qadoglangan va to'ldirilgan
mualliflik huquqi egasining talablariga muvofiq
dasturiy ta'minot nusxasi kerakli hujjatlar, litsenziya
shartnomasi, asosiy fayl va faollashtirish kodi bilan.

ITpoaykT no/mkeH ObITh yaKOBaHHBIW U YKOMIUIEKTOBaHHbBIH B
cootBeTcTBUM ¢ TpeboBanusimu [IpaBoobnanarens sx3emruisp
IO ¢ HeoOxoaumoOl  JOKyMeHTaUMeH, JIMUEH3HMOHHBIM
COorjallleHUeM, KI0UYEBbIM (aiiioM U KOJOM aKTHBALIHH.

The product must be packaged and delivered in
accordance with the requirements of the copyright
holder. This includes a copy of the software, the
necessary documentation, a license agreement, key
file, and activation code.

5. QABUL QILISH VA QABUL QILISH
QOIDALARIGA QO'YILADIGAN
TALABLAR

5. TPEBOBAHMSI 110 ITIPABUJIAM CJAYHU U
INNPUEMKHU

5. REQUIREMENTS FOR THE RULES OF
DELIVERY AND ACCEPTANCE

5.1 Qabul qilish va qabul qilish tartibi

5.1 llopaaok caauu U IPHEMKH

5.1 Delivery and acceptance procedure

Mahsulot 48 soat ichida sinovdan o'tkaziladi,
shundan keyin ish rejimida muammolar mavjud
bo'lsa, mahsulot sotuvchi yoki etkazib beruvchi
hisobidan yangisiga almashtirilishi kerak. Uskunani
o'rnatgandan va ishga tushirish va ishga tushirish
ishlarini bajargandan so'ng, buyurtmachi bajarilgan
ishlarning dalolatnomasini tuzgan holda tovarlarni
qabul qiladi.

1O anpobupyertcsi B TeueHun 48 yacoB, nmocje TOro BpeMeHH
ecsiv HabJroiaeTes HeroJiaiku B pabouem peskume, [10 gomkHO
ObITh 3aMEHEHO Ha HOBBIW 3a CUET MPOABLA WK MOCTABIIMKA.
ITocne npoBeneHusi yCTaHOBKK KJIIOUYEH Ha paboyue CTaHLMH
3aka34MK MOJIMUCHIBAECT KT BBIMOJIHEHHbBIX PadoT.

The product is tested for 48 hours. If there is any
malfunction after that time, the product will be
replaced by the seller or supplier at their expense.
After installing the equipment and commissioning it,
the customer will accept the goods and prepare an act
of completed work.

5.2 Uskunani etkazib berishda texnik va boshqa
hujjatlarni buyurtmachiga topshirish talablari

5.2 TpeGoBanus no nepeaaye 3aKa34NKy TEXHHYECKHX H
HHBIM 10KYMEHTOB IPH NOCTABKEe 000py10BaHHS

5.2 Requirements for the Trapt
and Other Documents to t ejf tomer d

Equipment ery  snose ™ s

Yetkazib beruvchi tagdim etilgan dasturiy mahsulot
uchun texnik pasport, foydalanish bo'yicha

[TocTaBuuk JAOJDKEH MPEeAOCTAaBUTb TEXHUYECKUH nacrnopTt Ha

MOCTaBJIIEMbII  [IPOrPaMMHBIM  MPOAYKT, PYKOBOJACTBO 10

The supplier must provide t |cal dot?urgqm;a“@
for the software product, in é‘ﬁmn:cal /d;nﬂ

"eb_._;v \—/ 7

—
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qo'llanma, texnik qo'llab-quvvatlash saytlariga
hisobga olish ma'lumotlarini taqdim etishi kerak.
Taqdim etilgan texnik hujjatlar davlat yoki rus
tillarida bo'lishi va ingliz tilida takrorlanishi kerak
(iloji bo'lsa, elektron axborot vositalarida nusxalari
taqdim etilishi kerak).

Tavsiya etilgan dasturiy mahsulot foydalanuvchilari
ro'yxatini taqdim etish kerak. Ishlab chigaruvchi
kompaniya (kompaniyaning veb-sayti va boshqalar)
haqida ommaviy ma'lumotlarni ko'rsatish kerak.

JKCIUTyaTallMk, YYE€THbIE J[aHHble K calWTaM TEeXHUYECKOM
nopnepkkd.  IlpeacraBiseMble  TEXHUYECKHE  JOKYMEHTbI
JIOJIKHBI ObITH Ha rOCYJAPCTBEHHOM WJIM Ha PYCCKOM SI3bIKax M
npo/yOJIMPOBAHO Ha AHIJIMMCKOM si3bike (MO BO3MOKHOCTH,
JIOJDKHBI  ObITh  NpPEAOCTAaBICHbl KOMWM HAa OJIEKTPOHHBIX
HOCHUTENAX UH(pOPMALIMH).

Heobxonumo NpeaCTaBUTh CITUCOK
npeajaraéMoro  NporpaMMHOroO  IMpojayKra.
yKa3arb  OOLIEAOCTYNHYK  HMH(POPMALHIO
MPOMU3BOAMTENE (CAUT KOMIIAHUM M T.1.)

MoJib30BaTeei
Heobxonumo

0 KOMITaHUH

sheet and operating manual. The documentation
must be in Russian or English, and if possible, it
should be duplicated on electronic media.
Additionally, the supplier must provide credentials
for technical support.

It is also necessary to provide information about
users of the software and publicly available
information about the manufacturer, such as the
company's website.

6. KAFOLATLAR BERISH HAJMI VA/YOKI
MUDDATIGA QO'YILADIGAN TALABLAR

6. TPTEBOBAHUS K OBBEMY U/WJIHU CPOKY
IPEJJOCTABJIEHUSI TAPAHTHAM

6. REQUIREMENTS FOR THE SCOPE
AND/OR DURATION OF GUARANTEES

Qabul qilish xaridor hududida qabul komissiyasi
tomonidan amalga oshiriladi. Agar mos kelmaydigan,
to'liq bo'lmagan tovarlar etkazib berilsa,
tovarlarni qaytarib berishga haqlidir.

mijoz

Ilpuemka ocyuecTBiasiercss NPUEMOYHOM KOMMCCHI Ha
TeppUTOpUM  nokynarens. B caywae
HECOOTBETCTBYIOILEr0, HEKOMIUIEKTHOIO TOBapa 3aKa3uuK
BIIPaBE OCYLIECTBMTH BO3BpPAT TOBapa.

INNOCTABKH

Acceptance is carried out by the acceptance committee
on the territory of the seller. If defective or incomplete
goods are delivered, the buyer has the right to return
them.

7. Xizmat ko'rsatish talablari

7. TpeboBaHHusI K CEPBHCHOMY 00C/IY’KHBAHHIO

7. Service requirements

Yetkazib beruvchi tovarlarga xizmat ko'rsatishni
ta'minlashi yoki sotib olingan ppdan foydalanish
paytida texnik nosozliklar yuzaga kelgan taqdirda,
buyurtmachining iltimosiga binoan xizmat ko'rsatish
markazlari to'g'risida ishonchli ma'lumotlarni tagdim
etishi kerak.

[TocTaBLuk 1o/mKkeH 00ecneyruTh CepBUCHOE 00CTY)KUBAHHE
TOBapa WM TNPEeJOCTaBUTh JOCTOBEPHbIE CBEJEHHS O
CEpBUCHBIX  LICHTpax MPOBEICHUIO  CEPBUCHOIO
oOcy:KMBaHMs [0 3asBKaM 3aka34yMka, B Clydae
BO3HMKHOBEHHS! TE€XHHUUYECKMX HEMCNPaBHOCTEH B MepHO.
JKcrutyarauuu 3akynaemoro II1.

no

The supplier must provide after-sales support for the
product, or provide reliable information on service
centers that can carry out after-sales services, at the
request of the customer, in the event of technical issues
during the operation of the purchased item.

8. SIFAT VA TASNIFLASH TALABLARI

8. TPEBOBAHUS K KAUECTBY U
KJIACCUPUKALIAN

8. QUALITY AND CLASSIFICATION
REQUIREMENT

Dasturiy mahsulot sertifikatlangan bo'lishi kerak (agar
mabhsulot sertifikatlash uchun majburiy bo'lsa).
Dasturiy mahsulot kerak:

[IporpaMMHbIi MPOAYKT J0/DKEH OBITH cepTHULMPOBaH
(ecnm ToBap sBaseTCs 0053aTEIBHBIM K CEPTU(DUKALIHK).
IIporpaMMHbIi MPOAYKT JOJIKEH:

requires certification).
The software must:
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* dunyoning yetakchi dasturiy mahsulot ishlab
chiqaruvchilari tomonidan ishlab chiqarilgan dasturiy
mahsulot ishlab chiqaruvchisining rasmiy kafolati;

* * sotib olingan dasturiy mahsulot tomonidan ishlab
chiqarilgan yangi, ilgari ishlatilmagan bo'lishi kerak

. ObITb  MPOM3BEAEH  BEAYUIMMH  MHPOBBIMH
MPOU3BOJAUTENISIMU NTPOrPAMMHOI0 MPOAYKTa OULHMATBHOM
rapaHTHeH OT MPOU3BOAMTEIIS NPOrPAMMHOIO MPOIYKTA;

. 3aKynaemble NPOrpaMMHbIN MPOAYKT JO/DKEH ObITh
HOBBIMH, paHee He MCIOJIb30BAHHBIMHU, MPOU3BEIEHHBIMH

- Be a new, unused software product manufactured no
earlier than the expected date of 2023.

- Meet or exceed the technical requirements in
paragraphs 4.1 of this specification.

- Have all the signs of originality.

dasturiy mahsulot taxmin qilingan muddatning 2023 | nporpammubiii  npoaykt He  panee 2024  ropa | Inappropriate products will not be accepted.
yilidan oldin emas. NpeanojaraeMoro cpoka.

* ushbu texnik topshirigning 4,1-bandlarida | ¢ COOTBETCTBOBATH WM ObITh JIy4Yllle TEeXHUYECKHX

ko'rsatilgan texnik talablarga javob berish yoki undan | TpeGoBanuii, ykasanHeix B nynkrax 4,1 HacTosmero

yaxshiroq bo'lish; TEXHUUYECKOTO 3aaHMus;

* o'ziga xoslikning barcha belgilarini 0'z ichiga oladi. | ¢ coJiepxKaTh BCe MPU3HAKK OPUTHHAILHOCTH.

Tegishli  bo'lmagan  dasturiy —mahsulot qabul | HecoorBercTBytommii  mporpamMMmHblii  NpPOAYKT — He

qilinmaydi MPUHUMAKOTCS

9. YETKAZIB BERISH MIQDORI,
KONFIGURATSIYASI, JOYI VA MUDDATI
(CHASTOTASI) UCHUN TALABLAR

9. TPEBOBAHUSI K KOJIMYECTBY,
KOMILIEKTALIMU, MECTY U CPOKY
(IMEPHOJIMYHOCTH) MOCTABKH

9. REQUIREMENTS FOR QUANTITY,
CONFIGURATION, PLACE AND TIME
(PERIODICITY) OF DELIVERY

Yetkazib berish muddati:2024 yil 18 dekabrdan
kechiktirmay.

Miqdor va to'liglikka bo'lgan talab: ushbu TKning
4.1-bandiga muvofiq.

Yetkazib berish joyi: 180300, O'zbekiston
Respublikasi. Qashqadaryo viloyati, G'uzor tumani,
Shurtan posyolkasi.

Cpok nocraBku: He no3aHee 18 nexadbps 2024 rona.
TpebGoBanne K KOJAMYECTBY M  KOMIUIEKTHOCTH: B
COOTBETCTBHUH C MyHKTOM 4.1 Hactosiniero T3.

Mecro nocrasku: 180300, Pecnybnuka VY30ekucraH.
Kamkanapbunckas oGnactb, 'y3apckui paiioH, nocénok
[ypraH.

Ten.: +99875 552-41-75, +99890 008-41-43

Delivery time: no later than December 18, 2024.
Quantity and completeness requirements: in
accordance with paragraph 4.1 of this TOR.

Place of delivery: 180300, Republic of Uzbekistan.
Kashkadarya region, Guzar district, Shurtan village.
Tel.: +99875 552-41-75, +99890 008-41-43.

E-mail: sgecc@sgcec.uz

Telefon: +99875 552-41-75, +99890 008-41-43. E-mail: sgec@sgec.uz Installation location: Kashkadarya region, Guzar
E-mail: sgcc@sgec.uz Mecto ycranosku: KatkanapbuHekas obnacte, ['yzapekuit | district, SGCC
O'rnatish joyi: Qashqadaryo viloyati, G'uzor tumani, | paion, LLII'XK
SHGKM
7 AT
L e e Xy \
s i t fgir i f h
10. Taqdim etilgan ma'lumotlar shakliga talab 10.TpeGoBanne k popme npeacraBasieMoii 10. The requirement fgr the form o t_\ e .

HHpopManun information g:dvndf;d, - W

Pudratchi 5.2-bandda ko'rsatilgan hujjatlarni taqdim | Ucnionaurens  nomken  npemoctaButh  aokymeHTbl, | The Contractor must provid 't‘hé\docu[nen’ts spac;ﬂéd

etishi kerak. 1 (bir) nusxada qog'oz shaklida va

npUBeIEHHBIN B 1. 5.2. Hactosiuiero T3, Ha pycckoM w/uiin

in clause 5.2. of this TOR i R@Q\lan and/or/,iﬂﬁk

one (1) copy in hard copy and %M
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elektron vositada rus va/yoki o 'zbek tillarida mavjud
bo' Isa.

y30eKCKOM si3bike, 1Mo 1 (0uH) 3K3eMIuIsipy B OyMaskHOM
BUJIE U JIEKTPOHHOM HOCHTEIE.

11. QABUL QILINGAN QISQARTMALAR
RO'YXATI

11. IEPEYEHDb NIPUHATHIX COKPAIIIEHUAM

11. LIST OF ACCEPTED ABBREVIATIONS

1. TT: texnik topshiriq

2. O'z: O'zbekiston Respublikasi

3. SHGKM: “Shurtan gaz-kimyo majmuasi” MCHJ
4. DM: dasturiy mahsulot

5. DT: dasturiy ta'minot

T3: TexHuueckoii 3aganue

PVY3: Pecniybnuka Y36ekucraH

HITXK: IlypraHckuii ra30XuMU4ecKUi KOMIUIEKC
[1I1: [IporpammHbIii MpoayKT

[10: [IporpammHoe obecnieueHue

W AW N -

1. TOR: Terms of Reference

2. Republic of Uzbekistan: Republic of Uzbekistan
3. SGCC: Shurtan gas chemical complex

4. PP: Software product

5. Software: Software

Axborot xavfsizligi bo‘limi boshlig‘i:

AKT xizmati boshlig‘i:

Ishonchlilikni boshqarish xizmati boshlig‘i:

Material texnik resurslarni boshqarish guruhi muhandisi:

Hacmoswee mexnuueckoe 3a0anue cocmasieHo Ha Y30eKCKOMO, PYCCKOM U AHRUNICKOM A3bikax. TIpu nanuyuu paznoenacuii Mexcoy pycck

A3LIKAMU, MEKCM HA PYCCKOM sI3blKe Oyoem npesaiuposams.

Q. Rustamov
R. Normatov
— T. Diyorov

B. Boybachchayev




